Job Description	Board of Governors
of the Federal Reserve System



Job Title:   Investigative IT Specialist Division: Office of Inspector General

Grade Level:   26
FLSA Status:   E	

Reports To (Title):  Special Agent-in-Charge , Technical	Career Ladder:  6201 Operations  Division


Summary:
Provides information technology support to Office of Inspector General (OIG) investigations, conducted
by electronic means, of alleged/suspected violations of statutes, regulations , rules, and policies, related to Board of Governors of the Federal Reserve System (Board) or Consumer Financial Protection Bureau (CFPB) programs and activities . Serves as a computer forensic analyst in the Technical Operations Division, Electronic Crimes Unit (ECU) of the Office of Investigations (01), as well as administrator for the OIG management information system (MIS). Delivers analytical support and technical advice for
computer forensics , systems planning, and development projects, requiring testing and programming of new technologies , and coordination of long-term systems design plans.


Principal Duties and Responsibilities:
1. Serves as technical advisor for criminal investigators during collaboration on extremely complex and sensitive investigations of alleged or suspected violations of criminal laws, with particular emphasis on white-collar crime that involves fraud, waste, and abuse, to identify items to assist in either demonstrating or disproving criminal allegations or administrative  misconduct through use of computers . Develops and recommends establishment of standards concerning documentation, program testing, and techniques to be used in support of information technology projects and investigations throughout the OIG.
2. Responsible for developing and implementing work plans/strategies and detailed analyses regarding methodologies for testing and implementing investigative policies and procedures, programs,  standards, requirements , methods, procedures , precedents, and techniques related to the collection of electronic evidence.  Prepares accurate, concise, and complete technical reports and policy statements relating to collection and processing of electronic evidence.
3. Manages studies and tests for the purpose of evaluating hardware and software, ensuring the most efficient procedures , systems, methods, and resources are utilized for ECU investigations. Conducts assessments of existing computer software to determine cost, performance, and adequacy. Develops, implements  and administers appropriate security measures for ECU equipment and operations.
4. Functions as the MIS technical advisor. Analyzes MIS data, conducts system tests, designs, and develops, applications, and programming techniques for the OIG MIS. Responsible for planning and organizing data to develop reports relating to investigative statistics such as prosecutions, arrests and criminal prosecutions.
5. Assists OIG in developing new software programs to automate, enhance, and innovate OIG administrative functions. Conducts special studies, analyzes data and technical trends, and recommends strategies and actions to meet OIG and 01 program objectives.  Conducts continuing reviews of computer technology developments applicable to system design and prepares long-term forecasts of future developments relevant to OIG/01 programs and applications.  Responsible for research and analysis to assess impact of proposed operating system and software/hardware changes or upgrades that may affect OIG/01 analysis and operations.
6. Confers with, assists, and advises Senior 01 Managers and other criminal investigators on current investigations.

7. Serves as a technical OIG liaison with federal prosecutive and investigative offices for special investigations of an extremely complex and sensitive nature; special multi-jurisdictional investigations with high national impact; and cases that may involve key executive officials of the Board, the CFPB, other agencies, and corporations .
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8. Directs and coordinates research and analysis of cases to determine the applicable laws and regulations that were violated, the proof required to support such cases, and the methods of obtaining such proof.
10. Testifies in judicial proceedings as necessary.

11. Establishes and maintains working relationships with senior-level officials at state and federal law enforcement and intelligence agencies , including the Department of Justice, the Federal Bureau of Investigation, the Secret Service, state prosecutors , and foreign bank supervisors and international law enforcement agencies for the purpose of exchanging information on matters of mutual interest to the Board, the CFPB and other entities, including local, state, federal , and foreign governments .

13.  May be required to travel frequently.

This description is intended to indicate the general level and function of this job.  It is not intended to be all inclusive, and employees may be assigned duties not listed.


Knowledge/Skill Requirements:
Bachelor's degree of higher in business administration, computer science, or similar degree, or equivalent experience as a Computer Forensic Analyst , and at least five years of experience in IT investigations obtained in an OIG or similar program where investigations included complex cases of fraud, waste, abuse, and mismanagement.   Must have completed or be able to successfully complete training as a Seized Computer Evidence Recovery Specialist or equivalent (e.g.: Federal Bureau of Investigation, United States Secret Service, Department of Defense, etc.).
Comprehensive knowledge of existing management information application systems architecture, with emphasis on decision strategy, technical terminology, and general knowledge of other interfacing systems in the OIG.  Thorough technical understanding operating systems, programing languages, and
Database administration preferred.  Experience with Crystal Reports, Oracle, Microsoft Windows products (Ribbon-based user interface), fundamental relational database concepts, utilization of SQL statements , active directory/ LDAP, web services, and application development experience utilizing scripting languages such as C# and Jscript is desired.  Expert knowledge of current techniques used in electronic
evidence recovery.  Experience with Encase, FTK, and other forensic tool sets, to include experience with network intrusions and cyber investigations.  Proficiency in reporting results of forensic analysis to both technical and nontechnical persons, utilizing appropriate technical terminology for the audience .
Must have or be able to obtain a Top Secret clearance, and is subject to the Board's drug-testing program. Requires knowledge of the Board, CFPB, and the rest of the Federal Reserve Board System (System) and their various programs and operations. Demonstrated strong oral and written
communication skills. Ability to gain the confidence and cooperation of others by exercising a high degree of tact, diplomacy, resourcefulness , and judgment.  Prefer Encase Certified Examiner, Global Information Assurance Certification Forensic Examiner, Access Data Certified Forensic Examiner or equivalent
   certificat ions . 	

