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About Me

* Assistant Inspector General for Information Technology (IT) at the
Office of Inspector General (OIG) for the Board of Governors of the
Federal Reserve System and the Consumer Financial Protection Bureau

* Member of the Council of the Inspectors General on Integrity and
Efficiency’s (CIGIE) Technology Committee

* Chair of the IT subcommittee of the Federal Audit Executive Council
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Agenda

* Evolution of Inspector General (IG) evaluations under the Federal
Information Security Modernization Act of 2014 (FISMA)

* OMB’s FY22 — FY24 FISMA guidance to IGs

* Core IG FISMA metrics

* Relationship between the IG FISMA metrics & FISCAM

* Looking ahead and next steps

Evolution of IG FISMA Reporting
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1G FISMA Requirements (42 USC 3555)

“Each year each agency shall have performed an independent evaluation
of the information security program and practices of that agency to
determine the effectiveness of such program and practices.

Each evaluation under this subsection shall include

(a) Testing of the effectiveness of information security policies,
procedures, and practices of a representative subset of the agency’s
information systems

(b) An assessment of the effectiveness of the 1nformat10n security
policies , procedures, and practices of the agency..
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IG FISMA Reporting Process

* The Office of Management and Budget (OMB) consults with the
Department of Homeland Security (DHS), CIGIE, and other parties on
the development of annual FISMA reporting guidance for IGs

* CIGIE FISMA metrics working group coordinates with federal partners

* IG FISMA results are reported in DHS’s CyberScope application

* GAO and Congress utilize publicly posted IG reports to evaluate and
report on agency performance
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Components of IG FISMA Evaluations

Contingency Planning

2
3
%

Incident Response

FRAMEWORK

* Risk Mgt
* Supply Chain Risk
Mgt

Configuration Mgt
Identity & Access

Data Protection &
Privac

Security Training

Information Security
Continuous Monitoring
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I1G FISMA Maturity Model

Level 5

Level 4 Optimized

Level 2
Defined
Level 1
Ad hoc
Starting point for Process is
use of a new or documented but not
undocumented consistently
process. implemented.

Level 3
Consistently
Implemented

Process is
established as a
standard business
practice and
implemented across
the organization.

Managed &
Measurable

Processes are managed
for deliberate and
continuous
improvement.
Automation is used to
continuously monitor
and improve
effectiveness.

Quantitative and
qualitative metrics
are used to monitor
effectiveness of
processes.
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I1G FISMA Reporting Evolution
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OMB’s FY22 - FY24

FISMA Guidance to I1Gs
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IG FISMA Reporting Process Shift (FY 22-24)

FY3

Supplemental
M-22-05 FISMA Guidance on IG Reporting for FY22 Metrics 2024
“OMB will select a core group of metrics, representing a
combination of Administration priorities and other highly
valuable controls, that must be evaluated annually. The
remainder of the standards and controls will be evaluated in
metrics on a two-year cycle based on a calendar agreed to by
CIGIE, the CISO Council, OMB, and CISA.” .
1. Core Metrics
M-23-03 FISMA Guidance on IG Reporting for FY23 FY 2022 - 2024
“OMB selected a core group of metrics, representing a
combination of Administration priorities and other highly
valuable controls, that must be evaluated annually. The
remainder of the standards and controls will continue to be
evaluated in metrics on a 2-year cycle based on a calendar
agreed to by CIGIE, the CISO Council, OMB, and CISA.
These changes do not in any way limit the scope of IG
authority to evaluate information systems on an as-needed or
ad-hoc basis.”

FY 2
Supplemental
Metrics 2023

11
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IG FISMA Metrics Working Group

* Established for January 2022 — March 2022

* Volunteers worked with OMB to develop Core IG Metrics for FY22 —
FY24

* OMB evaluated suggestions provided by the working group to develop
Core IG Metrics

* OMB published FY22 IG FISMA Implementation Guidance and
Analysis which included Core IG Metrics in April 2022

* OMB published FY23 — FY24 1G FISMA Guidance which included
Core IG Metrics and Supplemental Metrics in February 2023

12

12
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FY 23-24 Scoring Evaluation

* IG FISMA Metrics Working Group developed multiple approaches for
updating the scoring methodology

* Status Quo calculation led to multiple issues
* Rounding questions, errors, and disagreements
* Presentation of evaluation conducted by IG community was inconsistent

* GAO-22-104364: OMB Should Update Inspector General Reporting

Guidance to Increase Rating Consistency and Precision

* 2 Open Recommendations
* Collaboration and clarify when to use methodologies
» Create a more precise overall effectiveness rating scale

13

13
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Sample IG FISMA Results - FY 23 and FY 24

q . P FY23 Assessed FY23
3.6 33
4.0 37

Effective Ipsum lorem.
FY 23 Effective Ipsum lorem.
3.0 3.1 Not Effective Ipsum lorem.
4.0 4.0 Effective Ipsum lorem.
34 3.1 Not Effective Ipsum lorem.
3.6 34 Not Effective Ipsum lorem.
Metrics Metrics Maturity Justification
FY 24 Identify 3.7 33 3.5 Effective Ipsum lorem.
Protect 4.0 3.7 . Effective Ipsum lorem.
Detect 32 3.1 32 Not Effective Ipsum lorem.
Respond 4.0 4.0 3.9 Effective Ipsum lorem.
Recover 34 3.1 32 Not Effective Ipsum lorem.
Overall Maturity 3.7 34 3.5 Not Effective Ipsum lorem.

14

14
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Core IG FISMA Metrics
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Historical Analysis of IG FISMA Data

2020 Bottom 10 Metric Analysis
Rank  Question Theme FISMA Domain % Not Consistently Implemented
Policies and Pracedures  Risk Management

1 Automated View of Risks  Risk Management

g 2z
2 =

g
= = = 4= =

Information Security

3 Risk Management
Architecture ¢
Least Privilege/Separation Identity & Access
of Duties Management
dentity & Access
5 Policies and Procedures '

Management

Configuration

Flaw Remediation N
Management

Business Impact Analysis  Contingency Planning

&
=

(]

Policies and Procedures

Col
Management

Configuration
Management

-> =

10 Config Mgmt Plan

5
=
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Historical Analysis of IG FISMA Data

2020 Top 10 Metric Analysis

Rank  Question Theme  FISMA Domain

Stakeholder
1 Incident Response
Collboration e Resp

TS ST _

Roles and
3 oesan Incident Response e
Responsibilities

Policies and

t
t
T +
t
t
+

Roles and

Security Trainin
Responsibilities 2! J

6 Securty Trainng Security Training
Strategy

5
Specialized Security 5
52

3
3

7 Security Trainin %
Training N ’ _
Identity & Access
52.3%
R g _ ?

9 Incident Handling ~ Incident Response

I
B

System Inventory  Risk Management

17
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Working G R (Identify)
Responses by Identify Category
7
6
5
4
3
2
! I
0
System Hardware Software  System Criticality Risk Security Roles & POA&Ms Risk GRC Effectiveness
Inventory Inventory Inventory Management  Architecture  Responsibilities Communication (Identify)
Identify
mCoreTotals ~ WFY23 Non-Core Totals M FY24 Non-Core Totals
Responses by SCRM Category
7
6
5
4
3
2
1
0
SCRM Strategy ~ SCRM Policy & SCRM Inventory Counterfeit Check Effectiveness
Procedures Validation (SCRM)
SCRM
m Core Totals m FY23 Non-Core Totals ~ m FY24 Non-Core Totals 18

18
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Working Group Responses (Protect)

Responses by Protect Category

% 4
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%
Protect
mCoreTotals  mFY23 Non-Core Totals  ® FY24 Non-Core Totals

19
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Working G R (Detect
Responses by Detect Category
7
6
5 l
4
| l
2
: ||
ISCM Strategy ISCM Roles & Ongoing Assessments  ISCM Performance Effectiveness (ISCM)
Responsibilities
Detect
W Core Totals W FY23 Non-Core Totals FY24 Non-Core Totals
20

20
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Working Group Response

Responses by Respond Category

9 6
8
5
7
6 4
5
4 3
3
2
2
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Respond

mCore Totals W FY23 Non-Core Totals FY24 Non-Core Totals

s (Respond/Recover)

Responses by Recover Category

Recover

m Core Totals W FY23 Non-Core Totals FY24 Non-Core Totals

21
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Core IG Metrics
—

Identify < Inventory and asset mgt
* Cyber risk mgt
* Third party security risk mgt

Protect » Secure configurations and flaw remediation
* Multifactor authentication and privileged
account mgt
* Encryption of data at rest and in transit
» Data exfiltration
* Cyber workforce assessment
Detect * Information security continuous monitoring
strategy
*  Ongoing assessments and authorizations

Respond * Incident detection, analysis, and handling

EO 14028

Zero trust architecture

—
OMB memoranda - encryption, cyber
incident mgt, endpoint detection and
response, software supply chain security

Recover * Business impact analyses and contingency

testing

22

22
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New FY 2023 - FY 2024 1G Evaluation Areas

* Reporting of government furnished equipment via the DHS’ Continuous
Diagnostics and Mitigation (CDM) program

* Asset visibility and vulnerability detection
» Security measures for EO critical software
* Software producer self-attestations
 Audit logging for privileged accounts

* Endpoint detection and response

23

23

Relationship Between the IG FISMA

Metrics & FISCAM
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FISCAM Coverage of IG FISMA Metrics

14

. HYes ® No m Partial
Partial 10

29%
Yes 47% 8
6
4
No 24% 5 I I
. ] EE

Identify Protect Detect Respond Recover

25
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FISCAM VS. Identify Function

Yes No

System inventory

Hardware and software asset mgt.
m Third party security

POA&M m Risk mgt. roles and responsibilities
m Cyber Risk
_ Register

N
Categorization

26

26
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FISCAM Vs. Protect (Config Mgt)

Yes No

Secure configuration

Flaw remediation

Change
Control
Vulnerability
Disclosure
Program
Trusted
. Internet
Roles & Resp Connections

27

27
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FISCAM Vs. Protect (I&A)

Yes No

Multifactor authentication (priv and non
priv)
Privileged Remote access
Account Mgt

Access
Agreements

Personnel
Screening

28

28
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FISCAM VS. Protect (DP &P)

Yes No

Privacy program

Data Breach Response
Plan

PII Security Controls
(Encryption,
Sanitization,

removable media)

Data Exfiltration &
Enhanced Network
Defense

29

29
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FISCAM VS. Protect (Security Training)

Yes No

Security awareness and training
strategy/plan

Roles and Cyber workfotrce
ongibilit sessmen
Responsibilities ass

30

30
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FISCAM VS. Detect (ISCM)

Yes No

ISCM strategy
Ongoing assessments

ISCM performance measures

Roles and

Responsibilities

31

31
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FISCAM VS. Response (Incident Response)

Yes No

IR technology

Information Sharing

Incident Detection,
Analysis, and
Handling

Stakeholder
R Plandalgd l;oles collaboration
an eS|

32

32
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FISCAM VS. Recover (Contingency Planning)

Yes NO

Alternate
Storage/Process

ing/Backup

BIA, CP Plan,
and Testing

CP Roles and
Resp.

33

33

Looking Ahead
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—)
)

CSF 2.0
Function

NIST CSF 2.0 (Draft)

Govern
GV)

Identify

Detect
(DE)

Recover

CSF 2.0
CSF 2.0 Category Category
Identifier
Organizational Context GV.0C
Risk Management Strategy GV.RM _
Roles and Responsibilities GV.RR
Policies and Procedures GV.PO
Asset Management ID.AM
Risk Assessment ID.RA
Supply Chain Risk Management ID.SC _
Improvement ID.IM

Adverse Event Analysis

DE.AE

Continuous Monitoring

Incident Recovery Plan Execution

DE.CM

35
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* Designation of a Chief Privacy Officer

* GAO review of OMB guidance

* Penetration testing requirements

FISMA of 2023 oray - Key Agency Updates

* Focus on ongoing and continuous risk assessments

36

36
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FISMA of 2023 praty — Key IG Updates

* Changes the annual 1G evaluation requirement to biennial

* IGs required to perform, or review the results of the agency’s,
penetration testing

* CIGIE tasked with developing a dashboard of information security
recommendations

37

37

NONCONFIDENTIAL // EXTERNAL

IG FISMA Capstone Report

* Earlier this year, the CIGIE Technology Committee established a
working group to develop a FISMA capstone report

* The goal of this working group is to analyze IG FISMA data and
identify trends and perform statistical analysis on the metrics

* Report will include the results of a survey on IG experiences with
CyberScope

38
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CIO & 1G FISMA Metrics Committees

CIO FISMA IGF IS_MA
Metrics Metrics
Subcommittee Subcommittee

CISO Council

Working Group Members ‘ | Working Group Members

NIST, CISA, Agencies, IC, DoD, CIGIE OMB, NIST, IGs

39

39
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Next Steps and Thoughts

1dentify improvements

risk management, and effectiveness

* Target profiles may help IG’s better evaluate effectiveness while
taking into account agency specific factors

* Three-year continuous evaluation cycle should provide key data to

* Challenge remains in finding the right balance amongst compliance,

40

40
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Questions?

Khalid Hasan
Khalid.A.Hasan@Frb.Gov

Consumer Financial Protection Bureau

COUNCIL OF THE INSPECTORS GENERAL Office of Inspector General
ON INTEGRITY AND EFFICIENCY Board of Governors of the Federal Reserve System
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