COUNCIL OF THE INSPECTORS GENERAL
ON INTEGRITY AND EFFICIENCY

INTEGRITY COMMITTEE

February 19, 2025

Honorable Robert D. Hogue
Chairperson

U.S. AbilityOne Commission
355 E Street NW, Suite 325
Washington, DC 20024

Report of Findings for Integrity Committee Case 21-019
Dear Chairperson Hogue:

This letter sets forth the findings, conclusions, and recommendations of the Integrity Committee
(IC) of the Council of the Inspectors General on Integrity and Efficiency (CIGIE) regarding
allegations of misconduct against Inspector General (IG) Stefania Pozzi Porter and former 1G
Thomas Lehrich, U.S. AbilityOne Commission (AbilityOne) Office of the Inspector General
(OIG).! Mr. Lehrich resigned from federal service on July 9, 2021.

The IC finds by a preponderance of the evidence that Mr. Lehrich abused his authority and
engaged in a pattern of conduct that undermined the independence or integrity reasonably
expected of an IG. The IC does not, however, find by a preponderance of the evidence that Mr.
Lehrich or IG Porter committed a prohibited personnel practice or that IG Porter’s statements to
IC investigators lacked candor or undermined the integrity reasonably expected of her position.?
A brief synopsis of the allegations and the IC’s findings are provided below. The Report of
Investigation (ROI) and the subjects’ responses are also enclosed.?

IC Jurisdiction and Case History
Congress designated the IC, which is composed of four IGs, a representative from the Federal

Bureau of Investigation, and a representative from the Office of Government Ethics, to be the
independent mechanism that ensures senior officials in the IG community “perform their duties

! At the time of the allegations, IG Porter was the Deputy Inspector General (DIG) and Counsel to the IG; however,
for readability she will be referred to in this document as “IG Porter.”

2 In accordance with section 10.C.i. of the Integrity Committee Policies & Procedures (ICP&P) (2018), the IC
determines "whether (1) facts within the report of investigation are proven by a preponderance of the evidence and
(2) those facts provide a reasonable basis to conclude that the Respondent engaged in particular wrongdoing."
Moreover, 5 U.S.C. § 424(d) requires the IC to report its investigative findings, regardless of whether the allegations
were substantiated or not substantiated.

3 Enclosures (Encl.) 1-3.
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with integrity and apply the same standards of conduct and accountability to themselves as they
apply to the agencies that they audit and investigate.”

On February 20, 2021, the IC received a complaint alleging Mr. Lehrich abused his authority and
engaged in conduct undermining the independence reasonably expected of an IG. In pertinent
part, the complaint alleged that Mr. Lehrich used specious investigations to target AbilityOne
employees that he disliked and attempted to influence audit reports in contravention of audit
standards. Pursuant to its policies and procedures, the IC investigated the two allegations with
the assistance of the OIG of the U.S. Department of Veterans Affairs (VA) (IC investigators).

On July 15, 2021, the IC expanded the scope of its investigation after receiving an additional

complaint alleging Mr. Lehrich committed a prohibited personnel practice against-
E and that his negotiations for employment,
while serving as IG, created the appearance of a conflict of interest. On May 17, 2022, IC
investigators notified the IC that evidence also implicated IG Porter in the alleged prohibited
personnel practice. Accordingly, on June 2, 2022, the IC again expanded the scope of its

investigation to encompass all five allegations.

On June 24, 2024, the IC provided IG Porter and Mr. Lehrich the opportunity to respond to the
draft ROI before the IC made its findings and recommendations. IG Porter and Mr. Lehrich’s
comments, which were received by the IC on August 9, 2024, and August 20, 2024, respectively,
are enclosed.” On November 26, 2024, after receiving and reviewing the subjects’ comments, IC
investigators provided the final ROI to the IC and concluded, by a preponderance of the
evidence, that all of the allegations against Mr. Lehrich and IG Porter were substantiated. 1C
investigators also concluded that IG Porter made statements in her interview that lacked
credibility and were contrary to the evidence.®

Investigative Findings and Analysis

After carefully reviewing the final ROI and the subject’s responses, the IC finds, by a
preponderance of the evidence, that Mr. Lehrich abused his authority by using investigations to
target AbilityOne employees without cause. Further, the IC finds, by a preponderance of the
evidence, that Mr. Lehrich engaged in conduct undermining the independence or integrity
reasonably expected of an IG by attempting to influence audit reports and by participating in
audit planning of agencies subject to the AbilityOne OIG’s oversight authority while negotiating
for employment with those same agencies. 8

As to the remaining allegations, the IC concludes there is insufficient evidence to substantiate, by
a preponderance of the evidence, that Mr. Lehrich and 1G Porter committed a prohibited
personnel practice or that IG Porter’s statements to IC investigators amounted to conduct
undermining the integrity reasonably expected of her position. While IC investigators determined
Mr. Lehrich and IG Porter’s removal of h was not done “for bona fide management

4U.S. House Committee on Oversight and Government Reform, Improving Government Accountability Act, 110th
Cong. (Sept. 27, 2007) (H. Rept. 110-354).

5 Upon request, the IC Chairperson extended the deadline to submit comments for both Mr. Lehrich and IG Porter.
¢ Encl. 1 at i-iii.

7 Encl. 1 at 76.
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objectives” and was “against the advice of outside counsel;”® the IC notes that, pursuant to 5
U.S.C. § 406(a), Inspectors General have broad authority to “select, appoint, and employ such
officers and employees as may be necessary for carrying out the functions, powers, and duties of

the Office.” This includes the authorii' to use a Reduction 1n Force iRlli to reduce mauiower

Additionally. the evidence strongly indicates that IG Porter lacked the requisite knowledge to
competently advise Mr. Lehrich on the RIF process: therefore, Mr. Lehrich consulted with
another OIG and sought the advice of outside counsel with the necessary subject matter
expertise.” Outside counsel advised Mr. Lehrich that an administrative law judge may disagree
with his narrow interpretation of the “competitive area.”'® Mr. Lehrich then made a management
decision to accept the nisk and continue with the RIF process. While it may not be prudent to act
against the advice of counsel, especially when that counsel was procured to advise on a specific
area of law, it is not inherently wrongdoing. Advice of counsel is exactly that — advice.

Furthermore, while the ROI presents evidence suggesting that IG Porter’s responses to IC
mvestigators were less than forthright, the IC does not find by a preponderance of the evidence
that she lacked candor or engaged in conduct undermining the mtegrity of her position. In
reaching this conclusion, the IC considered many factors, including the passage of time and IG
Porter’s lack of experience with law enforcement authority and overseeing an Office of
Investigations.

Conclusions and Recommendations

The IC finds by a preponderance of the evidence that Mr. Lehrich abused his authority and
engaged in a pattern of conduct that undermined the independence or integrity reasonably
expected of an IG. The IC does not. however, find by a preponderance of the evidence that Mr.
Lehrich or IG Porter commutted a prohibited personnel practice or that IG Porter engaged n
conduct undermining the integrity reasonably expected of her position. Mr. Lehrich retired from
federal service on July 9, 2021; therefore, the IC makes no recommendations.

The IC also provided its findings and conclusions to the CIGIE Executive Chairperson, the
CIGIE Chairperson, and the Congressional committees of jurisdiction, as required by S U.S.C. §
424 (d)(8)(A).

Sincerely,
Kimberly A. Howell Brian M. Tomney
Chairperson Vice Chairperson
Integrity Commuittee Integrity Commuittee

 Encl. 1 at 46.
? Encl. 1. Exhibit (Ex.) 5 at 271, 296.
10 Enel. 1, Ex. 109.
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DISCLOSURE ON STANDARDS

This investigation was conducted by the VA Office of Inspector General
in accordance with the Quality Standards for Investigations issued by
the Council of the Inspectors General on Integrity and Efficiency. These
standards provide a framework for conducting the full range of criminal,
civil, and administrative investigations that fall within the purview of
federal offices of inspectors general.



Investigation on Behalf of the CIGIE Integrity Committee
Pertaining to the AbilityOne OIG

Executive Summary

Between April 26, 2021, and June 2, 2022, the Integrity Committee (IC) of the Council of the
Inspectors General on Integrity and Efficiency (CIGIE) asked the Department of Veterans
Affairs Office of Inspector General (VA OIG) to investigate four allegations of wrongdoing by
Thomas Lehrich, former Inspector General (IG) for the US AbilityOne Commission, and one
allegation of wrongdoing by Stefania Porter. the current IG.! The Commission administers the
AbilityOne Program, which is the largest source of employment in the nation for individuals
with blindness or other significant disabilities. More than 40,000 Americans who are blind or
have significant disabilities are employed in servicing, manufacturing, and delivering over
$3.6 billion in products and services through federal contracts under the AbilityOne Program.?

The IC takes action on allegations of wrongdoing involving IGs and designated members of

IG staff that involve an “abuse of authority in the exercise of official duties or while acting under
color of office, substantial misconduct, such as gross mismanagement, gross waste of funds, or a
substantial violation of law, rule, or regulation, or conduct that undermines the independence or
integrity reasonably expected of” these individuals.?

The VA OIG investigated and made the following findings on the five referred allegations.

1. Allegation 1: “IG Lehrich initiated investigations on behalf of outside parties, including
‘coded messages’ he received from the Commuissioners [of AbilityOne]: used specious
mnvestigations to target agency [AbilityOne] employees he dislike[d]; edited investigative
reports to remove mitigating facts and add negative statements that [were] not supported
by the evidence: and suggested specific findings of wrongdoing before an investigation
was complete.™

Findings: 1G Lehrich abused his authority by using investigations to target AbilityOne
emplovees about whom he had expressed distrust or dislike. In connection with this
misconduct, he proposed edits to investigative reports that added or emphasized negative
Jfacts and suggested specific findings of wrongdoing before an investigation was

! At the time the initial allegation was received, Thomas Lehrich was the IG and Stefania Porter was the Deputy
Inspector General (DIG) and Counsel to the Inspector General. IG Lehrich resigned on July 9. 2021, and Ms. Porter
became the Acting Inspector General on that date. She was named Inspector General in October 2022. For
readability. she will be referred to in this report as DIG-Counsel Porter. At all relevant times. DIG-Counsel Porter
was a “covered” staff member subject to CIGIE mvestigation under Integrity Committee Policies and Procedures
(ICP&P). See ICP&P 9 7.A. (2018), available at

hittps://www.ignet.gov/sites/default/files/files/ ICP%26PRevised Jan-2018 Revl Finalx.pdf.

% AbilityOne Program. available at https:/
SICP&P Y 7.A.
* Extubit (Ex.) 1. The full list of exhibits is included at Appendix A.

/www.abilitvone.gov/abilitvone progranyindex html.
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complete. The VA OIG did not find evidence that IG Lehrich initiated investigations on
behalf of outside parties, including the AbilityOne Commissioners.

Allegation 2: “IG Lehrich attempted to influence audit reports by expressing negative
opinions of agency [AbilityOne] staff to auditors and independent public accountants
(IPA), claiming agency staff were responsible for the perceived failure of a process or
procedure; added unsupported negative statements to audit reports; and tried to pressure
auditors and the IPAs to change their findings to reduce scores or prevent the IPA from
issuing an unqualified opinion.”

Findings: IG Lehrich engaged in a pattern of conduct that appears to undermine the
independence or integrity reasonably expected of an inspector general in that it was
inconsistent with audit standards requiring objectivity and impartiality. This pattern of
conduct included expressing negative opinions of agency staff to IPA staff, suggesting
unsupported edits to audit reports emphasizing details that reflected negatively on the
agency, and inserting language into a draft report that an auditor considered
“inflammatory.” In addition, he sent emails that could be interpreted as an attempt to
pressure IPA staff to change their findings to reduce performance scores on the audit
mandated by the Federal Information Security Modernization Act (FISMA) of 2014. The
investigation did not substantiate the allegation that IG Lehrich attempted to prevent an
IPA firm from issuing an unqualified opinion (clean report) on an AbilityOne financial
statement audit.

Allegation 3: “IG Lehrich’s removal of SIS
BISERIE pursuant to a Reduction in Force (RIF) was done under false pretenses and/or

as retaliation.”

Findings: 1G Lehrich abused his authority by removing |l pvrsuant to a reduction
in force that was not undertaken for bona fide management reasons. In addition,

IG Lehrich’s removal of | JNEEER might be considered whistleblower retaliation under
applicable laws because R as removed soon after he made a protected
disclosure to IG Lehrich by reporting potential violations of CIGIE standards, and the
disclosure was a “contributing factor” in |jjff removal.

Allegation 4: “IG Lehrich’s negotiations for employment with [ SIS
EIGHEIEIS®] hile serving as the AbilityOne IG created a conflict of interest.”

Findings: IG Lehrich’s negotiations for employment with S S DIISIIIEGEGEE
DICHOINISEE /.« ot have met the high standards of official conduct and

integrity expected of an inspector general to the extent that he failed to establish a clear
distinction between his duties as inspector general and his role as an individual seeking

Integrity Committee Case 21-019 | Page ii | November 26, 2024
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post-government employment.” Although his negotiations did not create an actual conflict
of interest in violation of applicable criminal and ethical rules, IG Lehrich created the
appearance of a conflict of interest by participating in audit planning involving potential
oversight work that could affect the financial interests of [N SDIESE '/ ilc under a
recusal notice precluding his involvement in all matters affecting those organizations. As
such, IG Lehrich’s conduct undermined the independence and integrity reasonably
expected of an inspector general.

5. Allegation 5: “Stefania Porter participated in the removal of [ SIS
IO ursuant to a Reduction in Force (RIF) under

false pretenses and as retaliation.”

Findings: DIG-Counsel Porter engaged in conduct undermining the independence or
integrity reasonably expected of her in the senior positions she occupied by personally
and substantially participating in the removal of |j R P rsuant to a reduction in
force, despite knowing that the action was not based on a bona fide management
objective. She did so in disregard of her duties as counsel to exercise diligence in
providing competent legal advice. Moreover, during two investigative interviews she
provided statements about the force reduction that lacked credibility because they were
internally inconsistent and, at times, contrary to evidence.

CHRISTOPHER A. WILBER
Counselor to the Inspector General

> At the same time he was negotiating for employment [l . 1G Lehrich also engaged in employment
negotiations with AN - 10U gh
BEEBER Was not named in the original allegation, the investigation determined that these negotiations were relevant
to the alleged misconduct.

Integrity Committee Case 21-019 | Page iii | November 26, 2024
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AIGA
AIGI
CIGIE
CIO
CLA
CNA
DAEO
ERM
FISMA
FY
GAGAS
GAO
HR

IC
ICP&P
IG

IPA

IT
JWOD Act
NIB
NIST
NPA
OGE
OIG
OMB
OPM

Abbreviations

Assistant Inspector General for Auditing

Assistant Inspector General for Investigations
Council of the Inspectors General on Integrity and Efficiency
Chief Information Officer

CliftonLarsonAllen LLC

central nonprofit agency

Designated Agency Ethics Official

Enterprise Risk Management

Federal Information Security Modernization Act of 2014
fiscal year

Generally Accepted Government Auditing Standards
Government Accountability Office

human resources

Integrity Committee

Integrity Committee Policies and Procedures
inspector general

independent public accountant

information technology

Javits-Wagner-O’Day Act

National Industries for the Blind

National Institute of Standards and Technology
nonprofit agency

Office of Government Ethics

Office of Inspector General

Office of Management and Budget

Office of Personnel Management
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RIF
STOCK Act
USAID
USPS

VA

reduction in force

Stop Trading on Congressional Knowledge Act of 2012
United States Agency for International Development
United States Postal Service

Department of Veterans Affairs
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Investigation on Behalf of the CIGIE Integrity Committee
Pertaining to the AbilityOne OIG

Introduction

Between April 26, 2021, and June 2, 2022, the Integrity Commuttee (IC) of the Council of the
Inspectors General on Integrity and Efﬂcwncy (CIGIE) asked the Department of Veterans
Affairs Office of Inspector General (VA OIG) to investigate four allegations of wrongdoing by
Thomas Lehrich, former Inspector General (IG) for the US AbilityOne Commission, and one
allegation of wrongdoing by Stefania Porter, the current IG.° The VA OIG investigated and made
findings on the five referred allegations.

Background and Scope of Investigation

The AbilityOne Commission

The US AbilityOne Commission is the operating name for the Commuttee for Purchase From
People Who Are Blind or Severely Disabled.” The Commission is an independent federal agency
that administers the AbilityOne Program in accordance with the Javits-Wagner-O’Day (JWOD)
Act® The agency is supported by more than 30 full-time staff.’

The JWOD Act mandates that federal government entities procure commodities or services
published on a list maintained by the Commission *“from a nonprofit agency employing persons
who are blind or have other severe disabilities, at the price established by the [Commussion], if
that commodity or service is available within the normal period required by that Government
entity.”!% The program creates private-sector jobs for more than 42,000 people with disabilities,
mcluding an estimated 7,000 veterans, who work at approximately 500 nonprofits around the

5 At the time the initial allegation was received, Thomas Lehrich was the IG and Stefania Porter was the Deputy
Inspector General (DIG) and Counsel to the Inspector General. IG Lehrich resigned on July 9. 2021. and Ms. Porter
became the Acting IG on that date. She was named IG in October 2022. For readability. she will be referred to in
this report as DIG-Counsel Porter. At all relevant times, DIG-Counsel Porter was a “covered” staff member subject
to ClGIE mny estngauon under Inlegnty Counm"ec Policies and Procedures (ICP&P) av aﬂable at

4 AblhtyOue Commission. Repon to the President for the period October 1, 2019-March 15, 2021 (Mar. 2021).
at 7. available at https://www.abilitvone.gov/media room/documents/U.S.%20AbilityOne%20Commission?s20-
%20Report?e20t0%20President.%620March%202021%20--%20Final pdf: see also 41 U.S.C. §§ 8502 (formerly
41 US.C. § 46).

$41 US.C. §§ 8501-8506: 41 C.F.R. Parts 51-1-51-11. The Commission consists of 15 Presidential appointees:
11 representatives from various federal agencies and four individuals who are not officers or employees of the
federal government but who understand the employment barriers faced by individuals with bhindness or severe
disabilities, or who represent these individuals. The Commission currently has several vacancies. See
AbilityOne.gov, available at https://www.abilityone.gov.

9 See AbilityOne Commission Directory, available at

In its March 2021 Report to the President
(at 7). the Commission indicated at the time that its staff consisted of 25 Government FTEs and 8 contractors,

°41 CFR. §51-1.2(a).
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country.'! In fiscal year (FY) 2020, the program provided nearly $4 billion in products and
services to the federal government.'? As required by the JWOD Act, the Commission has
designated two entities—NIB and SourceAmerica—as central nonprofit agencies (CNAs) that
facilitate the distribution of orders to the nonprofit agencies (NPAs) in the program and provide
assistance to them, and also report to the Commission.?

The AbilityOne OIG

The AbilityOne OIG was established in 2016.'* At that time, the Commission was identified as a
designated federal entity in the IG Act of 1978, as amended. Unlike establishment IGs, who are
appointed by the President and must be confirmed by the US Senate, IGs for designated federal
entities are appointed by the agency head and are not subject to confirmation by the Senate.'® In
the case of AbilityOne, that appointment is made by the Chairman of the Commission.'® An
organization chart from AbilityOne’s September 2022 semiannual report to Congress is shown
below in figure 1.

' March 2021 AbilityOne Report to the President, at 6; Panel on Department of Defense and AbilityOne
Contracting Oversight, Accountability, and Integrity, Fourth and Final Annual Report to Congress (Dec. 2021),
at 5, available at https://www.acq.osd.mil/asda/dpc/cp/policy/docs/al/USA002292-21-Report-w-Appendix.pdf.

12 March 2021 AbilityOne Report to the President, at 6.

13 March 2021 AbilityOne Report to the President, at 7; see also 41 C.F.R. Part 51-3. The acronym “NPA” is used in
this report to refer to nonprofit agencies that have been selected for assignment of projects to be developed and/or
the allocation of orders for products or services on the Procurement List under the AbilityOne program.

!4 The Consolidated Appropriations Act of 2016 amended the IG Act of 1978 to create a new OIG for the
Commission, and to add the Commission to the list of designated federal entities under the IG Act. 5 U.S.C. §
415(a)(2).

15 CIGIE, IG Authorities Paper (July 14, 2014), available at

https://www.ignet.gov/sites/default/files/files/IG Authorities Paper - Final 6-11-14.pdf.

16See 5 U.S.C. § 415(c).
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President of the United States

U.S. AbilityOne Commission

Chairperson
15 Presidential Appointees Congress

Commission Staff
Inspector

Legal Autroray 41 UST 8501-85D8 General

Federal Customers |

Figure 1. AbilityOne Organizational Chart
Source: AbilityOne OIG, Semiannual Report to Congress, April 1-September 30, 2022

During the time period of the facts giving rise to the allegations, the AbilityOne OIG had six
occupied positions: (1) the IG, (2) the Deputy Inspector General (DIG) and Counsel to the
Inspector General, (3) Assistant Inspector General for Auditing (AIGA), (4) Assistant Inspector
General for Investigations (AIGI), (5) Assistant Counsel, and (6) Investigative Attorney.

Thomas Lehrich was appointed as AbilityOne’s first IG in May 2017.'7 IG Lehrich left the
AbilityOne OIG on July 9, 2021, and Stefania Porter became the Acting IG. She was named the
IG on October 13, 2022.'8

Before becoming the IG at AbilityOne, IG Lehrich served as the DIG and Counsel at the
Architect of the Capitol." Prior to that, he worked for 10 years at the Department of
Transportation OIG in various positions, including Chief Counsel responsible for the ethics
program, litigation, and the delivery of complex legal services.?’ He also served as the Assistant
Chief Counsel for the Transportation Security Administration.?! In a newsletter |l

17 Exhibit (Ex.) 2. The full list of exhibits is included at Appendix A.
18 AbilityOne OIG, “Stefania Pozzi Porter Named U.S. AbilityOne Commission Inspector General” (Oct. 13, 2022),

available at https://abilityone.oversight.gov/articles/news/stefania-pozzi-porter-named-us-abilityone-commission-
inspector-general.
19 Ex. 2.

20 Ex. 2.
21 Bx. 2.
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EIGEEIENIEE ~nnounced that IG Lehrich would be a consultant starting July 12, 2021.%2

As of April 13,2023, he was listed [N ENINC I
however, he is no longer listed [{EN iGNNI

Stefania Porter started at the AbilityOne OIG in September 2017 as an investigative counsel. In
January 2019, she became Counsel to the Inspector General, and in April 2019 she assumed the
position of the DIG and Counsel, as shown in figure 2 below.>* She previously had worked at the
International Trade Commission OIG and the Department of Commerce OIG.?

N

]
t
s
e

2 Ex. 4; Ex. 229.

2 Ex.5at8.

2 Ex. 5 at 8.

26 Bx. 6 at 4:21-5:14; Ex. 7 at 6:8-17; Ex. 8 at 8:21-9:4; Ex. 9 at 54; Ex. 10 at 88:8-17, 41:16-42, 42:12; and Ex. 11
at 12:4-20. According to [[BNSHEIBIEE rosition description, (IS
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2019 2020 2021 2022
JJASONDPJFMAMI)JASONDJFMAMIJIJASONDJFMAMJJASOND
Thomas Lehrich Stefania Porter

INSPECTOR GENERAL

Stefania Porter
DEPUTY INSPECTOR GENERAL

Stefania Porter

COUNSEL TO THE INSPECTOR GENERAL

= Acting

Figure 2. AbilityOne staff employment periods from June 2019 through December 2022.

The AbilityOne OIG also used the services of interns, law clerks, contractors, and CIGIE
fellows. Due to the relatively small size of the AbilityOne OIG, all audits during the
investigative period were performed by independent audit firms subject to oversight and
monitoring by OIG staff to ensure compliance with government auditing standards.”’

Timeline of Investigation

In February 2021, the IC received a more than 900-page written complaint (including
attachments) alleging misconduct by IG Lehrich.”® The initial complaint alleged that IG Lehrich
started investigations on behalf of outside parties; abused his authority by using specious
investigations to target agency employees he disliked: edited investigative reports to remove
mutigating facts and add negative statements not supported by evidence; pressured auditors and
accountants to change findings: and suggested findings of wrongdoing before an investigation
was complete >

By letter dated April 26, 2021, the IC requested the VA OIG conduct an independent
investigation into these allegations.’® The VA OIG agreed to undertake the investigation and

7 See Government Accountability Office and CIGIE, Financial Audit Manual, Vol. 2, 670.01 (2018) (“[I]n
situations where [an 1G] contract with an IPA firm to perform financial statement audits. however. the IG still
retains oversight responsibility of the IPA firm.”): Ex. 5 at 37-38. 92-93, 168: Ex. 6 at 7. Ex. 7 at 9: Ex. 12 at 91, 96.
151-153: Ex. 13 at 8-9: and Ex. 14 at 5.

8 Ex. 15 at 3, 951. Additional information was submitted in April 2021

¥ Ex. 15 at 1034.

¥ Ex. 1: Ex. 15 at 1034.
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conduct it in accordance with the current CIGIE Quality Standards for Investigations.>' On
August 11, 2021, the IC referred two allegations of misconduct by IG Lehrich involving the
removal of [ SNBSS 2d |G Lehrich’s negotiations for employment il

l*> An allegation of misconduct by DIG-Counsel Porter for her involvement in the removal

of DISHEINIEE v 2s referred on June 2, 2022.33

Scope of the Investigation and Impediments

The VA OIG commenced its investigation on April 30, 2021, in response to the initial
allegations.** As additional allegations were received, the scope of the investigation was
expanded. The team conducted 36 sworn interviews with 30 witnesses; collected and used a
software application to analyze more than 2.1 million documents; examined records received in
response to OIG subpoenas; and reviewed relevant laws, regulations, rules, and policies.35

As described below and reflected in figure 3, the team was unable to obtain all information and
documents relevant to this investigation because

e IG Lehrich declined to participate in an interview or fully comply with a subpoena for
documents;

e VA OIG investigators were unable to access government records stored on IG Lehrich’s
government-issued mobile phone; and

e DIG-Counsel Porter’s statements during investigative interviews lacked credibility as
they were, at times, inconsistent and contradicted by other evidence.

31 Ex. 16 at 3.

2 Ex. 17.

3 Ex. 18.

34 Ex. 16.

35 Ex. 19; Ex. 20; and Ex. 21.
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April 22, 2021: The IC provides written notification to |G Lehrich regarding the investigation,
including a request to preserve data and docouments relevant to the investigation, but the
request is not forwarded to staff.

June 2021: VA OIG investigators initially contacted |G Lehrich to schedule an interview,
and IG Lehrich advises he would be happy to after he retains counsel.

July 7, 2021: VA OIG investigators remind |G Lehrich of his obligation to cooperate in the investigation

July 9, 2021: IG Lehrich leaves his position and the AbilityOne OIG fails to obtain the passcode
for the 1G’s government-issued iPhone. DIG-Counsel Porter is informed of the duty to preserve data and
documents and agrees to do so

September 2021: VA OIG investigators obtain IG Lehrich's governement-issued iPhone but are unable
to access relevant records without the passcode. IT is unable to circumvent the passcode protection
VA OIG investigators are notified that IG Lehrich retained counsel

October—December 2021: VA OIG investigators offer |G Lehrich, through his counsel,
muitiple opportunities to be interviewed.

November 30, 2021: |G Lehrich's counsel advises the VA OIG that
the |G does not know his iPhone passcode.

January 18, 2022: Investigators subpoena documents from |G Lehrich, including
documentation of iPhone passcode.

Feburary 2, 2022: IG Lehrich makes a "voluntary” production of documents through his attorney
that is determined to be incomplete.

August 26, 2022: After investigators enlist the assistance of an assistant US attorney, |G Lehrich makes
a supplemental production of documents but does not cerify he fully complied with the subpoena

Figure 3. Timeline of the efforts to collect information from IG Lehrich.
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IG Lehrich Declined to Be Interviewed and Refused to Certify
Compliance with Subpoena

IG Lehrich declined to be interviewed as part of this investigation. VA OIG investigators
initially reached out to IG Lehrich on June 17, 2021, to discuss the investigation.36 Investigators
reached out again by phone on June 21, 2021. IG Lehrich responded by email on June 22, 2021,
and investigators scheduled a call for June 29, 2021.%” During that call, investigators requested to
schedule an interview with IG Lehrich. IG Lehrich responded that he needed to retain counsel
and would not confirm a date for the interview at that time.>® In response to a July 7, 2021,
follow-up email from investigators, IG Lehrich stated it had only been five working days since
investigators contacted him about the interview, and he had not yet obtained counsel. He further
commented that he would “be happy to meet when I have retained counsel” and that he would
contact the investigators “when counsel is on board.”* In the July 7, 2021, follow-up email
investigators reminded 1G Lehrich that he was obligated to cooperate in the investigation and
that the IC could make an independent finding of wrongdoing for failure to do so0.*’ In that email,
investigators advised that they considered his “current refusal to identify a time [he would be]
available for an interview prior to leaving federal service as a failure to cooperate.” IG Lehrich
did not contact VA OIG investigators about retaining counsel, nor did he make himself available
for an interview before leaving federal service on July 9, 2021.

In September 2021, investigators were advised by the IC that IG Lehrich had retained counsel.*!

In multiple communications with IG Lehrich’s counsel between October 2021 and December
2021, investigators again offered IG Lehrich the opportunity to participate in an interview
regarding this matter, which IG Lehrich never accepted.

In addition, IG Lehrich never certified his compliance with a document subpoena served on
January 18, 2022, seeking materials relevant to this investigation. IG Lehrich’s counsel objected
to the subpoena on the grounds that the IC did not have authority to conduct the investigation or
to issue the subpoena.** Nevertheless, IG Lehrich purported to make a “voluntary” production of
documents through his counsel.*® Investigators determined that the production omitted

36 Ex. 202.
3T Ex. 203.
38 Ex. 32.

% IG Lehrich had been notified by the IC of this investigation more than two months earlier on April 22, 2021.
Based on his background knowledge of and experience with OIG investigations, IG Lehrich should have expected
that investigators would seek to interview him and could have taken steps earlier to secure counsel. See Ex. 22.

40 Ex. 22.
41 Ex. 23.
4“2 Ex. 24.
43 Ex. 24.
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responsive documents, attachments, and text messages.** VA OIG investigators subsequently
contacted the Civil Division of the US Attorney’s Office for the District of Columbia to pursue
enforcement of the subpoena.*’ In response to the assigned Assistant US Attorney’s efforts,

IG Lehrich reportedly conducted an additional search for documents and made a supplemental
production through his counsel.*® The supplemental production of documents was also
determined by investigators to be deficient for similar reasons.*’ IG Lehrich also refused to
certify that he had fully complied with the subpoena.*® Given that investigators had sufficient
evidence to make the findings in this report, they decided it was not in the best interest of the
government or the investigation to pursue enforcement of the subpoena through litigation.

Access to iPhone Records Was Impeded

VA OIG investigators were unable to access any relevant records that may have been stored on
IG Lehrich’s government-issued iPhone. Witnesses stated that IG Lehrich frequently used his
phone to conduct AbilityOne OIG business.*’ The written notification from the IC to IG Lehrich
regarding this investigation on April 22, 2021, included a request that he issue a notice to the
appropriate personnel to require the preservation of data and collection of all materials related to
the allegations.”® The request specified that it included all documents and data on “all OIG
electronic devices, such as phones, laptops, iPads, currently used by OIG personnel and those
stored within the OIG or AbilityOne’s IT section.”

Under federal law, an agency is required to preserve electronic records stored on an iPhone
subject to a preservation notice.’! The purpose of such preservation is to ensure the availability
of information necessary to protect the rights of the government and people directly affected.>?
Records being maintained on a cell phone that cannot be accessed does not accomplish this

purpose.

4 Ex. 25; Ex. 26. VA OIG investigators determined that IG Lehrich had not produced all responsive documents
because his production failed to include documents that investigators knew existed because they were produced by
other individuals or entities.

4 Ex. 26.

46 Bx. 27.

4T Ex. 28.

48 Ex. 29; Ex. 30.

49 Ex. 7 at 44; Ex. 5 at 61-63.
0 Ex. 31.

51 The Federal Records Act dictates that federal agencies must “make and preserve records containing adequate and
proper documentation of the organization, functions, policies, decisions, procedures, and essential transactions of the
agency.” 44 U.S.C. § 3101, et seq. Electronic messages subject to a preservation request are considered federal
records. See National Archives and Records Administration Bulletin 2015-05, available at
https://www.archives.gov/records-mgmt/bulletins/2015/2015-02 html.

5236 C.F.R. § 1220.30.
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During the investigators’ phone conversation with IG Lehrich in June 2021, IG Lehrich
confirmed he received the IC’s preservation request, and said he told the IC that he would
provide any information or materials needed; however, he reported to investigators that he did
not do anything with the preservation request or tell anyone about it.>

On July 9, 2021, IG Lehrich’s last day in federal service, investigators forwarded

DIG-Counsel Porter the April 22 notification letter, stating “we would expect that any documents
and data on all OIG devices used by IG Lehrich and any of his materials stored within the OIG
or AbilityOne’s OIT would be preserved, including all emails and other correspondence that may
be saved there.” DIG-Counsel Porter responded to the investigator’s email on the same day with,
“Received. Taken care of.”>*

In September 2021, VA OIG investigators obtained IG Lehrich’s agency-issued iPhone.
However, investigators were not able to access the iPhone as AbilityOne’s information
technology (IT) staff were not able to circumvent the passcode protection and IG Lehrich failed
to provide the passcode when he left the AbilityOne OIG. Despite the agency’s obligation to
preserve cell phone records to ensure the availability of information necessary to protect the
rights of the government and people directly affected, neither DIG-Counsel Porter, as the newly
appointed Acting IG, nor any other AbilityOne employee took steps to collect the iPhone’s
passcode from IG Lehrich when he turned in his government-furnished equipment on his last day
of federal service. DIG-Counsel Porter explained that she did not think of collecting

IG Lehrich’s passcode.’ The investigation did not identify any relevant IT or other policy that
required collection of the passcode or provided that IT staff have the ability to access the iPhone
without the passcode.”®

Investigators sought to obtain the passcode from IG Lehrich. On January 18, 2022, he was served
a subpoena through his attorney seeking, among other items, ““all Records reflecting any
passwords Mr. Thomas Lehrich used with or for any AbilityOne and/or AbilityOne Office of
Inspector General issued device, including any government-issued or government-owned mobile
device and iPhone.”’ His attorney relayed that IG Lehrich did not have the passcode for his
government-issued iPhone written down and that he could not remember it.® According to an
email from [SSHDISISE during a previous effort to collect OIG staff members’ iPhone

3 Ex. 32.

> Ex. 33.

3 Ex. 5 at 383-386.

56 Ex. 34; Ex. 35; and Ex. 36 at 64:8-65:2.
3T Ex. 37.

8 Ex. 38.
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usernames and passwords, IG Lehrich reportedly said that he did not need his password recorded

by anyone else because he had a “memory like a pachyderm.”

VA OIG special agents unsuccessfully attempted to use forensic tools to break the iPhone’s
passcode. VA OIG investigators then sent the iPhone to a private-sector, industry-leading
forensic laboratory, but they were also unable to break the passcode.®® As a result, IG Lehrich’s
government-issued iPhone could not be examined for evidence related to the allegations under
investigation.

DIG-Counsel Porter’s Statements During Interviews Were Not
Credible

The final impediment, as discussed in the section of this report regarding allegation 5, is that
VA OIG investigators questioned DIG-Counsel Porter’s credibility. DIG-Counsel Porter was
interviewed twice during the investigation, once while she was serving as Acting IG and again
after she had been appointed IG. During those interviews, she made statements that were
inconsistent and were contradicted by other evidence.

% Ex. 39; Ex. 40.
0 Ex. 41.
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Findings and Analysis

This report highlights the evidence responsive to each of the five allegations made to the

IC concerning AbilityOne OIG’s designated staff. However, not every detail or aspect of the
900-page complaint (including attachments) to the IC is addressed.®! This section summarizes
the relevant facts and context revealed by the VA OIG’s independent investigation of the five
allegations and related findings.

Allegation 1

Allegation: “IG Lehrich initiated investigations on behalf of outside parties, including
‘coded messages’ he received from the Commissioners; used specious investigations to
target agency employees he dislike[d]; edited investigative reports to remove mitigating
facts and add negative statements that [were] not supported by the evidence; and suggested
specific findings of wrongdoing before an investigation was complete.”

Findings: IG Lehrich abused his authority by using investigations to target AbilityOne
employees about whom he had expressed distrust or dislike. In connection with this misconduct,
he proposed edits to investigative reports that added or emphasized negative facts and suggested
specific findings of wrongdoing before an investigation was complete. The VA OIG did not find
evidence that IG Lehrich initiated investigations on behalf of outside parties, including the
AbilityOne Commissioners.

Relevant Standards

According to IC policy, an abuse of authority is an “arbitrary or capricious exercise of power by
a federal official or employee that adversely affects the rights of any person or that results in
personal gain or advantage to her/him or to preferred other persons.”®* There is no de minimis
standard for abuse of authority. Although it has not been further defined in the Integrity
Committee Policies and Procedures, the arbitrary and capricious standard is a well-established
concept in other contexts. For instance, court decisions have interpreted it to mean that a decision
or action will be reviewed to determine if it is legally permissible, reasonable, and supported by
the facts.®® The Supreme Court has identified grounds that constitute arbitrary or capricious

61 Ex. 15.
& [CP&P, App. A.

3 See, e.g., Motor Vehicle Mfis. Ass’n of the United States v. State Farm Mut. Auto. Ins. Co., 463 U.S. 29, 43, 103
S. Ct. 2856, 2866 (June 24, 1983) (“While the scope of review under the ‘arbitrary and capricious’ standard is
narrow, and a court is not to substitute its judgment for that of the agency, the agency nevertheless must examine the
relevant data and articulate a satisfactory explanation for its action. In reviewing that explanation, a court must
consider whether the decision was based on a consideration of the relevant factors and whether there was a clear
error of judgment.” (internal citations omitted)).
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action by government officials, including a reliance on factors that should not have been
considered, failure to consider an important aspect of the problem, an explanation that is counter
to the evidence available, or a decision so implausible that it could not be attributed to a
difference in view or expertise.**

Adherence by OIGs to the CIGIE Quality Standards for Investigations helps to safeguard against
their arbitrary or capricious exercise of investigative power that may adversely affect the rights
of individuals investigated.®® In similar contexts, retaliatory investigations have been defined as
prohibited personnel practices in recognition that investigations can be misused to punish, harass,
or ostracize a person.5®

The Quality Standards for Investigations include general and qualitative standards. There are
three general standards that “apply to investigators and the organizational environment in which
they perform” their duties: qualifications, independence, and due professional care.®” The latter
two are relevant to this discussion.

[The independence standard] places upon agencies, investigative organizations, and
investigators the responsibility for maintaining independence, so that decisions used in
obtaining evidence, conducting interviews, and making recommendations will be
impartial and will be viewed as impartial by knowledgeable third parties.®®

The independence requirement addresses circumstances in which an individual experiences
difficulty achieving impartiality because of their preconceived opinions of individuals that could
bias the investigation.®’

“Due professional care” requires that investigations adhere to laws, rules, regulations, guidelines
from prosecuting authorities, and internal agency policies. It further requires that

(1) investigations be conducted “with due respect for the rights and privacy of those involved”
impartiality, and objectivity, and (2) evidence be gathered and reported in an unbiased and
independent manner.

% Motor Vehicle Mfis. Ass’n of the United States, 463 U.S. at 43 (“Normally, an agency rule would be arbitrary and
capricious if the agency has relied on factors which Congress has not intended it to consider, entirely failed to
consider an important aspect of the problem, offered an explanation for its decision that runs counter to the evidence
before the agency, or is so implausible that it could not be ascribed to a difference in view or the product of agency
expertise.”)

 CIGIE, Quality Standards for Investigations (2011). The IG Reform Act of 2008 provides that members of CIGIE
“shall adhere to professional standards developed by the Council.” Pub. L. 110-409, 122 Stat. 4306, § 7 (Oct. 14,
2008). This has since been codified at 5 U.S.C. § 424(¢c)(2).

% See, e.g., 10 U.S.C. § 1034(b)(2)(B) (prohibiting retaliation against members of the military for making protected
disclosure to a Member of Congress or an IG).

7 The qualification standard is not relevant to this analysis but requires that assigned individuals collectively
possess professional competence for required tasks.

8 Quality Standards for Investigations.
% Quality Standards for Investigations.
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Support for Findings

The evidence shows that IG Lehrich directed and participated in investigations targeting
AbilityOne employees about whom he had regularly expressed negative opinions, even
suggesting specific findings of wrongdoing by individuals that were not supported by evidence.
While inspectors general have authority and discretion to prioritize certain work and form
opinions about individuals they oversee, the CIGIE standards prescribe the bounds for exercising
this authority. These standards require impartiality (which can be compromised when an
individual’s preconceived opinions bias the investigation) and due care, ensuring that an
investigation is conducted impartially and objectively, and that evidence is gathered and reported
in an unbiased manner.

The investigation considered three instances, discussed in the sections that follow, in which
IG Lehrich’s actions were inconsistent with the impartiality and due care requirements for OIG

investigations. The three instances involved [ISHDINISNEEEEEEEEEEEEEEEEEE

e ——
of these, IG Lehrich

e directed the initiation and conduct of an investigation or preliminary inquiry involving a
senior AbilityOne employee about whom he held an unfavorable view and

e suggested specific findings of wrongdoing by the individual, proposed edits to the draft
report reflecting wrongdoing that was not supported by evidence, and/or sought to
remove mitigating facts.

EIGNEIEE ho was subsequently removed from the AbilityOne OIG pursuant to a
reduction in force discussed in a later section of this report—raised concerns about or objected to
pursuing the investigation as directed by the IG. Some of the instances discussed below may not
individually demonstrate a clear departure from the impartiality and objectivity needed for

OIG investigations. Taken together, however, they create a preponderance of evidence that

IG Lehrich’s actions constitute an abuse of authority. The complaint further alleged that

IG Lehrich acted on “coded messages” from AbilityOne Commissioners wanting the OIG to
write reports that would allow certain senior leaders to be fired.”” The VA OIG investigation

did not identify any evidence to support the allegation that IG Lehrich initiated investigations
based on “coded messages” from the Commissioners or others.

Investigations Involving AbilityOne [SISHDINIEIE
IG Lehrich was critical of [ SHDINISIEE nd targeted i by requesting

investigations related to an IT equipment pickup and an email outage.

0 Ex. 15 at 6.
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AbilityOne OIG staff interviewed by VA OIG investigators said that IG Lehrich made
disparaging comments about SIS  DISHERIRIE cxplained that IG Lehrich did not trust [
Bl and called i “a criminal . . . that . . . belongs in federal prison.””! [DSHESIEE !so
commented, “Tom Lehrich severely disliked [l and wanted il fired.”” DIHDIIEE
EICHDINEEEEEEEEE stotcd that IG Lehrich described QIR as “off the
beaten path of integrity.””* A senior manager from an IPA firm retained by the AbilityOne OIG
to audit AbilityOne’s IT security stated that IG Lehrich “felt that IS Was shady,
dishonest.””* In connection with that October 2020 audit, which is discussed in more detail
below, IG Lehrich emailed one of the auditors that ‘S S HESIEES docs not have a grasp on
almost everything or anything.””> These comments indicate that IG Lehrich had a preconceived
negative opinion of SN which could bias an investigation related to [N Such bias
would be inconsistent with the impartiality expected of OIG investigations.

IG Lehrich Directed [BNSHEBIE (o /nvestigate RN Attempt to
Pick Up IT Equipment

On the morning of January 9, 2020, [BISHDIISEEEEEE sct a» cmail to IG Lehrich
and others advising that SIS had called and “IT folks will be stopping by this morning to

pick up . . . hardware from the server room . . . .”’° [ GBS <xplained that, following the

call with [SISHDIDISEE. BIBERIE understood . . . it was okay . . . to send someone

over to pick up the server.””” According to [DISHEDIEE. vhic DIOIDIISE c2imcd
B did not approve nor give permission for the server to be picked up, [l “‘acknowledge[]
that SRR Was going to send someone by to pick it up” and had “emailed the whole office

saying that someone would come . .. .”"8

The server in question had been used by the AbilityOne OIG until October 2018 when all OIG
data were migrated to AbilityOne systems with IG Lehrich’s approval.”” The data migration was
intended to satisfy Federal Information Security Modernization Act (FISMA) of 2014

"TEx. 12 at 31:4-5.

2 Ex. 42 at 97:15-16.
3 Ex. 13 at 34:5-7.

"4 Ex. 43 at 37:16-17.
B Ex. 44 at 1.

76 Ex. 45.

77 Ex. 8 at 35:15-21.
8 BEx. 8 at 33:6-34:12.

7 According to the draft report of investigation, the plan was to “migrate . . . data from the OIG server to AbilityOne
systems,” and “included backing up the data stored on the OIG server to an external device, migrating the data from
the OIG server to AbilityOne systems, creating a new AbilityOne sub-network to host OIG data, and configuring
remote access for OIG to the sub-network.” Ex. 46.
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requirements and eliminate cybersecurity risks posed by the “unaccredited” server.®’ According
to the draft report of investigation, the server had been offline and secured since then, with no
new files added. Accordingly, there were no files on the server that had not already been
transferred to AbilityOne. AbilityOne sought to pick up the server to repurpose it for use as a test
environment, which the draft report stated is a best practice under standards published by the
National Institute of Standards and Technology.®!

Later that day, [N c ¢ to the AbilityOne OIG’s offices with the

intention of removing the offline server from the secure server room.** IG Lehrich informed |
BB that the OIG server would remain, and [N lcit without removing the
server.’3 EIGHEIRIEE said that the server never left the AbilityOne OIG, but that

IG Lehrich was not happy . . . I think the contractor had contacted me or | llR
contacted me, one of them two. [ don’t remember, but [IG Lehrich] wasn’t happy
that at least on my end I should have even prevented the individual from coming
over at all.?*

Il cxplained that, in a related conversation, IG Lehrich “made me feel very uncomfortable. He
didn’t curse, but . . . it was not [the way] I expect a senior leader to address his staff, [l

EIGEEIEIEE - [t vas condescending.”™

As part of this investigation, VA OIG investigators called IG Lehrich to schedule an interview.
During that call, IG Lehrich volunteered that his office had not self-initiated “any”
investigations.® Notwithstanding that statement, the evidence developed during the VA OIG
investigation showed that IG Lehrich directed the initiation of an investigation into the attempt to
pick up the server. On January 13, 2020, IG Lehrich sent an email to [ SIS stating,
“This will serve as an incident report and referral from the Inspector General for action.”®’ In the
email, IG Lehrich directed [SSISIEIIS) to investigate the server pickup incident. He wrote,
‘B also appears to have circumvented the OIG staff responsible for IT nor did they

80 An unaccredited or unauthorized server is an information system component that has not gone through an
assessment and authorization process using the standards published by the National Institute of Standards and
Technology (NIST). See, e.g., NIST, Risk Management Framework for Information Systems and Organizations,
NIST Special Publication 800-37 Rev. 2 (Dec. 2018), available at
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf.

81 According to a witness quoted in the report, “[b]est practice is to test proposed patches and new software on a
developmental system prior to loading in to the production environment; OIG server will be used as our test and
development environment.” Ex. 46.

82 Ex. 46.

83 Ex. 46.

8 Ex. 7 at 27:3-21.
85 Ex. 7 at 28:3-7.
8 Ex. 32.

87 Ex. 45.
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obtain the permission from the organizational head,” concluding that “[t]he actions by iR
DISHEIS likely violated IT rules and protocols.”

EICEOINISE (o!d IG Lehrich it would not be appropriate to open an investigation
because “an unsuccessful attempt to pick up an off-line server is not fraud, waste or abuse and
there’s no merit to opening an investigation.”®® AbilityOne OIG policy regarding cases that are
appropriate for full investigations includes allegations involving criminal offenses, terminable
offenses, and frauds and thefts resulting in financial losses.” DI SNDINSIE
agreed that the investigation was not going anywhere and did not believe AbilityOne was trying
to access the OIG’s files.” Indeed, EIGNEIES rccounted a February 2020 conversation with
IG Lehrich in which [ SIS vnderstood IG Lehrich to concede that “the referrals [to
investigate | [JEREER Were just because [ is such a terrible person, and he was really annoyed at
everything just all the time with il [DESHEIE sid that “IG Lehrich instructed me to
open the investigation anyway.”??> According to the investigative files produced by the
AbilityOne OIG, it appears this was never officially opened as a full investigation but was
investigated as a “Preliminary Inquiry.””?

EIEGNEIEIE cxplained that, over the next three to four weeks, IG Lehrich was “heavily
involved in telling me what violations had occurred and by whom . . . .”** For instance,
IG Lehrich wrote an email to {S SIS identifying the following potential violations
(among others) for the report of investigation:

e “Lax procedures and ineffective practices in handling data filled and enriched
hardware demonstrate [N failures by SIS in handling stored
information.”

o ‘Bl attempted to circumvent security safeguards including but not limited
to reconfigure systems when not authorized. A fundamental duty of |JIEEEE 15
to ensure access to information is not subjected for an unauthorized purpose.”

e ‘BEEER 2ttempted to remove computers or equipment from secure premises
without proper authorization and exceed authorized access to information.”

88 Ex. 42 at 94:3-9.
8 Ex. 47.
90 Ex. 48 at 35:4-8.

91T Ex. 8 at 78:7-14. “Referrals” was a reference to the server pick-up investigation, as well as a requested
investigation into an email outage discussed below.

2 Ex. 42 at 94:10-11.

9 According to the Investigative Procures Manual, a “Preliminary Inquiry” or “Preliminary Investigation” is used
when “investigative activity [is required] before a high priority determination can be made respecting the need for a
full investigation.” Ex. 47 at 13.

% Ex. 42 at 94:10-16.
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e ‘IR is responsible to ensure protection that the transport, transfer, access,
or download of information is not performed unless such action is explicitly
permitted by the owner of such information and appropriate safeguards are in

place per policies.”®

EISNEIEE continued to voice i concerns that “we didn’t have a basis for opening an
investigation, we didn’t have a basis to pursue it the way that we were.””° During this time, [
B 2dvised IG Lehrich that they “didn’t have any authority to take actions against [jjif
BISEEIEE [2nd] that there didn’t appear to be any fraud, waste or abuse . . . .”%" As part of the
investigation, [ SIS consulted with [SIENEIEES) who explained that this was an asset
management issue and that, while it may violate written policies and procedures, it would not
violate statute or regulation absent an intent to steal or damage the server.”® Ultimately,
EIGNEIEE dctermined, “After a thorough review of the facts established from interviews and
documents, the short version is that I can’t support with facts a number of the suggest[ed]
findings.”*

EIEGNEIEE provided 1G Lehrich a draft report of investigation with findings that concluded
there was “no violation of a statute, regulation, or agency policy.”'" [ SHESIEE cxplained to
investigators that the report “died on the vine” because “Lehrich did not like the draft report” and
“over time he stopped insisting that the report would go out.”"! [DISHDISIEE
Bl confirmed that IG Lehrich suspected malfeasance by [N and was dissatisfied with
the investigation.'

The VA OIG investigation found that IG Lehrich’s effort to investigate the attempted server
removal was not appropriate or consistent with AbilityOne OIG policies. Even though it does not
appear that a full investigation was opened, IG Lehrich nevertheless diverted resources from
other investigative priorities against the advice of il to pursue the matter. Preponderant
evidence establishes that IG Lehrich’s directions regarding pursuing investigative actions were
based on his personal opinion of S rather than the type of independent and impartial
assessment of the facts required by CIGIE standards. IG Lehrich suggested findings of
wrongdoing that he believed should be included in the report of investigation that were

% Ex. 50.

% Ex. 42 at 94:10-20.

9T Ex. 42 at 95:1-7.

%8 Ex. 46 at 7-8.

% Ex. 51.

10 Bx. 46.

101 Ex. 8 at 58:4-6, 59:5-8.
102 Ex. 48 at 35:14-17.
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inconsistent with the record. Ultimately, however, IG Lehrich did not insist that a report of
investigation be finalized, and no inaccurate findings were released.

IG Lehrich Requested Investigation into Email Outage

While the server investigation was ongoing, IG Lehrich experienced issues with not receiving
emails from outside entities. The day after he reported the problem to IR 1G Lehrich
emailed (NSNS ith the subject ‘Jilj Incident Report Number Two,” writing, “I believe
we need to look into the lack of IT notices and possible deception and other fraud waste and

abuse perpetuated by [BISHDINISEE "'

EIONEIEE told VA OIG investigators [jjjiillj§ advised IG Lehrich that the AbilityOne OIG
should not investigate and, because IG Lehrich rejected jjij advice, jij followed up with a long
email to IG Lehrich.'™ In the follow-up email, S SIS reitcrated that it was not
something that should be investigated and |jjjjiilij did not have the relevant expertise to do the
investigation.'” (DSBS cxp!lained to investigators, “bottom line is, because I insisted I
couldn’t do the work without the experts, and he insisted he didn’t want the experts, the matter
was simply dropped.”1%

Although no investigation was pursued in this instance, IG Lehrich’s repeated requests to
investigate IR without a sufficient basis to suspect wrongdoing provides further evidence
of IG Lehrich’s improper attempt to use his investigative authority to target specific individuals
based on his personal opinion rather than an impartial and unbiased assessment of the facts.

Investigation Targeting AbilityOne [BISHDIISNEEEEEEEE

The VA OIG investigation also found that IG Lehrich improperly used an investigation to target
DI (o whom he had expressed dislike. The
VA OIG investigation identified substantial evidence of IG Lehrich’s negative opinion of
DIOHOINISEEE - /\|most every witness corroborated that there was a poor relationship
between IG Lehrich and [ SDIISE - 2nd many witnesses said they heard him
make unfavorable comments about [jjjij This was confirmed by a review of email
correspondence.

The AbilityOne Chairperson called the relationship between IG Lehrich and S SHEINISEE
B deeply dysfunctional” and noted the negative relationship “colored actions by both

parties . . ..”"" D NSHDIEISE dcscribed the relationship between IG Lehrich and
103 Bx. 52.

104 Bx. 42 at 99:9-14.

105 Bx. 52.

106 Ex, 42 at 100:12-15.
107 Ex. 53 at 34:20-22.
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EICHDINIEEEE s cxtremely adversarial” and said that IG Lehrich used AbilityOne

OIG meetings as opportunities to “snipe” about jjij-'" DISHDIS I
DI (0!d VA OIG personnel that there was “bad blood” between
IG Lehrich and_.109 Email correspondence corroborates this statement.

DI Vs preparing to attend a virtual meeting on behalf of
IG Lehrich on March 19, 2021, for which IG Lehrich advised in the email, “Important. If |jjil|

EICHOINISEE ks a question of us. It is always a trap. First say I could not hear you I
lost the voice. Can you repeat.”!!°

Investigation into Spoofing Attack Redirecting [SiSHDINISIE
BRI ~aycheck

When the AbilityOne OIG learned of a spoofing attack that resulted in the theft of [l
BICHEINIEEE 2y check, DIENEIEIE initially assessed that the circumstances did not
warrant an investigation because there was no suggestion that an AbilityOne employee
knowingly participated in the fraud.''! Jjjf believed an audit would be more appropriate to
address the adequacy of processes or procedures.

EDIGNEIEE cxplained that, notwithstanding [’ belief that an investigation was unwarranted,
IG Lehrich insisted on the initiation of an investigation and directed that it focus on wrongdoing

by N - /ccording to [NEMENRE “the Inspector
General believed . . . that [ SIS h2d supposedly stolen money from [l in a
scheme to be paid twice. ! [N N
EICHEINIEN rccalled hearing IG Lehrich say that [ SDIISI h2d stolen il
own paycheck and that the theft was an “inside job.”'" NSNS thought IG Lehrich blamed
EICHOINISEEE bccause of their poor relationship. [SISHDINIESIENEEEEEEEE
BIOHEINIEN !so believed ] had heard IG Lehrich saying something similar. [jjij explained
that “the whole air of that whole investigation” from IG Lehrich was a “big conspiracy” that
‘BISEEIE v 2s somehow involved in something nefarious . .. .”'!*

108 Ex. 8 at 91:12-19.

109

(G G A
N Fx | at 12:6-20, 34:19-22.
10 Ex. 54; Ex. 55.

11" As explained below, the attacker impersonated [ S DIISI i» order to target [DIDNDINIEE
who provided information from S SIS that allowed the hacker to access an online system
and change the account into which (NGBS »2yroll funds were deposited. Ex. 56; Ex. 57; and
Ex. 58.

12 Ex. 42 at 102:2-8.
13 Ex. 48 at 57:10-16.
4 Ex. 14 at 21:15-22:9.

Integrity Committee Case 21-019 | Page 20 | November 26, 2024



Investigation on Behalf of the CIGIE Integrity Committee Pertaining to the AbilityOne OIG

The VA OIG investigation did not uncover any basis for IG Lehrich’s suspicion that [

EIGHEIENISE stolc lll own paycheck other than his unsupported allegations. [ GBS
BIBERIE 2dvised IG Lehrich that there was no evidence that S SIS so!c

il own paycheck and that it would be inappropriate to convert the victim of the fraud into the
subject of the investigation.'"” Early on, [ SIS was tasked with researching and drafting a
memorandum on possible title 18 criminal violations. I said that the “OIG was
throwing everything at the wall to see what would stick.”""° NSNS 2!so noted that

IG Lehrich “was convinced that something was going to stick because how could this possibly
2117

happen and there’d be no repercussions.

According to the final report on the AbilityOne OIG investigation, an outside entity (the hacker)

had targeted NGB /ith 2 spoofing scam email
message.''® The hacker led SIS (o bclicve il vas

communicating with SIS who was temporarily unable to access [jjj government

accounts.'"” The hacker (impersonating [ GOSN statcd 2 need to make
payroll changes immediately. [[S SIS 2cting in accordance with what Jjjji§ believed

were (DIPTSR dircctions, reached out to SIS
B to request a password reset code to access the payroll system controlled by the US
Office of Personnel Management (OPM). [BISHEINISEEE "d provided DIDIDINE
DI cccss to il email account. Using this email access, (IS
forwarded the reset code sent to [ SHDINISIIEEEEEEE <! c DISEDINIEN o

provided it to the hacker. The hacker was then able to use the reset code to access the OPM
payroll system and divert [ SIS »2yro!! funds into a different account.

Although [DISHEINISE <p!ained to AbilityOne OIG investigators that granting [jij
B access to email was normal (SIS throughout the federal government,

DIONEIEIS) rcported there was pressure from IG Lehrich to determine that this behavior by

EICHOINISEEE ' olated a criminal law and IG Lehrich repeatedly asked [
OSSN (o rcscarch violations of criminal law. ' [N

DIOHDINIEE < <rlained that [ISHEIEE had come to | seeking support in the
conclusion that there was not a violation of law because [ SDIIE fct was being

asked to reach a conclusion that . . . there was some violation of law.”'?! said that

15 Ex. 42 at 102:9-14.

16 Ex. 14 at 29:18-20.

"7 Ex. 14 at 29:20-30:2.

18 Ex. 58.

19 The hacker used an email address that populated as ‘SIS~
120Ex. 42 at 103:22-104:9.

2IEx. 11 at 78:3-79:17.
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“[1G Lehrich] wanted to make sure there was something bad about (S SHDINISIIEEEEEE |
in the report.”!??

On July 23, 2020, [DISHEIEIE vrote an email to IG Lehrich that they “had a draft [report of
investigation regarding the payroll matter] in place Friday, and took a step back on Monday to
address your request to find violations in a middle ground between policies and title 18.”1%

IO s-id that IG Lehrich “expected the investigation

to be fruitful” and “when the investigation didn’t reveal what he thought had been going on, he
wasn’t pleased.”'** When interviewed by VA OIG investigators, [ SN cxplained, “1
should emphasize that there appeared to be pressure from Mr. Lehrich to determine that il
R had violated criminal law by sharing jjjjij email and calendar with [N "' An
email from [ SHEIES to 1G Lehrich on July 28, 2020, reflects S S HIBIIISN concern that
CIGIE investigative standards prevented [JM delivering a report including everything that
IG Lehrich wanted:

I want the report to reflect everything you want while also SIS
EIONEIEIE) maintain strict adherence to investigative standards. For example,
DIEGHEIEIE) preserve an active neutrality (pointing out facts that tend to cut
against culpability) and to strictly present facts that can be tied directly to the

record.!?6

IG Lehrich responded, “You can finalize as you believe needed.” [{S SBIEES r<plicd N
was making IG Lehrich’s edits. IG Lehrich then followed up with an email explaining that their
role was to hold people “accountable” and stated,

We are not going to let one or two poor actors define the destiny. We are going to
finish the job we were put [here] to do. [JIJlMER has failed and this investigation
shows that. Do not be afraid to demonstrate that by the facts. [ SIS
believes the rules do not apply to [jjjij Do not let that go unsaid.!?’

On July 30, 2020, [DISHEIEIE) scnt IG Lehrich an updated draft of the report of investigation
and received the report back from IG Lehrich later that day. In the cover email, IG Lehrich stated

122 Ex. 8 at 108:15-18.

123 Ex. 60. As discussed in more detail later in this report, the final report concluded that [ SN DIESI
violated AbilityOne’s General Rules of Behavior by providing [DESESIE access to ] email. That access enabled
BISNOI® to make a password reset. However, QiR cxplained to investigators that the AbilityOne OIG
incorrectly applied the policy to the facts of the investigation.

124 Ex. 14 at 19:14-22.
125 Ex. 42 at 104.

126 Ex. 61.

127 Ex. 61.
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that he “proofed and made edits and it is ready.”'*® IG Lehrich instructed S SIS to il
in one or two cites I suggested and . . . finalize.” There were no tracked changes reflecting

IG Lehrich’s edits to the report. [ SIS ccnerated a document comparing the drafts [
provided to and received back from IG Lehrich to identify IG Lehrich’s edits. |l forwarded
that report to [[SISHDINISINNEEEEEEEEEEEEEEEEEEEEEE ith comments highlighting [}
concerns that the Inspector General’s changes did not conform to CIGIE standards.!* For
instance, IG Lehrich wrote that S SIS h2d violated “numerous” policies
when the investigation identified only one. IG Lehrich also removed some mitigating facts, such

as [DIOHEDINISEE i vo!vement indicated that (S SDIISEEEE v dcrstood il

had IT’s permission to set up the access.

Although this comparison document was not forwarded to IG Lehrich, email evidence shows that
EIEONEIEE 2nd IG Lehrich met to discuss the draft report of investigation around that time.
In an email to IG Lehrich on August 4, 2020, [SISHEIEIS) thanked the IG for reviewing the
draft investigative report and wrote “[i]t meant a lot to hear you say that . . . you’d leave it up to
me to ensure that CIGIE investigative standards are met.”"** Ultimately, [ GBS cdited
the final report to remove 1G Lehrich’s changes il felt did not conform with CIGIE
standards.

The August 2020 final report of investigation included observations, rather than findings, that

AbilityOne IT policies were violated by [ SHEIISI » Ways that contributed to
the hacker’s success” and that “some actions by AbilityOne staff exposed AbilityOne to risk of

data loss.”"*! Specifically, the report determined that, by allowing [ISHDISIE
access to all jjjjjiliji incoming email, sent email, and folders, [SISHDINISIIEEEEE s

partially responsible for the hacker’s success.!** The AbilityOne OIG investigation confirmed
that some federal agencies permit [N delegate this type of access [N and that

R ossisted [DIONDINISE - sctting up this access. Nevertheless, the
AbilityOne OIG’s report concluded that the shared access violated AbilityOne’s General Rules

of Behavior prohibition on sharing passwords and providing system access to another.

The report also concluded that [ SDIESIE rroperly assisted DI in
setting up the system access. I cxplained to VA OIG investigators that the report

128 Ex . 62.
129 Ex. 63; Ex. 64.
130 Ex. 65.
131 Ex. 58.

132 According to the report, the AbilityOne Commission General Rules of Behavior for IT Users requires users to
agree to the following: “T will keep my passwords secure and not share account or password information with
anyone [...] I understand that providing system access to another individual, either deliberately or through failure to
properly secure, is a violation of this policy.” Ex. 58. As discussed below, [Jijllll§ disagreed with this interpretation
of AbilityOne IT policies.
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misapplied the policy. According to SIS the General Rules of Behavior permitted the
sharing of access to an application such as Outlook (which is what occurred here) but not for

sharing system access, and therefore, neither [ SIS h2d done

anything wrong.'¥

Although the spoofing attack created a legitimate basis for an investigation, IG Lehrich
improperly directed the investigation to focus on wrongdoing by AbilityOne employees of whom
he had been critical and suggested specific findings of wrongdoing that were not supported by
the facts. Given the absence of evidence to support these proposed findings, the VA OIG
investigation concluded IG Lehrich was motivated not by an impartial and independent
assessment of the facts but his personal opinion of [ SIS 2 d. as a result, his
conduct did not meet CIGIE standards for investigations. IG Lehrich’s exercise of investigative
power to target [ SHDIISI “/ithout regard to CIGIE standards of independence
and due care was arbitrary and capricious and therefore an abuse of authority.

Additionally, following the failure of the spoofing investigation to result in a report finding
significant malfeasance by [ SIS (G Lchrich emailed a Washington Post
reporter, urging the reporter to write negative articles about problems with the leadership (and
particularly [SISHDINISE) 2 AbilityOne. Over a period of approximately five
months, starting on August 30, 2020 (the month the spoofing report was completed), IG Lehrich
sent the reporter 15 emails pressing for the publishing of articles “demonstrating
mismanagement” at AbilityOne.'** IG Lehrich also suggested the reporter could cover “problems
and the need for improved leadership particularly with senior staff.”!% IG Lehrich later wrote in
an email to the reporter,

the issue [is] . . . (DI SIS s carcer- How can an independent
commission allow [ SIS to run unchecked . . . . One other topical

area is how [N ENNAISI c:n 2o from one cloud of

mismanagement [JII to another agency.!3°

In one email he asks the reporter, “Would you consider doing a one to three part story?” He

described [[DISNDINISE »:cViously “criticized” work history and claimed [jjjjj “has

for nearly a decade mismanaged the work at US AbilityOne Commission.”!¥” The reporter never
wrote the suggested articles.!*8

133 Ex. 36 at 60:7-61:9.
134 Ex. 141; Ex. 201.
135 Ex. 134.

136 Ex. 135.

137 Ex. 139; Ex. 201.
138 Bx. 142.
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Investigation of AbilityOne N ENBIIS I

The evidence also showed that IG Lehrich expressed animosity toward (SIS
DI 2d initiated an unwarranted investigation [jjjiilij based on i

misstating in a letter that a senior employee had retired rather than resigned. Multiple witnesses
corroborated the hostility expressed by IG Lehrich against [ SIS

DIODINCE DIONEIEE) said that IG Lehrich “believes that [jjjilj is a horrible
leader, a liar, guilty of various crimes.”"*’ [ SNBSS st:tcd that IG Lehrich had

described i as a “cunning |iilillll~ who was not truthful.'*° [DESHEIEEE to!d VA OIG
investigators that within two weeks of coming on board there were comments being made by

IG Lehrich about not liking certain AbilityOne staff, including [N '*' An employee at an
IPA firm retained by the AbilityOne OIG said that [ GBS d another
AbilityOne employee were “frequent verbal punching bags” for IG Lehrich.'** The IPA staff
member said that IG Lehrich would call IS “a liar” and use other terms that would not
come up in discussions with other inspectors general for whom they did similar work.'** Another
contracted senior audit manager stated that IG Lehrich said that S SIS
would “turn around and lie to you.” The senior audit manager explained that when they told

IG Lehrich that AbilityOne was cooperating in the audit, he responded, “[ W]ell, that’s what they
like to appear to be, but they’re not actually. They’ll stab you in the back with a lie or

whatever . . ..” The IPA staff member described these comments as “just strange” and not
opinions that were shared by other offices of inspector general with which they had worked.!**
These expressed opinions are consistent with the previously discussed email IG Lehrich sent on

March 19, 2021, to [SISHDISISEEEE - st2ting that any question from |JilER
NN s 21ways a trap.”

AbilityOne OIG Investigation into |jjjjilij Letter About a Senior Staff
Departure

In November 2020, IG Lehrich sent S SIS an cmail describing a “complaint” about a
copy of a letter he received addressed from SIS (© 2» official at the
Department of Defense in which he alleged SIS lied about the retirement of another
federal employee.'* Attached to IG Lehrich’s email was a November 2020 letter from |iR
EICHOINISEE (o the official at the Office of the Under Secretary of Defense

139 Ex. 8 at 134:3-5.

140 Ex. 13 at 32:5-15.

141 Ex. 12 at 10:13-16, 42:10-16.
142 Ex. 143 at 38 7-9.

143 Bx. 143 at 54:6-10.

144 Bx. 43 at 37:16-38:14.

145 Ex. 144.
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congratulating [jjjij on a new position. In the letter |l informed the official of a “key
personnel change” at AbilityOne [[iSHDINISINEEEEEEEEEEEEEEEEEEEEEEEEEEE . ' ich
assists a subcommittee of a joint Department of Defense—AbilityOne panel with “implementation
of recommendations related to strengthening the Commission’s oversight [ SHDIESI
R vrote, N - - 2nnounced
Il retirement from the Federal Government last week.”'¥" In fact, BIBEEI had not retired,
but resigned from AbilityOne.!'*®

DN 5ok to IG Lehrich about the allegation

over the phone: “Tom [Lehrich] spoke for a significant period of time[,] 20 minutes or so[,]
about his conjecture why [ SN wovld lie about this to another federal agency.”'*
BEICHOIE cxplained i did not see anything to investigate as |jjjjiij not think that using
the term “retire” versus “resign” could be construed as intentionally lying to another federal
agency and there was no financial impact of the misstatement.'*° Fraud and thefts resulting in
agency loss are criteria that would indicate the allegation could be classified as a high-profile
case under the AbilityOne OIG’s investigations policy. !

EICHDINISEEE dcscribed this as a “weird one” and said [l didn’t necessarily

see using retire rather than resign as an issue” to investigate. However, jjjjj stated,

I guess I could see how a reasonable person that had received several allegations or
concerns about (I SNDINIESEEEEEEEEE | (ruthfulness, and this was a formal
document . . . that [opening an investigation] could be a management decision that I think
would be reasonable considering that there were tons of other allegations along those
lines.'?

146 Ex. 145. The Panel on Department of Defense and AbilityOne Contracting Oversight, Accountability, and
Integrity was established by Section 898 of the National Defense Authorization Act for FY17. “The primary mission
of the Panel is to identify vulnerabilities and opportunities in Department of Defense contracting within the
AbilityOne Program and, at a minimum, recommend improvements in the oversight, accountability, and integrity of
the Program.” Panel on Department of Defense and AbilityOne Contracting Oversight, Accountability, and
Integrity, Fourth and Final Annual Report to Congress (Dec. 2021), at 5, available at
https://www.acq.osd.mil/asda/dpc/cp/policy/docs/al/USA002292-21-Report-w-Appendix.pdf.

147 Ex. 145 (emphasis added).
148 Ex. 146.

149 Ex. 8 at 143:8-12.

O Ex. 8 at 144:14-19.

151 The Investigative Procedures Manual sets out the criteria for a high-priority classification to include allegations
that involve criminal offenses, terminable offenses, mandatory suspension offenses, special interest to the IG
(examples of these may include Commission requests, congressional requests, high-profile cases, broad or
significant impact cases, or pervasive practices), high-level officials (GS-15 or above), frauds and thefts resulting in
agency dollar losses, malicious and assaultive offenses, personal gain offenses, multiple complaints involving the
same subject or a pattern of activity, contract mischarges, and false claims. Ex. 47 at 11.

152 Ex. 13 at 41:21-42:3.
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EICHDINIEE thought IG Lehrich “felt this was an example of how SIS and the

people in the front office that all worked together were . . . misrepresenting things.”!>* The
VA OIG investigation, however, did not identify any complaints or allegations received by the

AbilityOne OIG regarding a lack of truthfulness by [ SIS oth<: than

the concerns raised by IG Lehrich.

Despite [JEMEER view that the matter did not warrant investigation, [ SIS nonetheless

conducted a preliminary inquiry, including interviewing (SIS

EICHDINEEEEEEEEEE ' o had recently left the agency and was the subject of
the correspondence at issue. Through that interview, [ SIS lcarned that, although

IG Lehrich had asserted that SR had complained about the letter, SR statcd R
did not accuse [[DISHDINISIEEEE of |ying. had not made a complaint, and did not
intend to do so."* In fact, [ stated that IG Lehrich had initiated a call and raised the
topic, |EISNEIEE about the use of the word “retirement.”!>>

After the interview, DSBS rccommended closing the matter.° (DI ENDINISE
B rcported that [ISNEIESE (ricd to close it, but IG Lehrich wanted to keep it
open."” According to [ SHEBEEE] (G Lchrich said, “We’re going to leave it open and get
back into it . . . soon.” SIS bclicved IG Lehrich wanted to
explore [DISHEIE dcparture as part of a larger review surrounding [l SHDISISIEEEE

BISEEIE staffing concerns, because staffing was one of the top management challenges
identified for AbilityOne.'*® While this explanation may provide an appropriate basis for an
audit, it does not articulate a credible justification for a criminal investigation under the
AbilityOne OIG’s criteria for investigations.

The case file indicates that this matter was opened as a criminal matter focusing on fraud and
abuse, false statements, and obstruction. Shortly after interviewing S IEE  DIDHDINES <t
the OIG in April 2021 and this matter remained open until December 2021, when it was closed

by NS |1 2 closing memorandum, NENENEE wrotc,

Since |JIBR did not intend to make a complaint, OIG will not open an
investigation. [JISNIE concerns regarding insufficient staffing do not suggest
a violation of a policy, regulation, or statute, and are therefore not appropriate for

153 Ex. 13 at 41:10-14.

134 Ex. 146.

155 Ex. 146.

156 Ex. 42 at 122:10-123:11.
57T Ex. 13 at 50:13-51:7.

158 Bx. 13 at 51:12-15.
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investigation. These concerns may be addressed in the ongoing audit |l
EDICEIGIEEE - A ! cgation il is now closed."”’

BISERIIE cxplained that while the matter appeared to have been assigned a number indicating
an investigation was opened, and [ SDISISE s2:d that it was open, it had never been
opened as a full investigation.

The VA OIG investigation found that IG Lehrich’s direction to keep the criminal investigation
pending was inconsistent with the AbilityOne OIG’s investigation policies since it was based
simply on the use of the term resign rather than retire—without evidence of any intent to defraud
or make a false statement, absent a complaint from [ and against the advice of |iER
Bl [ the absence of another reasonable explanation for keeping the matter open, this decision
appears to have been influenced by 1G Lehrich’s personal feelings about S SIS
EIONEIES) and was therefore inconsistent with CIGIE standards.

No Evidence Was Found That Investigations Were Initiated Based
on “Coded Messages”

The initial complaint to the IC also alleged that IG Lehrich initiated investigations on behalf of
outside parties, including “coded messages” he received from the Commissioners. In particular,
the complaint explained that the Commissioners wanted IG Lehrich to issue reports that would
support the removal of certain senior AbilityOne employees. VA OIG investigators did not
identify any evidence to support this allegation in the over 2.1 million documents that were
analyzed during the investigation. In addition, VA OIG investigators questioned witnesses from
the AbilityOne OIG who worked on its investigations, and none indicated they were familiar
with IG Lehrich receiving “coded messages” or anything similar from Commissioners or anyone
else. Based on all of the interviews, documents reviewed, and other actions, the VA OIG found
there was insufficient evidence to substantiate the allegation that IG Lehrich initiated
investigations on behalf of others.

Allegation 1 Conclusion

In the AbilityOne OIG investigations that the VA OIG considered, the targets were individuals
for whom IG Lehrich had a documented dislike or with whom he had a well-known negative
relationship. IG Lehrich’s direction to investigate SIS without a sufficient basis to suspect
wrongdoing was inconsistent with CIGIE standards requiring impartiality. Although opening an

investigation into the spoofing attack involving (S SHEIISI -y have been
warranted, its scope and focus on individual wrongdoing by [[ISHDINISINEEEEEEEE

BIERR vere improper and demonstrated bias given the limited evidence of a criminal or
policy violation. Similarly, the investigation of a possible false statement involving a notification

159 Ex. 147.
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letter of NSNS /<’ c/ment that was actually a resignation did not merit an
investigation under internal criteria or based on the AbilityOne OIG AIGI’s own assessment.

IG Lehrich directed that these investigations be conducted and suggested findings of wrongdoing
both verbally and through proposed edits to draft reports in advance of the factual development.
The suggested findings were in many cases ultimately unsupported by the facts developed by i

EIONOINISEEEEE (G Lchrich made edits to remove mitigating facts and add negative

statements to the spoofing report involving [ SDIISIE 2y check theft, which
EIEGEEIEIEE 2sscrted could not be supported by the evidence. These actions were

inconsistent with the CIGIE Quality Standards for Investigations, which require independence
and due care in the conduct of investigations and that investigators be impartial in fact and
appearance, including avoiding preconceived opinions that could bias an investigation. By
failing to adhere to these standards for OIGs, IG Lehrich arbitrarily and capriciously exercised
his investigative power.

The VA OIG investigation did not discover evidence to substantiate the allegation that
IG Lehrich initiated investigations on behalf of outside parties, including “coded messages”
from the AbilityOne Commissioners.

Allegation 2

Allegation: “IG Lehrich attempted to influence audit reports by expressing negative
opinions of agency [AbilityOne] staff to auditors and independent public accountants
(IPA), claiming agency staff were responsible for the perceived failure of a process or
procedure; added unsupported negative statements to audit reports; and tried to pressure
auditors and the IPAs to change their findings to reduce scores or prevent the IPA from
issuing an unqualified opinion.”

Findings: IG Lehrich engaged in a pattern of conduct that appears to undermine the
independence or integrity reasonably expected of an inspector general in that it was inconsistent
with auditing standards requiring objectivity and impartiality. This pattern of conduct included
expressing negative opinions of agency staff to IPA staff, suggesting unsupported edits to audit
reports emphasizing details that reflected negatively on the agency, and inserting language into
a draft report that an auditor considered “inflammatory.” In addition, he sent emails that could
be interpreted as an attempt to pressure IPA staff to change their findings to reduce performance
scores on the audit mandated by the Federal Information Security Modernization Act (FISMA) of
2014. The investigation did not substantiate the allegation that IG Lehrich attempted to prevent
an IPA firm from issuing an unqualified opinion (clean report) on an AbilityOne financial
statement audit.
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Relevant Standards

The CIGIE Quality Standards for Federal Offices of Inspector General (Silver Book) sets
forth standards for managing, operating, and conducting the work of OIGs. The Silver
Book requires that inspectors general “adhere to the highest ethical principles by
conducting their work with integrity.”!%" It states that integrity is the cornerstone of all
ethical conduct, ensuring adherence to accepted codes of ethics and practice. Two
relevant elements of integrity are objectivity and independence.'®!

Objectivity “imposes the obligation to be impartial, intellectually honest, and free of conflicts of
interest.”'%? Independence is a critical element of objectivity, as without independence “both in
fact and in appearance, objectivity is impaired.”'®* The Silver Book also identifies seven
categories of threats to independence, including bias, familiarity, and undue influence.'* It also
provides that “IG[s] and OIG staff [have] a responsibility to maintain independence, so that
opinions, conclusions, judgments, and recommendations will be impartial and will be viewed as
impartial by knowledgeable third parties.”!%> With respect to audits, the Silver Book provides
that OIG staff must “act with integrity and exercise objectivity and professional skepticism and
avoid circumstances that would cause a reasonable and informed third party to believe that staff
is not capable of exercising objective and impartial judgment or that an OIG’s work had been

compromised.”!%

The Inspector General Act of 1978, as amended, also requires inspectors general to comply with
the Generally Accepted Government Auditing Standards (GAGAS or Yellow Book) for audits of
federal establishments, organizations, programs, activities, and functions.'%” The Act states that

160 CIGIE, Quality Standards for Federal Offices of Inspector General (2012) (Silver Book) at 7, available at
https://www.ignet.gov/sites/default/files/files/Silver%20Book%20Revision%20-%208-20-12r.pdf. See also 5 U.S.C.
§ 424(c)2)(A).

161 Silver Book at 7.

162 Silver Book at 7.

163 Silver Book at 7.

164 Silver Book at 13. Bias is the “threat that an OIG employee will, as a result of political, ideological, social, or
other convictions, take a position that is not objective.” Familiarity is the “threat that aspects of a relationship with
management or personnel of an audited entity, such as a close or long relationship, or that of an immediate or close
family member, will lead an OIG employee to take a position that is not objective.” Undue influence is the threat
that “external influences or pressures will impact an OIG employee’s ability to make independent and objective
judgments.”

165 Silver Book at 10. The IG and OIG staff should avoid situations that could lead reasonable third parties with
knowledge of the relevant facts and circumstances to conclude that the OIG is not able to maintain independence in
conducting its work.

166 Sjlver Book at 12.

167 See IG Act § 404(b)(1)(A). Section 404 is also applicable to the IG of a DFE. IG Act § 415(g)(1). See also GAO,
Government Auditing Standards (GAGAS) (2018), { 1.09(a), available at https://www.gao.gov/assets/gao-18-

568g.pdf.
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the inspectors general shall take appropriate steps to assure that any work performed by
nonfederal auditors complies with GAGAS.!%® The Yellow Book contains standards applicable to
both performance and financial audits of federal entities.'® Under GAGAS, objectivity includes
independence of mind and appearance when conducting engagements, maintaining an attitude of
impartiality, having intellectual honesty, and being free of conflicts of interest.'”® The concepts
of objectivity and independence are closely related, and independence impairments affect
auditors’ objectivity.!”!

Support for Findings

The evidence supports that, due to the small size of the AbilityOne OIG, there was nothing
surprising or inappropriate, by itself, about the level of IG Lehrich’s direct involvement in audits.
One IPA staff member explained that at a small agency like the AbilityOne OIG, it was
unavoidable for the inspector general to be “hands-on,” due to IG Lehrich “knowing what’s
really going on with the Commission.”!”> However, the VA OIG investigation found a pattern of
behavior by IG Lehrich that appears inconsistent with the objectivity and independence required
of an inspector general.

Without assessing whether IG Lehrich’s individual actions described below might alone be
considered improper conduct, the VA OIG’s investigation revealed evidence of a pattern of
behavior that appears inconsistent with GAGAS, which require “independence of mind and
appearance . . . [and] maintaining an attitude of impartiality.”!”® This conduct includes the
following:

e expressing negative opinions of AbilityOne staff to IPA staff, such as asserting
that |SEEREEE does not have a grasp on almost everything or anything”'"*

e suggesting an edit to the FY 2020 FISMA report narrative attempting to blame a
low compliance rating on “inadequate training of |jijjijill in risk mitigation in the
IT environment . . . .” that was rejected by IPA staff as outside the scope of the
audit!”

168 IG Act § 404(b)(1)(C). See also GAGAS, J 1.09(a).

169 GAGAS, | 1.16.

170 GAGAS, { 3.11.

7 GAGAS, { 3.11.

172 Ex. 148 at 17:8-10.

173 GAGAS, { 3.11.

174 Ex. 143 at 35:4-6, 38:6-9; Ex. 43 at 27:22-28:2, 28:20-29:7; Ex. 149 at 56:3-10; and Ex. 44 at 1.

175 Ex. 150 at 11. The published FY 2020 FISMA report is available at
https://www.oversight.gov/sites/default/files/oig-reports/FISMA %20Evaluation%20Report%20FY 20.pdf.
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e proposing that an audit report attribute [jiilj failure to fully update certain
policies and procedures “to lack of Commission guidance and the Commission

staff failure to work on comments . . . .” which an auditor considered

“inflammatory”!7®

e sending emails that could be interpreted as an attempt to pressure IPA staff to
change their findings to reduce scores on the AbilityOne audit mandated by
FISMA by asserting that various rating scores should be lower or were a
“problem” and “highlighting that the ones I listed in that email are apparent and
the environment supports that they are much lower like the 2 or 3 range”!”’

Taken together, this type of conduct forms a pattern that appears to undermine the independence
or integrity reasonably expected of an inspector general. In the following examples, IG Lehrich
demonstrated a lack of objectivity by trying to use independent audits to attribute deficiencies to
specific agency staff about whom he had expressed negative opinions, similar to the targeted
criminal investigations discussed earlier. The VA OIG did not, however, substantiate that

IG Lehrich attempted to prevent IPA staff from issuing an unqualified opinion for AbilityOne’s
FY 2020 Financial Statement Audit.

FY 2020 OIG FISMA Audit: IG Lehrich’s Negative Statements,
Unsupported Edit Blaming [jilll§ Perceived Failures, and
Attempts to Reduce Compliance Ratings

The VA OIG investigation determined that IG Lehrich expressed a negative opinion about
EICHOINIEE (o [PA staff during the OIG’s FY 2020 financial information security
audit required by FISMA. IG Lehrich also made unsupported edits to the draft FISMA report
claiming [ SNEBIEIEE inadequate training” was the cause of a FISMA control issue and
tried to pressure IPA staff to lower AbilityOne’s ratings.!”®

FISMA requires agencies to have an annual independent evaluation performed of their
information security programs and practices and to report the evaluation results to the Office of
Management and Budget (OMB).!” For agencies with an inspector general, an independent
evaluation is to be performed either by the inspector general or by an independent external
auditor, as determined by the inspector general.!® On August 21, 2020, the AbilityOne OIG

176 Ex. 151 at 5; Ex. 143 at 34:13-35:12.
17T Ex. 152 at 1-3.

178 FISMA, Pub. L. 113-283, requires agencies to report the status of their information security programs
to OMB and requires inspectors general to conduct annual independent assessments of those programs.

17942 U.S.C. §§ 3555(a) & (e).
18042 U.S.C. § 3555(b).
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awarded a contract to an IPA firm to perform the FY 2020 FISMA audit.'®! That firm teamed
with a second firm to submit their technical bid.'8? The performance work statement specified
that the IPAs were to assess AbilityOne’s security programs at one of five potential “maturity”
levels, ranging from the lowest, Level 1 (Ad Hoc), to the highest, Level 5 (Optimized).!3* A
Level 4 “Managed and Measurable” rating for an information security program is considered an
effective level of security.!84

On October 29, 2020, shortly before the exit conference with S SIS (o the

FY 2020 FISMA audit, IG Lehrich sent an email to one of the IPA staff members stating that
IG Lehrich “wanted to show you [ SHSISISE docs not have a grasp on almost
everything or anything.”!85 The IPA staff member replied in agreement, stating, “When we talk
FISMA, I can see [jijilll should know more.”'®® IG Lehrich replied in part, “You all are doing a

good job.” The IPA staff member responded, “Thanks Tom. That means so much to me. I respect

your leadership immensely and your comment just made my day. @'

After midnight (12:35 a.m.) the next day, October 30, 2020, [DESHEIRIS) cmailed the draft
FISMA metrics back to the contract IPA staff member, copying IG Lehrich and other IPA
staff.'®8 Later that morning, IG Lehrich prepared a series of six draft emails asserting that the
draft FISMA metrics for various categories should be lowered to specific ratings (e.g., “one or
lower,” “it appears the Agency is a one or lower,” and a certain metric “is zero or one”).!%

IG Lehrich then sent a revised final version of his email to [ S at 5:52 a.m. on
October 30, 2020, copying the IPA staff, that removed the specific numerical ratings in his
earlier drafts but still asserted that categories of FISMA metrics were “at low level,” “low,” or a

“problem.”!?

BISNEIRIE rcsponded to IG Lehrich’s 5:52 a.m. email later that day, resulting in the following
excerpted email exchange:

BDISEEIRIE At 11:05 a.m.: “Thanks! Since we are trying to report today, I wanted to make
sure I fully understood the direction. For the FISMA controls listed below, should the rating

I8l Ex. 153 at 1.

182 Ex. 154 at 2.

183 Ex. 155 at 6.

184 Ex. 155 at 6; see also Ex. 12 at 106:8-11.

185 BEx. 44 at 1.

186 Ex. 44 at 1.

137 Bx. 44 at 1.

188 Ex. 156 at 1.

189 Ex. 157; Ex. 158; Ex. 159; Ex. 160; Ex. 161; and Ex. 162.
190 Ex. 152 at 1-3.

Integrity Committee Case 21-019 | Page 33 | November 26, 2024



Investigation on Behalf of the CIGIE Integrity Committee Pertaining to the AbilityOne OIG

be lower (e.g. from level 4 (managed and measurable) to level 3 (consistently implemented)?
Please let me know so I can discuss with [IPA staff].”

IG Lehrich at 11:11 a.m.: “You are welcome. I went through the draft and you all are [ am
sure processing the grades and I defer to you. I was highlighting that the ones I listed in that
email are apparent and the environment supports that they are much lower like the 2 or 3
range. But I am sure you are doing that in final drafting.” (emphasis added)

BISEEIRE at 12:20 p.m.: “Understood. Let me get with the team to see if the evidence

supports a lower rating.”!*!

IG Lehrich at 1:49 p.m.: “It is [their] score. I am just noticing the whole risk area may have

policies but not implementation.”!"?

The IPA staff did not change the FISMA ratings because there was no support for IG Lehrich’s
proposed lower ratings."” [ SIS said that, in a conversation with an IPA staff member
about lowering the scores as suggested, the IPA staff member commented, “Tom really has it in
for these people.”'”* The IPA staff member also stated that it was “pretty apparent” that

IG Lehrich and ISR did not like each other.'*> However, the IPA staff member did not
believe that IG Lehrich recommended changes to the ratings out of bias, and that this was no
different than what the IPA staff member had experienced at other agencies.!*® The IPA staff
member explained that IG Lehrich did not coerce him or “tell me what I needed to do, but . . . if
he felt the ratings should be lower or higher, he made that known through conversation . . . "%’
He stated that he felt “a little” pressure to change ratings, but thought IG Lehrich did it because
“he genuinely thought the rating should be lower or higher.”!*8

ISP rcported to VA OIG investigators that when he told IG Lehrich that the FISMA
scores would stand, it was not a pleasant conversation because “he wants things to go a certain

way, and if you’re not doing it his way . . . he’s not happy with you.”"” IS HDINIS N
also said that IG Lehrich did not understand that the purpose of such audits is to promote

Y1 Ex. 163 at 1-2.

192 Ex. 163 at 1.

193 Ex. 12 at 110:15-21.

194 Ex. 12 at 109:14-110:14.
195 Ex. 164 at 55:9-13.

196 Ex. 164 at 55:22-56:11. IPA staff statements are included for objectivity and completeness but need to be
considered in the context of the IPA staff work on individual audits. While IG Lehrich’s conduct on any particular
audit may not raise concern, the investigation identified a pattern of behavior that appeared to violate expected
standards. As the IPA staff would not have been aware of his behavior across matters or have the added context of
the conduct addressed in Allegation 1, the investigation did not find these statements inconsistent with this finding.
197 Ex. 164 at 45:10-16.

198 Ex. 164 at 46:2-7.

99 Ex. 12 at 111:1-7.
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transparency and accountability of programs, and that certain standards and documentation
requirements need to be met.**’ In [ SNDISISIE Vicv, G Lehrich’s attorney
background made the IG think audits could be used for “proving someone’s wrong,” or to point
out failures of program officials, even if that was not the objective of the audit.?’! As a result,
EICHEOINISE commented it was a “very toxic environment” and felt “helpless” to run
audits in accordance with GAGAS.?? Similarly, [DISESIEE) rcported DIDNDINISEN had
tactfully pushed back against IG Lehrich regarding audits “to the point of where now I'm starting
to feel the effects of retaliation . . . 2%

In addition to suggesting that the ratings be lowered, IG Lehrich also proposed edits to the

FY 2020 FISMA report narrative that were not accepted by IPA staff.?%* In one edit, IG Lehrich
changed the cause in Functionality 4 (Access Control) to “inadequate training [ SIS
in risk mitigation in the IT environment . . . .”** In response to IG Lehrich’s edit, the IPA staff
member told VA OIG investigators that training was not something the audit had assessed, and
IG Lehrich’s edit did not “relate to access controls . . . .”?% The IPA staff member did not accept
the edit because, in his view, IG Lehrich was “trying to convey something that he felt that, again,

it was not within the scope of what we had done, and so I felt it was inappropriate.”2"’

IG Lehrich’s Negative Statements About Agency Leaders Exhibited
a Lack of Objectivity

The VA OIG investigation substantiated that IG Lehrich made statements in other instances to
IPA staff and proposed edits to independently prepared audit reports that attributed agency
failures and deficiencies to AbilityOne leaders that appeared driven by his low opinion of the
particular leader rather than an independent and objective assessment of the evidence. Although
these examples are less concerning than the statements and edits IG Lehrich made during the
FY 2020 FISMA audit, they demonstrate there was not a single lapse but that his actions were
part of a broader pattern of behavior.

As a general matter, the IPA staff’s position was that IG Lehrich’s input on audit reports went
further than other inspectors general. For instance, one IPA staff member stated that “some IG
offices are more hands on than others,” although she viewed IG Lehrich’s comments as “a little

200 Ex. 7 at 29:1-6.

201 Ex. 7 at 22:12-15, 45:6-8.
202 Ex. 7 at 28:13-21.

203 Ex. 12 at 112:16-18.

204 Ex. 165 at 38:16-39:21.
205 Ex. 150 at 11.

206 Ex. 165 at 39:15-40:6.

207 Ex. 165 at 39:18-21.
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more on the extreme side of the continuum.”?%® Another IPA staff member agreed there were
“times where [an] OIG Office maybe have more information about what’s going on at a
particular agency, and they can provide us some more insight into the situation or they feel that
we need to expand on,” but that it was a “unique situation” with the AbilityOne OIG because
other OIGs “don’t go as far as trying to direct us what to report.”2%

Multiple IPA staff members said that IG Lehrich expressed negative opinions of agency staff to
them outside the context of the FY 2020 FISMA audit. One IPA staff member told VA OIG
investigators that IG Lehrich wanted to “go after the Commission.””?!° The IPA staff member
also stated that IG Lehrich used certain Commission staff as “frequent verbal punching bags.”?!!
He further asserted that “there was clearly an agenda that [IG Lehrich and DIG-Counsel Porter]
were trying to push forward . . . it always seemed to me that they wanted to go after the people in
the Commission for . . . their perception of their incompetence.”?!? Another IPA staff member
also recounted “an instance where [IG Lehrich] said that, you know, some of the Commission
staff didn’t have the necessary training to be in the position that they were in or they were up to
something, trying to pull something over our head” and that IG Lehrich “said that quite a bit, that
he didn’t feel that . . . the Commission was ethical or some of the people were properly trained to
perform the duties that they . . . were hired to do.”?!> A third IPA staff member stated that

IG Lehrich did express negative views of certain Commission staff members, but could not
speak to the IG’s motivation.?!* Another stated that during meetings IG Lehrich would make
“very negative” statements toward the Commission, which did not “sit well” with the IPA staff
member.2!> Other IPA staff, some of whom worked for different firms on other AbilityOne OIG
projects or who were in more senior positions and therefore less involved in the day-to-day
interactions with AbilityOne OIG staff, however, told VA OIG investigators they were not aware
of IG Lehrich making such comments and considered him to be professional.?!®

As IG Lehrich declined to be interviewed, VA OIG investigators were unable to assess his intent
in making negative comments about AbilityOne leaders. The investigators relied on the
statements, assessments, and direct observations by the IPA staff hired by the AbilityOne OIG
regarding IG Lehrich’s actions and comments. One example involved the Performance Audit
Report on the Central Nonprofit Agency Selection of Nonprofit Agencies for Project Assignment

208 Ex. 43 at 19:18-20:3.

209 Ex. 149 at 37:2-19.

210 Ex. 143 at 35:4-6.

211 Ex. 143 at 38:6-9.

212 Ex. 143 at 42:12-18.

213 Ex. 149 at 50:11-21.

214 Bx. 43 at 27:22-28:2, 28:20-29:7.

215 Ex. 149 at 56:3-10.

216 Ex. 148 at 16:11-16, 19:10-17; Ex. 165 at 28:11-22, 44:20-45:14.
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and Allocation of Orders.*'” The objective of the performance audit was to assess the extent to
which the implementation of the project assignment and allocation process by the CNAs was
effective and followed applicable laws and regulations, as well as established policies and
procedures. On January 10, 2021, IG Lehrich edited the draft audit report and sent it back to
EBISNEIEE ' |G Lehrich’s proposed edits included adding to a subheading [N failure
to fully update certain policies and procedures was “attributed to lack of Commission guidance
and the Commission staff failure to work on comments and lack of responses from responsible
Commission staff |l *>"° The IPA staff member accepted most of IG Lehrich’s edits, but
stated in reply comments that they could not support some of IG Lehrich’s other edits.??’ With
respect to IG Lehrich’s edit about the lack of Commission guidance il the IPA staff
member commented in the draft that it is “difficult to demonstrate ‘[Commission] staff failure to
work on the comments . . . .””” and suggested deleting the phrase because “the same point is made
by just saying the ‘lack of responses from . . ..””??! IG Lehrich made additional edits to a
subsequent version of the report.??? This included a comment that “[t]he management of the pilot
program appears to be in disarray.”??

Versions of many of IG Lehrich’s comments between January 10 and January 19, 2021, were
retained by the IPA staff in the final published audit report.??* For instance, a subheading in the
final report stated, ‘Jjjilif Distribution Process and Policies Not Fully Updated Due to Lack of
Commission Guidance and the Commission Staff Failure to Work on Comments and Respond |
Bl > The IPA staff confirmed that they did not accept edits that could not be supported by
the audit. However, with respect to this subheading, an IPA staff member said, “when we talked
about this one specifically he got all . . . agitated about it . . . and [w]e said, okay, he really wants
to use the word failure, I wouldn’t use it, but it’s not . . . entirely inaccurate.”??® Because that edit
was not entirely inaccurate, it was included. Still, the staff member explained that “[IG Lehrich]

clearly wanted to go after the Commission, and so he put in inflammatory language like this.”?*’

27 CliftonLarsonAllen (CLA) LLP, Performance Audit Report on the Central Nonprofit Agency Selection of
Nonprofit Agencies for Project Assignment and Allocation of Orders (March 2021) (CLA March 2021 NPA Project
Assignment Report), available at https://www.oversight.gov/sites/default/files/oig-reports/CPPBSD/CNA-Selection-
NPAsFinal-Report-03122021.pdf.

218 Ex. 166 at 1.

219 Ex. 151 at 5.

20 Ex. 167 at 4.

21 Ex. 167 at 4.

222 Ex. 168 at 1; Ex. 1609.

223 Ex. 169 at 9.

224 See CLLA March 2021 NPA Project Assignment Report.
225 CLA March 2021 NPA Project Assignment Report.

226 Ex. 143 at 34:13-35:12.

221 Ex. 143 at 35:4-6.
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Another example occurred on October 21, 2020, when IG Lehrich emailed SIS
proposed edits to the “cause” section of a draft report of the FY2020 Financial Statement Audit’s
Notice of Findings and Recommendation.?*® IPA staff accepted one of IG Lehrich’s edits but
rejected others, commenting that the “cause” section of the notice and findings should be “fact-
based and objective[.]”**° VA OIG investigators took the IPA staff member’s response to mean
certain of IG Lehrich’s edits were rejected because the proposed revisions were not fact-based
and objective. That IPA staff member stated that she thought IG Lehrich had negative views of
certain Commission staff members and that IG Lehrich felt the Commission was obstructing his
work and took that somewhat personally.?** But she added that when she pushed back on

IG Lehrich’s proposed changes, he would generally concede the point.?*! As previously noted,
she also stated that, while IG Lehrich’s approach to providing comments or suggesting changes
was ““a little more on the extreme side of the continuum,” some IG offices are more hands-on
than others.**

Taken as separate incidents, these proposed edits and comments may not raise concerns, but
when considered in the aggregate, they demonstrate a pattern of behavior that appears
inconsistent with the objectivity and independence expected of an inspector general.

Negative Statements About Agency Leaders in Management Alerts
and Transition Memo

IG Lehrich’s practice of making negative comments about AbilityOne management extended
beyond audit reports to other OIG products, including an Enterprise Risk Management (ERM)
alert that originated from an email discussion IG Lehrich had with [SISHDISISIEEEE
EIGEEIEE - On June 19, 2020, IG Lehrich emailed [[SISHDIISIE t© thank il
for “brainstorming” and raised the idea of the AbilityOne OIG “issuing an alert on risk
mitigation [to AbilityOne leaders] and there being no ERM or risk profile that [the AbilityOne
OIG] identified in top challenges report as [an AbilityOne management] challenge for three
years.”*’ (DI SNDISIE csponded, “I think you could do this,” and that beyond
“non-compliance with [OMB Circular] A-123, you could communicate everything here. It could
definitely work.”>3

28 Ex. 170 at 1.

229 Ex. 171 at 2.

20 Ex. 43 at 28:16-19, 29:16-19.
BLEX. 43 at 21:18-22:2.

22 Ex. 43 at 19:18-20:3.

23 Ex. 172 at 1.

B4 Ex. 172 at 1.
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On July 1, 2020, IG Lehrich emailed SIS stating “let’s push out with a management
alert” on “non compliance with A-123 and risk program” and that the “[a]gency cannot even
determine if they mitigate program fraud and improve compliance.”**” [ SIS circulated a
first draft of the ERM alert to [ SNDISS I oo /vy 16. 2020.7° il
B draft stated that “over the last seven years the strong tone-at-the-top needed to provide
active oversight and successfully establish an ERM framework has not been present.”?*” After a
series of additional drafts, on July 22, 2020, IG Lehrich emailed a revised draft to [
DI covyi": DIDIDINE . for DIBNEINIS (inal review and proof [of] the
management alert.”?*® IG Lehrich indicated he had done some “minor editing and word
activation editing,” but that his only substantive edit related to whether or not to cite a particular
legal decision related to risk mitigation.?** Although his edits were not tracked in the document,
IG Lehrich had in fact revised the prior “tone-at-the-top” statement to specifically call out
BICHOINISEEE by title: “[T]he strong ‘tone-at-the-top’ needed by [N
B to successfully implement an ERM framework has not been present.”*** IG Lehrich also
added language to the conclusion section that “[m]anagement has failed to address internal
controls, and there is continued noncompliance with [OMB Circular A-123].7%*!

On July 24, 2020, [DISHEOINISEEE cicu!ated another draft and noted, “I deleted

the specific attribution to [ SO —your call if you want to add back in.”*** il
accompanying draft commented that the “tone-at-the-top” statement was not found in a

US Government Accountability Office (GAO) report cited in the draft, but did not need a citation
because it is a “a self-evident observation.”** (SIS NDIISIE 'y 24. 2020,
draft retained without comment IG Lehrich’s added sentence in the conclusion section regarding
a management failure to address internal controls or comply with OMB Circular A-123.2* The
final signed version, dated July 24, 2020, retained both the “tone-at-the-top” statement with

235 Ex. 173 at 1. OMB revised Circular A-123, Management’s Responsibility for Enterprise Risk Management and
Internal Control, “to ensure federal managers effectively manage risks that an agency faces in achieving its strategic
objectives and arising from its activities and operations.” Memorandum on OMB Circular A-123 (July 15, 2016),
available at https://www.whitehouse.gov/wp-content/uploads/legacy drupal files/omb/memoranda/2016/m-16-
17.pdf. Among its requirements are annual evaluations and reporting on financial system controls to protect federal
program resources. Portions of this circular and its appendices have been modified periodically. See
https://www.whitehouse.gov/omb/information-for-agencies/circulars/.

PO Ex. 174 at 1.
ZTEx. 175 at 1.
28 Ex. 176 at 1.
29 Ex. 176 at 1.
20 Ex. 177 at 2.
2l Ex. 177 at 7.
242 Ex. 178 at 1.
23 Ex. 179 at 2.
244 Ex. 179 at 6.
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specific attribution to S SIS 2d the sentence 1G Lehrich added to the ERM
alert conclusion regarding management’s failure to address internal controls or comply with
OMB Circular A-123.24

DICHDINISEE (!t |G Lehrich’s edit referencing NSNS v 2s not

supported because “I had nothing to point to Jjjjij”” but acknowledged that ERM is management’s
responsibility and ‘S SHDIISIEEEEE (<! rcsponsible for the implementation
of it.”*** While [ GBI fe!t the attribution of the failure could have been to the
Commissioners instead of agency management, [jjjjjiilij noted that management alerts of this type
are not subject to GAGAS.” SIS Jid not have a
discussion with IG Lehrich about bias toward [ SIS ith respect to the
ERM alert, but noted the IG was “not a [ SIS fan” and thought |iNEER incompetent.**®
According to [[SISHDINISEEE (G Lchrich’s opinion that AbilityOne was not

administering the program “in a good way” influenced the IG’s “aggressive position” on the

ERM alert; however, the underlying findings were accurate.”” [BISHDISEE

also stated that the “antagonistic” tone of the alert was stronger than [ SHDIISE v ould

have normally been party to.”>>°

IG Lehrich also offered to prepare a transition memo for an incoming interim Commission

Chairperson.”! IS (i'st scnt 2 draft of the transition memo to
IG Lehrich on October 15, 2020, incorporating edits into an earlier draft by [ SHSIEE] > The

October 15 combined draft from S SIS Vs critical
of AbilityOne management on multiple grounds, including a reference to “110 recurring
managerial breakdowns” and “numerous and serious systemic managerial-level deficiencies in
AbilityOne’s ethics program.”?* On October 18, 2020, IG Lehrich responded by email with his
edited draft to DIG-Counsel Porter, copying [SliSHDINISINEEEEEEEEEEEEEE
writing, “The question to consider. Should we add a few sentences so it is clear what R
R should do.”* Although tracked changes had not been used, a comparison to the
October 15 draft revealed IG Lehrich included new language that referenced other oversight
reports by agencies such as GAO and the Office of Government Ethics (OGE):

245 Ex. 180 at 2, 6-7; Ex. 181 at 1.
246 Ex. 12 at 56:8-10, 56:13-16.
27T Ex. 12 at 58:2-4, 59:4-11.

28 Ex. 11 at 43:4-13.

29 Ex. 11 at 44:14-45:11.

20 Ex. 11 at 42:19-20.

21 Ex. 53 at 10:5-9, 31:21-32:1.
22 Ex. 182 at 1; Ex. 183 at 1.

23 Ex. 183 at 1.

24 Ex. 184 at 1.
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e “The effective stewardship of the Agency Staff leadership is in need of decisive changes.
[AbilityOne] OIG joins other oversight organizations reporting on the trilogy of

management weaknesses under NS EEG—_—_—

e “The OGE findings illustrate that S SIS dcmonstrates a lack of ethical
leadership. The OGE found the facts regarding [ SIS so troubling they
had the following findings in their report.”>>

The final version of the transition memo dated October 23, 2020, removed some of IG Lehrich’s
proposed language but retained criticisms generally of senior AbilityOne staff and managerial
problems.>’ Much of the memo content was later repeated in a similar management alert to the
Commission on December 6, 2020.28

The Commission Chairperson who received the transition memo said that he was not surprised
by its contents, including that it focused on leadership issues [ SNDINSIEEEEEEE
He explained that IG Lehrich had expressed concerns to him about [ SIS
leadership, i} compliance with certain requirements including financial disclosure reporting,
and i} lack of support for the IG function. The Chairperson noted that he shared some of those

same COl’lCCI'I’lS.260

While the management alerts and transition memo were not subject to the same standards as
audits, they reflect IG Lehrich’s practice of using OIG work products to assign blame to specific
senior leaders (in particular, S SIS - \otably, the two management alerts
and the transition memo were drafted and published shortly before and in parallel with

IG Lehrich’s attempts to solicit the Washington Post reporter to write critical articles about

EIOHOINISEEE "d other AbilityOne leaders.

235 Ex. 185.

236 Ex. 185. This statement relates to an OGE inspection of the AbilityOne Ethics Program that identified issues with
specified public financial disclosure reports from (S SEINSEN 2nd with the ethics financial disclosure
program. See OGE, Ethics Program Inspection Report, Report No. 20-501 (September 29, 2020), available at
https://www.oge.gov/web/oge nsf/0/62932FC1D2F1AD7D852585F8005C77F4/$FILE/2020%20AbilityOne%20Ins
pection%20Report%2020-501.pdf.

257 Ex. 200 at 2, 5, 7, 10.

258 Ex. 12 at 66:6-15; Ex53 at 33:8-10. See also US AbilityOne Commission, Independent Auditors’ Report
(September 30, 2020), available at https://www.oversight.gov/sites/default/files/oig-reports/U.S. AbilityOne
Commission Final Audit Report - 11 13 2020.pdf.

29 Ex. 53 at 32:14-17, 33:3-5.

260 Ex. 53 at 24:11-21, 25:7-9.
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The VA OIG Did Not Substantiate That IG Lehrich Attempted to
Prevent IPA Staff from Issuing an Unqualified Opinion for
AbilityOne’s FY 2020 Financial Statement Audit

The investigation did not substantiate the allegation that IG Lehrich tried to prevent IPA staff
from changing their initial “Disclaimer of Opinion” (limitations prevent an opinion) to an
“unqualified opinion” (no material findings) for the FY 2020 AbilityOne Financial Statement
Audit after information that had initially been missing was provided. While the evidence showed
that IG Lehrich was opposed to the change, which was consistent with his general attitude
toward AbilityOne management discussed above, the evidence did not support a finding that he
attempted to prevent IPA staff from issuing the changed finding, and ultimately the changed
finding was issued.

On November 3, 2020, an IPA staff member emailed a discussion draft of the FY 2020 Financial
Statement Audit report to the Commission, noting “the audit report provides a Disclaimer of
Opinion over the financial statements and notes because we have not received the year-end
statements and footnotes, which are the subject matter of the audit. This presents a scope
limitation that does not allow us to render an opim'on.”261 On November 11, 2020, however, the
IPA staff member informed [ SN that the IPA had received the required information
from AbilityOne, and she believed “a change in the audit opinion from the current disclaimer of
opinion is warranted, provided that we receive the management representation letter on
schedule.”?6

The IPA staff discussed the opinion change with IG Lehrich and [ SIS by phone.**
BISEUIIE stated that, during the call, IG Lehrich made a “veiled threat” that if the OIG, as
the contracting officer representative, was not happy with that outcome, they could reject the
audit work.?** One of the IPA staff told VA OIG investigators that there was a disagreement with
IG Lehrich during the call, and that it was the IPA staff member’s understanding that the IG was
displeased with the audit findings.?®> The IPA staff member stated, . . . I could tell [IG Lehrich]
wasn’t . . . happy about us doing it, but he was never unprofessional towards me in our
dialogue.”*%

Another IPA staff member stated in an interview that she did not know if IG Lehrich opposed the
opinion change or if he just did not understand the process.?®” The IPA staff member stated that,

261 Ex. 186 at 1 (emphasis added).
262 Ex. 187 at 1.

263 Ex. 149 at 41:1-42:19.

264 Ex. 12 at 100:7-8, 101:14-19.
265 Ex. 149 at 44:10-21, 45:2-8.
266 Ex. 149 at 45:8-11.

267 Ex. 43 at 18:8-10.
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after the IPA staff explained the process to IG Lehrich, the situation was resolved.?®® She noted
that the IPA staff remained independent of the client, and that while IG Lehrich could disagree
with the report, at the end of the day it was the IPA’s report.?®® The IPA staff member stated that
while she could not speak to IG Lehrich’s motivations, she did not feel pressured by him.?”° On
November 14, 2020, the IPA staff member sent the final version of the audit report to
BISEEI® 2nd IG Lehrich, which reflected the changed opinion.?”! No further changes were
made.

While the statement by IG Lehrich that the AbilityOne OIG could reject the audit work if they
were not happy with the outcome could be interpreted as an attempt to influence the IPA staff
not to change the audit outcome, IPA staff interviewed did not interpret the statement as a threat.
The IPA staff further stated that IG Lehrich accepted the change to the audit opinion when the
process was explained to him. For these reasons, the VA OIG investigation did not substantiate
that IG Lehrich tried to prevent IPA staff from issuing an unqualified opinion for the FY 2020
Financial Statements Audit.

Allegation 2 Conclusion

The investigation found that IG Lehrich engaged in a pattern of conduct that, especially when
considered together with similar conduct discussed above regarding Allegation 1, appears to
undermine the independence or integrity reasonably expected of an inspector general. This
includes IG Lehrich expressing negative opinions of agency staff to IPA staff, suggesting
unsupported edits to audit reports emphasizing details that reflected negatively on AbilityOne
management, inserting draft language into a report attributing [jjjjjiilj failures to AbilityOne staff
that an auditor considered “inflammatory,” and sending emails that could be interpreted as an
attempt to pressure IPA staff to change their findings to reduce scores on the audit mandated by
FISMA. The most significant example of this conduct was IG Lehrich’s apparent attempt to
lower the FY 2020 FISMA ratings, and to blame [ for perceived failures identified in
the resulting report by claiming [l had “inadequate training,” a matter that was outside
the scope of the audit and not supported by evidence. Ultimately, IG Lehrich’s proposed ratings
and unsupported edits to reports were not accepted by the IPA. Despite IG Lehrich’s other
attempts to influence reports, IPA staff said that the findings contained in published audits were
supported. The VA OIG investigation did not substantiate that IG Lehrich attempted to prevent
IPA staff from issuing an unqualified opinion in the FY 2020 Financial Statement Audit.

268 Ex. 43 at 18:13-15.

269 Ex. 43 at 21:9-14, 22:5-6.

20 Ex. 43 at 27:11-20.

21 Ex. 188 at 1; see also US AbilityOne Commission, Independent Auditors’ Report (September 30, 2020),

available at https://www.oversight.gov/sites/default/files/oig-reports/U.S. AbilityOne Commission Final Audit
Report - 11 13 2020.pdf.
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Allegation 3
Allegation: “IG Lehrich’s removal of [N

R pursuant to a Reduction in Force (RIF) was done under false pretenses and/or as
retaliation.”

Findings: 1G Lehrich abused his authority by removing iR pvrsuant to a reduction in force
that was not undertaken for bona fide management reasons. In addition, IG Lehrich’s removal of
BRI ight be considered whistleblower retaliation under applicable laws because SR
was removed soon after |Ji R o protected disclosure to IG Lehrich by reporting potential
violations of CIGIE standards, and the disclosure was a “contributing factor” in |jij removal.

Relevant Standards

The IC takes action on allegations of wrongdoing that involve, among other misconduct, abuse
of authority. As described above in connection with Allegation 1, abuse of authority means the
“arbitrary or capricious exercise of power by a federal official or employee that adversely affects
the rights of any person or that results in personal gain or advantage to her/him or to preferred
other persons.”?’? Arbitrary and capricious refers to an action that is not legally permissible,
reasonable, or supported by the facts.?”® There is no de minimis standard for abuse of

authority.?™

The legal requirements federal agencies must follow when conducting a reduction in force are
contained in Title 5, Code of Federal Regulations, Part 351.%7 If challenged, an agency must
prove by preponderant evidence that its decision to conduct a reduction in force was based on
one or more of the reasons listed in the regulations.?’® One such reason is a “reorganization,”
defined as “the planned elimination, addition, or redistribution of functions or duties in an
organization.”?”” OPM has explained that “[m]ost organizational changes meet the definition of
“‘reorganization,”” which can affect a single position.?’ However, while “broad enough to cover

a multitude of legitimate management considerations,” reorganization is not a “magic word

22 ICP&P, App. A.

23 See, e.g., Motor Vehicle Mfrs. Ass’n of the U.S., 463 U.S. at 43.

24 ICP&P, App. A.

%75 In the federal government, layoffs are referred to as reduction in force actions. See OPM, “Reductions in Force,”
available at https://www.opm.gov/policy-data-oversight/workforce-restructuring/reductions-in-force/#url=Summary.

276 See, e.g., Moran v. Dep’t of Air Force, 64 M.S.P.R. 77, 82 (1994) (citing Losure v. Interstate Com. Comm’n, 2
M.S.P.R. 195, 201-02 (1980)).

27T Moran, 64 M.S.P.R. at 82; 5 C.F.R. §§ 351.201(a)(2) & 351.203. Other permissible reasons include “lack of
work; shortage of funds; insufficient personnel ceiling; . . . the exercise of reemployment rights or restoration rights;
or reclassification of an employee's position due to erosion of duties . ...” 5 C.F.R. § 351.201(a)(2).

28 OPM, Workforce Reshaping Operations Handbook (March 2017), available at https://www.opm.gov/policy-data-
oversight/workforce-restructuring/reductions-in-force/workforce reshaping.pdf.
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whose incantation can justify use of [reduction in force] actions to circumvent an employee’s
procedural rights.”>”® A reorganization must be based on a bona fide management objective for
proper management reasons under 5 C.F.R. § 351.201(c).?®° An agency cannot use a reduction in
force to separate an employee for reasons such as an employee’s performance or conduct, as
those actions require an agency to provide federal employees certain procedural rights.?!

The agency must also prove by a preponderance of the evidence that it properly applied the
regulations governing reductions in force.?*> When a position or positions are eliminated through
a reduction in force, the regulations require the agency to establish competitive areas within
which employees compete for retention in the remaining positions.?* The minimum competitive
area is a subdivision of the agency under separate administration, meaning that the head of the
subdivision has authority to take or direct personnel actions, including establishing positions,
abolishing positions, and assigning duties as evidenced by the agency’s organization manual and
delegations of authority.?®* The regulations require that the agency “establish a separate
competitive area for each Inspector General activity established under authority of the Inspector
General Act of 1978, Public Law 95-452, as amended, in which only employees of that office

shall compete for retention under this part.”?%

The Whistleblower Protection Act prohibits a personnel action with respect to an employee
because of a disclosure of information the employee reasonably believes is evidence of “(i) a
violation of any law, rule, or regulation, or (ii) gross mismanagement, a gross waste of funds, an
abuse of authority, or a substantial and specific danger to public health or safety . .. .”?% If these
and other criteria are met, the disclosure is considered “protected.” This includes properly
disclosing information to an agency’s inspector general.?®” For purposes of the Whistleblower

219 Losure v. Interstate Com. Comm’n, 2 M.S.P.R. 195, 199 (1980).

280 See Brittain v. Dep’t of Army, 21 M.S.P.R. 402, 404 (1984), aff'd, 765 F.2d 163 (Fed. Cir. 1985) (Table); see also
Bonn v. Dep’t of Navy, 49 M.S.P.R 667 (1911) (noting that impermissible reasons for invoking reduction in force
regulations include, but are not limited to, “bad faith or an ‘underhanded scheme’ to get rid of a certain employee™).
281 «“Unlike an adverse action, a RIF may not be aimed at removing a particular individual, but must be directed
solely at eliminating a position.” Carter v. Dep’t of Army, No. DA-1221-92-0005-M-1, 1994 WL 176827. (M.S.P.B.
May 3, 1994), aff'd, 45 F.3d 444 (Fed. Cir. 1995) (citing, Cobb v. Dep’t of Labor, 774 F.2d 475, 477 (Fed. Cir.
1985) and Grier v. Dep’t of Health and Human Services, 750 F.2d 944, 945 (Fed. Cir. 1984)).

22 Willson v. Dep’t of Army, 25 M.S.P.R. 167, 171 (1984).

835 C.F.R. § 351.402(a).

2845 C.F.R. § 351.402(b); OPM, Workforce Reshaping Operations Handbook.

855 C.F.R. § 351.402(d).

286 5 U.S.C. § 2302(b)(8). Under the Whistleblower Protection Act, the test for a protected disclosure is whether the
appellant had a reasonable belief that she was disclosing a violation of law, rule, or regulation at the time she made
the disclosure, not in light of events or conversations occurring thereafter. Webb v. Dep 't of Interior, 122 M.S.P.R.
248, 9 13 (2015) (citing 5 U.S.C. § 2302(b)(8)). “An appellant need not prove that the matter disclosed actually
established any of the situations detailed under 5 U.S.C. § 2302(b)(8).” Schmittling v. Dep’t of Army, 92 M.S.P.R.
572 (2002); Wojcicki v. Dep’t of Air Force, 72 M.S.P.R. 628, 633 (1996)).

275 U.S.C. § 2302(b)(9).
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Protection Act, a reduction in force may be considered a “personnel action” under the law if it
affects an employee for reasons personal to the employee.?®® In such cases, a protected disclosure
is considered a contributing factor if the action was taken within a certain period of time after the
protected disclosure.?®” Once an employee has shown that a protected disclosure contributed to
the personnel action, the agency must establish it would have taken the action notwithstanding

the disclosure.?®

Support for Findings

On April 19, 2021, DSBS Vs removed from federal service pursuant to a reduction in
force. The evidence highlighted below demonstrates that the removal of [ SHESIE Was
improper, in that it was personal |jjjjjilj and did not follow applicable rules. Further, the removal
was done against the advice of outside counsel retained by the AbilityOne OIG. As such,

IG Lehrich’s removal of [ SIS w2s an arbitrary and capricious exercise of power and,
therefore, an abuse of authority.*”!

The stated purpose of the reduction in force was a reorganization in the Office of Inspector

General’s Office of Investigations, [
(GG G0 5
_.292 According to the reduction in force memorandum, [SISHDINISINNEEEE
B [the] Office of Investigations must be [N

Bl 2 law enforcement model.”** The evidence shows the following:

e The reduction in force was not undertaken for bona fide management objectives.

o The reduction in force appeared personal to SIS

8 Moran v. Dep 't of Air Force, No. SE-0351-93-0031-I-1, 1994 WL 442071 (M.S.P.B. Aug. 8, 1994).

295 U.S.C. § 1221(e)(1); see Scott v. Dep’t of Justice, 69 M.S.P.R. 211, 238 (1995), aff’d, 99 F.3d 1160, 1996 WL
601430 (Fed. Cir. 1996).

205 U.S.C. § 1221(e); see Carr v. Social Sec. Admin., 185 F.3d 1318 (Fed. Cir. 1999).

21 An abuse of authority is an “arbitrary or capricious exercise of power by a federal official or employee that

adversely affects the rights of any person or that results in personal gain or advantage to her/him or to preferred
other persons.” ICP&P, App. A.

2 Ex. 116. [

293 Ex. 116. Special agents, also called criminal investigators, occupy the GS-1811 series, which covers positions
that “supervise, lead, or perform work involving planning, conducting, or managing investigations related to alleged
or suspected criminal violations of Federal laws.” Work in this series requires knowledge of criminal investigative
techniques, rules of criminal procedures, laws, and precedent court decisions concerning the admissibility of
evidence, constitutional rights, search and seizure, and related issues in the conduct of investigations. OPM, Job
Family Position Classification Standard for Administrative Work in the Inspection, Investigation, Enforcement, and
Compliance Group, 1800 (April 2011), available at https://www.opm.gov/policy-data-oversight/classification-
qualifications/classifying-general-schedule-positions/standards/1800/1800a.pdf. Although criminal investigators in
the GS-1811 series often have law enforcement authority, that is not a prerequisite for the position under the OPM
classification standard.

Integrity Committee Case 21-019 | Page 46 | November 26, 2024



Investigation on Behalf of the CIGIE Integrity Committee Pertaining to the AbilityOne OIG

o The AbilityOne OIG did not have law enforcement authority at the time of the
reduction in force and, therefore, could not operate its Office of Investigations using
a law enforcement model.

o The reduction in force did not result in an actual reorganization of the Office of

Investigations as [ SHEIES) 2s immediately replaced by [l with
substantially similar duties.

o There was no legal basis for the purported need for a GS-1811 (criminal investigator)
(b) (6), (b) (N(C) K
e There was no evidence that the AbilityOne OIG took adequate steps to ensure the

propriety of the reduction in force, particularly in light of concerns raised by its
contracted human resources service provider and an outside legal advisor.

 DIGHEIEIEN cporting of certain CIGIE standards violations to IG Lehrich (a
protected disclosure) was a “contributing factor” in [Jjfj removal under relevant legal
authorities.

Events Leading to the Reduction in Force

Witness statements and evidence substantiate that, by the summer of 2020, there was a
contentious relationship between IG Lehrich and [ SHEIE) and. by mid-October,
IG Lehrich and DIG-Counsel Porter were actively working on the reduction in force that
culminated in the removal of S SIS in April 2021, as shown in figure 4.
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June 2019:

August-September 2019: reportedly begins disclosing potential violations of CIGIE
investigative standards to IG Lehrich and DIG-Counsel Porter.

January 2020: |G Lehrich describes as "extremely weak”
in an email to DIG-Counsel Porter.

June 2020: In an email to DIG-Counsel Porter, IG Lehrich complains of
and writes that it was time to "toss the branch.”

July 2020: makes a protfected disclosure to |G Lehrich about potential violations of CIGIE
standards in the report of investigation related to the spoofing attack on

October 2020: IG Lehrich denies a request from lo receive an 1811 (special agent) on a
detail assignment from the Peace Corps at no cost to the AbilityOne OIG.

October 2020—January 2021: |G Lehrich and DIG-Counsei Porter seek outside guidance from various
individuals regarding a reduction in force.

February 2021: IG Lehrich notifies is being abolished via a
reduction in force.

I 2021 : i removed from the Abilne OIG via a reduction in force.

Figure 4. Timeline of events leading to the reduction in force, which resulted in ||| EEE-<xova1 >

Witnesses said they had observed the tension between IG Lehrich and || dving
morning team meetings around summer 2020. [ I o scvcd <o very

heavy underlying tension between the two of them of [IG Lehrich’s] expectations of what the
investigation should reveal versus . . . what [the investigation] actually found.”*** ||| N N

recalled a phone conversation with [ dvring which [ recounted an
unpleasant phone call in which IG Lehrich had criticized. performance.”‘-

B i:tcd in an interview that IG Lehrich had complained [JjJij was not producing
investigations into disliked agency personnel the way that IG Lehrich wanted.?®

24 While I <o moking protected disclosures starting in August 2019, the
investigation did not identify evidence to confirm a protected disclosure until July 2020,

2% Ex. 14 at 34:13-16.
2% Ex. 48 at 72:21-73:8.
7 Ex. 42 at 50:13-51:14.
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These statements are corroborated by emails from January through June 2020 in which
IG Lehrich articulated frustration with [ SHESIESN- For example, on January 8, 2020,

IG Lehrich emailed DIG-Counsel Porter about how OIG interns would be used [[SSHDIEIEE
EIENOIER. 2" DO ' both in my
opinion . . . [e]xtremely weak [ - - - | see now why you are irritated.”**® In a

June 1, 2020, email to IG Lehrich regarding an exchange with [ SIS about the
investigation involving [ SIS D1G-Counsel Porter told IG Lehrich that
“[h]opefully NSNS saw you were right that there was something here, B SNDINIEE ">’
On June 19, 2020, in response to an email from DIG-Counsel Porter regarding concerns about
EIGEEINIEN timecard, IG Lehrich commented that it was time to “toss the branch” and
complained that he 1s “not able to deal with such dysregulated (S SN

(0) 6. ) OO 6.0 0o |
BISEEIE ' |G Lehrich’s reference to “toss[ing] the branch” could be read as a desire to get

rid of [ SHEIEE] None of these criticisms were reflected on S SIEIIEE pcrformance
appraisal from around the same time. S SHSISISN pcrformance appraisal on April 24, 2020,
rated [jjiill] 2 top performance level (370/400, the highest performance category).*** In

January 2021, |l rated at the second highest performance level (327.5/400).>"

In mid-October 2020, IG Lehrich denied a request from [Sj SIS to receive an 1811

(a special agent) on a detail assignment from the Peace Corps at no cost to the AbilityOne OIG.
According to an October 14, 2020, email from [ SIS making “one last try” to obtain
approval for the detail, IG Lehrich declined because “now is not a good time for a detail[.]*3**
However, only a few months before (June 2020), IG Lehrich and DIG-Counsel Porter had
discussed seeking an 1811 detail from a larger OIG, such as the Department of Justice (DOJ) or
General Services Administration.’®> DIG-Counsel Porter explained that the denial of

EIOHEINIEN rcquest for an 1811 detail was because the decision to remove [N had

28 Ex. 191.

299 Ex. 192.

300 Ex. 193.

01 Ex. 8 at 68:19-69:15.

392 Ex. 194. DIG-Counsel Porter said that SIS < performed well . . . DISNDIEE" 2»d B did

well the things il certain things QIR despite feeling I Was not “perfect” [DISNDINIS I
BRI - Ex. 5 at 329:7-330:3.

303 Ex. 204. No performance concerns or areas of improvement were noted on the appraisal.
304 Ex. 195.
395 Ex. 196. The possibility of the Peace Corps 1811 detail was not mentioned in the portion of the AbilityOne

OIG’s application for law enforcement authority discussing the availability of assistance from other law
enforcement agencies. Ex. 117; Ex. 195.
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been made, stating, “what I knew is that S SHISIEEEE VW 2s to receive, like, a reduction in
force because that was a position we didn’t need.”?%

Indeed, DIG-Counsel Porter emailed [ DIISEEE | following day about the

status of two position descriptions— [ KA
I She wrote, “The matter is becom[ing] more and more urgent by the day.”*”” When

interviewed by VA OIG investigators, neither of them could recall the “matter” that was
becoming more urgent.>®® The attached position descriptions suggest, however, a possible plan

to reassign [ NENINENNS to N
©1©.0 0 R

Seeking Outside Advice

Also on October 15, 2020, IG Lehrich set up a meeting with [ SIS
N N . (O discuiss

changes in the AbilityOne OIG’s Office of Investigations, noting in an email, “I know you have
completed successfully organizational alignment and navigated difficult discussions with
managers along the way.”*!° Email evidence confirms that IG Lehrich, DIG-Counsel Porter, and
BDISEEINIEE spoke on October 19, 2020, but the evidence is unclear on the specifics of the
conversation.*'! DIG-Counsel Porter told VA OIG investigators that SNBSS 2dvised
that a reduction in force “is for situations like this where[] [it is] so clear cut.”*!? She explained

that [SISHEIEISEE said something like,

[TThis is obvious that if you want to go to a law enforcement authority model, you need
to have 1811s. This is how it is in all the offices that have . . . law enforcement authority.

EICNOIGO N

396 Ex. 5 at 239:2-15.
307 Ex. 197.
38 Ex. 5 at 266-267; Ex. 11 at 101:6-18.

399 Ex. 119; Ex. 120. ISHDINIS I dr2ftcd the position descriptions in early October 2020.
Ex. 11 at 100:21-101:5.

310 Ex. 198; Ex. 199.
3MEx. 107.

312 Ex. 5 at 273:16-22.
313 Ex. 5 at 295:6-12.
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The references to law enforcement authority presumably refer to the ability of the
Attorney General to authorize certain inspector general special agents (i.e., those in the 1811 job

series) to exercise law enforcement powers, such as carrying firearms and executing warrants.>!*

In her second interview with VA OIG investigators, DIG-Counsel Porter stated again that the

advice they received from{{ SIS ' s that a reduction in force was the
appropriate way to accomplish IG Lehrich’s desire [l SIS

specifically, “that it was appropriate, justified, and straightforward.”3!3

EIGEEINIE cov!d not recall the conversation with IG Lehrich and DIG-Counsel Porter
when interviewed by VA OIG investigators.316 However, [SISHEIIEE had never been
involved in a reduction in force and would not have provided advice on whether one was
appropriate.’'” jjij further explained that, [ received many requests to share [
experiences, Jjlj would never take the position that “here’s my advice and you should follow my
roadmap.” (DSBS c!arificd in i interview that this would have been IG Lehrich’s
decision and [l did not have any authority to direct his actions.*"® [ S EIEEEN rcfcrred
IG Lehrich and DIG-Counsel Porter at that time to S SIS
EEGEEEEEN . to provide better insight into the reduction in force process.’'” Email
correspondence following the AbilityOne OIG meeting with S SIS suggests that i
lll provided information on a possible course of action.**” DIG-Counsel Porter emailed [RRTE
EICHOINIEE bovut sending a calendar invitation with a “generic subject line like ‘chat’”

for a meeting with SIS that will “lay out the path for the assignment for
you to work with [ SIS r<' the plan encouraged by il to address the

reorg plan for our OIG.”!

314 The IG Act of 1978, as amended, states the Attorney General may authorize special agents (classified in the
federal government’s 1811 occupation series) working for an inspector general to exercise certain law enforcement
powers, such as carrying a firearm and seeking and executing warrants for arrest, search, and seizure. 5 U.S.C.

§ 406(f).

315 Ex. 101 at 54:5-19. At the time of her second interview, Ms. Porter had been appointed the new AbilityOne
Inspector General. However, at all times relevant to the underlying events in this report, she was the DIG-Counsel.
As noted above, for ease of reference, we refer to her as DIG-Counsel Porter throughout this report.

316 Ex. 106 at 10-24. At the time of [jiij interview, [DISHDINISEE had retired DIDIDINE
(b) 6). (D) (M) ______§

317 Ex. 106 at 12-19.

318 Ex. 106 at 23:2-17.

319 Ex. 106 at 24-25.

320 Ex. 107. 1G Lehrich emailed [ SIS that it was extremely helpful to run the scenario by you and get
some further wisdom. I think we have a game plan!” DIG-Counsel Porter wrote, “thank you for sharing your view
and offering advice from your experience.” Then, [N SIS rcsponded that [HESNEINS) can provide

guidance “depending on the course you choose.” DIG-Counsel Porter replied, “we’ll proceed on what’s next on this
course. Thank you for your advice . ...”

21 Ex. 123.
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On October 27, 2020, DIG-Counsel Porter emailed [N
to set up a meeting *2* Separately, [N
I o ailed IG Lehrich sample reduction in force

documents with this information:

We had to do a memo (attached) to the agency head who, under agency regs, has
authority to approve the RIF [reduction in force]. HR does a memo (attached) to the
employee advising them. Then we did another separate memo to the employee offering

them assistance during the transition.>?*

IG Lehrich revised these materials and DIG-Counsel Porter emailed them to SIS

ENENESE on November 2, 2020, DEENEISE 0!}
interviewers [l referred the matter to (SIS
OO ' OICNOIGION
BEEIER denied being familiar with any details of the reduction in force, including how the
competitive area was defined. (A competitive area is one in which employees compete for
retention during a force reduction and is defined by the agency’s organizational units and
location within a commuting area and may be all or part of an agency.**®) Moreover, [jjj did not
recall ever discussing with the AbilityOne OIG whether a reduction in force was appropriate

under the circumstances.>?’

On November 13, 2020, DIG-Counsel Porter reached out to [ SIS to schedule an initial
call and thanked |jjjiiil] sharing Jiij expertise with them.**" [DISNEIEE could not remember the

call “exactly” N
I EEENEGIEE did not know whether
AbilityOne had law enforcement authority, but jjjjlj did not think it would change [jjjij answer.**"
BISEEIS rcvicwed the reduction in force documents for the AbilityOne OIG in November
2020. Among other edits, ISR proposed changing language in the reduction in force
from “shall” to “must” because “[shall is] more legal than anything” and “[m]ust implies that the

22 Ex. 126.

323 Ex. 125; Ex. 2.
324 Ex. 126.

325 Ex. 102 at 8:7-10.

326 Ex. 102 at 59:6-11 A competitive area must be established at least 90 days before a reduction in force effective
date unless the agency requests an exception from OPM. 5 C.F.R. § 351.402.

327 Ex. 102 at 23:11-14.

328 Ex. 108 at 23:15-16.

329 Ex. 108 at 24: 3-25:5; 28:10-13.

330 Ex. 108 at 39:5-8, 13-17; 41:6-17; 42:21-43:1.
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head of the organization can make that determination.”**' [ SN concluded that the work
Bl did for the AbilityOne OIG “probably was a very quick and dirty for me . . . [blecause I was
probably a little busy.”*** [N SHEISISE did not know any of the circumstances around
the reduction and that AbilityOne “asked me an HR question . . . [and] I gave them a schoolbook
answer probably.”?%3 Bl advised that AbilityOne get a legal review of the reduction in force and
reiterated that “was an important point.”*** DIG-Counsel Porter responded in a November 16,
2020, email to DS that “as IGs are an independent entity with hiring authority, our own
legal review is all that is needed.”>

Throughout November and December 2020, DIG-Counsel Porter continued to engage, at
IG Lehrich’s direction, with [ SIS 2nd various outside human resources

officials in anticipation of both the reduction in force [ SHDINIESINEEEEEEEEEE

- [ N 'ratcd a
memorandum dated November 4, 2020, regarding research SIS on the maximum entry

age for an 1811. The memorandum concluded, “Nothing in the statute requires setting a
maximum entry requirement, but to be eligible to retire at the mandatory age without an
exemption, applicants need to start before [their] 37th birthday.”**” Human resources personnel
at AbilityOne’s contracted external service provider, also used by the AbilityOne OIG, RN
DN N Pressed uncertainty about
whether the AbilityOne OIG could hire 1811s because the OIG did not have law enforcement
authority. IG Lehrich emailed DIG-Counsel Porter to tell her he would contact the human
resources service provider to “try a different approach” and that “[i]t will be ok.”**® The service
provider employee later emailed [l was satisfied they were “entitled to establish a GS-1811
position via the 8G section of the IG Act of 1978.73%

31 Ex. 205; Ex. 108 at 37:1-8. DS changed the language from “[t]he Office of Investigation shall |l
N " t0 *[{]he Office of Investigations mus ENENGNEN

....” For the purposes of the analysis in this report, the
investigation did not find there to be a substantive difference between the use of “shall,” as originally drafted, and
“must.”

332 Ex. 108 at 46:9-12.

333 Ex. 108 at 47:19-21.

334 Ex. 108 at 56:1-2.

335 Ex. 127.

336 Ex. 127; Ex. 128; Ex. 129; and Ex. 130.
337 Ex. 131.

338 Ex. 132.

339 Ex. 133. Section 8G(g)(2) of the IG Act of 1978, as amended (since codified as 5 U.S.C. § 415(g)(2)), provides
that “an Inspector General is authorized to select, appoint, and employ such officers and employees as may be
necessary for carrying out the functions, powers, and duties of the Office of Inspector General . . . .”
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On January 11, 2021, a private attorney retained by the AbilityOne OIG provided advice on the
reduction in force, noting concern “about the appropriateness of the potential RIF.”3*" In
particular, the attorney was concerned about limiting the “competitive area” for the
reorganization to the Office of Investigations rather than the entire OIG. The private attorney
wrote,
[I]t will be difficult to argue that the “competitive level” includes only (DSBS
Rather than confined to the Office of Investigations, we believe the appropriate

competitive level would consist of [ NN
me.One

DIG-Counsel Porter originally said that the private attorney’s concerns were resolved, and he
simply did not understand OIG organizations.**! However, she could not produce any documents
to substantiate this contention. [ SIS stated that no one asked jjjif about the appropriate
competitive area for the reduction in force but that, in |jjjiilj opinion, the whole agency would
be the competitive area for an organization the size of the AbilityOne OIG, stating, “that’s a no-
brainer.”**? During her second interview, DIG-Counsel Porter stated that—although the
memorandum justifying the reduction in force was “from her”—she “assumed” that the issues
were resolved, as IG Lehrich decided to proceed with the reduction in force. [ SIS
BISNDI® cxplained instead [l had a discussion with IG Lehrich and DIG-Counsel Porter
in which the private attorney’s concerns were discussed, and they decided to proceed with the
reduction in force anyway, accepting the risk that the AbilityOne OIG might lose if
DISNEIEIE challenged the action before the Merit Systems Protection Board. ™

The Reduction in Force Was Not Undertaken for Bona Fide
Management Reasons

Preponderant evidence shows that the reduction in force was undertaken for reasons personal to
DIONEIES rather than for bona fide management objectives. The rationale for the reduction
in force was not credible. Moreover, IG Lehrich proceeded with the reduction in force against
the advice of outside service providers, including outside legal counsel.

30 Ex. 109.

31 Ex. 5 at 302-305. Under reduction in force regulations, each OIG activity should be considered separately.
During her first interview, DIG-Counsel Porter, who was by then the acting IG, said that an “OIG activity”
referenced each division within an OIG (i.e., audits, investigations); however, a more accurate interpretation is that
the regulations require that each OIG be considered a separate entity. Some departments, such as the Department of
Defense, have more than one inspector general.

32 Ex. 108 at 51:11-52:5.

33 Ex. 11 at 125:14-128:8; Ex. 5 at 306:6-310:6. Since federal regulations govern the establishment of an
employee’s competitive area, a challenge to an employee’s competitive area is appealable to the Merit Systems
Protection Board. See Wilson v. Dep’t of Navy, 3 M.S.P.R. 295 (Sept. 29, 1980); 5 CFR §§ 351.402 & 351.901.

Integrity Committee Case 21-019 | Page 54 | November 26, 2024



Investigation on Behalf of the CIGIE Integrity Committee Pertaining to the AbilityOne OIG

The Purported Reorganization Targeted FiEER

EIGHEIRIEN Vs the only employee affected by the reorganization because the agency
limited the competitive area to the Office of Investigations against the advice of outside counsel.
Had the advice of outside counsel been followed, the proper competitive area for the reduction in

force would have been [SISHDINISINEEEEEEEEEEEEEEEEEEEEEEEE - A\ ccordingly,
N N 0uld have been
considered for removal. Had the broader competitive area been considered, under the applicable
rules for reductions in force, S SNBSS -y have been removed instead
because [DISHEIEE had been at the agency longer.>*

Documents and witness statements also establish that the AbilityOne OIG did not waive the
maximum entry age for the 1811 position that requires candidates be younger than age 37 to
apply.** As a result, (DSBS 25 not cligible to compete for the vacancy.* After
reviewing the SIS job posting, DIG-Counsel Porter emailed [ SIS
BISEEIE concerned that she could not locate an 1811 age restriction.**” She originally told
VA OIG investigators that it was impermissible to waive the maximum age requirement, but
later revised her statement to assert that it could be done, but that there was no precedent for an
OIG doing so. In her interviews with VA OIG investigators, she did not mention that she
consulted any other OIGs in reaching this conclusion. DIG-Counsel Porter instead directed the

VA OIG investigators to a research memorandum prepared by [ISHDIISINEEEEEEEEE

but that memorandum concluded that the IG had discretion to waive the maximum entry age
(which would have permitted [ SIS to arrly DISHDINISEEE) [ her
second interview with investigators, DIG-Counsel Porter said it was well-known SIS
BIBERIE that the maximum entry age could be waived only in certain circumstances that were
not applicable here. As support for this statement, the DIG-Counsel provided investigators an
email from a community listserv attaching an OPM memo circulated on February 2, 2021.3*3
Contrary to her statement, the memorandum discussed when the age waiver is required—for
preference-eligible veterans—and noted that, in other circumstances, the agency should consider

34 See 5 C.F.R. § 351.501.

35 See 5 U.S.C. § 3307(d). Generally, the date immediately preceding an individual’s 37th birthday is the maximum
entry age for original appointment to a position within a federal agency as a law enforcement officer as defined in
5US.C. § 8331(20) orin 5 U.S.C. § 8401(17). However, a federal agency may waive the maximum entry age if it
determines age is not essential to the performance of the position. As previously discussed, the evidence shows that
BIGHEIE® v 2s otherwise qualified for the 1811 position.

36 Ex. 115; Ex. 11 at 86:14-89:16; Consolidated Appropriations Act, 2016, Pub. L. 114-113, 129 Stat. 2242,
available at https://congress.gov/114/plaws/publ113/PLAW-114publ113.pdf.

347 Ex. 11 at 125:14-128:8; Ex. 5 at 306:6-310:6.

38 Bx. 112; Ex. 113. “A listserv is a computerized list of names and email addresses that a company or organization
keeps, so that they can send people emails containing information or advertisements.” Collins English Dictionary,

“listserv,” available at https://www.collinsdictionary.com/us/dictionary/english/listserv.
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whether the maximum entry age is essential to the performance of the position.**® Again, this
evidence supports that IG Lehrich had discretion to waive it.

In addition, the evidence indicates that AbilityOne OIG leaders had the authority to reassign

O 2 €21
Y 1 they

did not.>°

These choices demonstrate IG Lehrich’s determination to use the reduction in force to remove

EIOHEIENE 2nd prevent IR competing for the SIS position. The evidence

discussed earlier in this report shows that IG Lehrich had a tense relationship with

EIEEEIEE) However, no performance concerns were reflected in S SESIIESE appraisals

from the relevant time period.>>!

That the reduction in force was personal to [ SIS is further demonstrated by the lack of

credibility of the purported justification for the reduction in force as discussed in the sections that
follow. [HISHDINISIEEEEEEEEEE ' s posted on February 12, 2021. On

February 18, 2021, [SISHEIEIE W as notified of jjf removal pursuant to the reduction in force

effective April 19, 2021. jjjij notice indicated that the action was “[d]ue to a reorganization in the

Office of Inspector General, Office of Investigations” [ SHDINIESIEINEENEEEEEEEE
oo o0 .|
DI |  [he notice further asserted the following rationale:

Reorganization of our Agency requires the abolishment of this position and
supports our efforts for a more efficient and productive organization. The OIG

Office of Investigations must be [N

a law enforcement authority model.*>

While agencies have broad discretion with respect to how they are organized, the evidence
reviewed by the VA OIG discussed below reveals that the stated justification for the reduction in
force here was not credible. At the time of the reorganization, the AbilityOne OIG did not have
law enforcement authority, the reduction in force resulted in no actual reorganization, and there

was no evidence to support [ NN

349 Ex. 101 at 74-82; Ex. 114; Ex. 112; and Ex. 113.
350 Ex. 42 at 7:2-10, 160:11-16; Ex. 11 at 86:14-87:11; and Ex. 115.

31 No areas of improvement were noted on [jj appraisal issued in January 2021, in which Jj§ performance was rated
at Level 3 out of 4. The appraisal noted [N did well in helping in a number of formative functions and
activities get off the ground for OI” and “the progress by Ol in civil fraud cases and working with partners is
developing and demonstrates potential.” Ex. 204.

352 At the time it served the reduction in force notice, the AbilityOne OIG did not have law enforcement authority.
The AbilityOne OIG did not file an application for law enforcement authority until March 2021, after the issuance of
the reduction in force notice in February 2021. Ex. 117; Ex. 116 at 5. That application remained pending and had not
been approved by DOJ as of December 20, 2023. Ex. 118.
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The AbilityOne OIG Did Not Have Law Enforcement Authority at the
Time of the Reduction in Force

The reorganization was premised on the AbilityOne OIG Office of Investigations using a law
enforcement model. The phrase “law enforcement authority model,” as used here, appears to
pertain to the portion of the Inspector General Act of 1978, as amended, under which the
Attorney General may authorize special agents (classified in the GS-1811 series) working for an
inspector general to exercise certain law enforcement powers, such as carrying a firearm and
seeking and executing warrants for arrest, search, and seizure.*> When the AbilityOne OIG
executed the reduction in force, however, it did not have law enforcement authority—a fact that
was known to IG Lehrich and DIG-Counsel Porter. The AbilityOne OIG did not file its
application for law enforcement authority with DOJ until March 2021, after the issuance of the
reduction in force notice in February 2021.3%* As of December 20, 2023, the application for law
enforcement authority was still pending approval by DOJ.*> Thus, contrary to what was stated in
the reduction in force documents, the AbilityOne OIG was not, at the time of the reduction in
force, nor at the time of this report, “using a law enforcement model” in its Office of

Investigations.>>¢

There Was No Reorganization

The VA OIG investigation found that no reorganization (elimination, addition, or redistribution
of functions or duties) was accomplished by the reduction in force.**’ The evidence demonstrates

there are no significant differences between [[SSHDINIE dvtics DIDHDINIESEE
(00 Ry &) e —
Interviews with IS :so i not identify any

differences in duties performed by them.*>® DIG-Counsel Porter was unable to identify any
duties that had been eliminated, added, or redistributed. She offered as an explanation that the
difference was that an 1811 with law enforcement authority is allowed to conduct certain

353 5 U.S.C. § 406(F).
354 Ex. 117; Ex. 116.

335 advised at that time that DOJ directed them also to “apply for a Self-Sponsored Special Deputization

through the U.S. Marshals Service.” Ex. 118; see also Ex. 68 at 11:13-17; Ex. 101 at 40:4-6.

336 Ex. 116.

357 See 5 C.F.R. § 351.203; OPM, Workforce Reshaping Operations Handbook; see also Whitehurst v. Tennessee
Valley Authority, 43 M.S.P.R. 486, 489 (1990) (“Where an agency asserts that a RIF has been undertaken due to a
reorganization . . . the burden is on the agency to show that the employee’s position was actually abolished and is
not continuing under a different title or grade.”); Hoffman v. Dep’t of Hous. and Urban Dev., 22 M.S.P.R. 564,
568 (1984).

358 Ex. 119; Ex. 120; and Ex. 121.

3% Ex. 8 at 6-7; Ex. 10 at 15-16, 34-37.

Integrity Committee Case 21-019 | Page 57 | November 26, 2024



Investigation on Behalf of the CIGIE Integrity Committee Pertaining to the AbilityOne OIG

activities [ SHDINESI cannot.>® However, if the OIG does not have law enforcement
authority, an 1811 cannot conduct those activities. When interviewed, DIG-Counsel Porter
contended that the AbilityOne OIG believed [l SHEDINISI cov!d not perform
the specialized duties of a special agent (GS-1811). Any difference in duties is not reflected in
the two position descriptions. No real reorganization occurred, as [ SHDIISIE has

performed nearly identical duties to those performed by [BISHDINISIIEEEEE
There Was No Legal Basis for the Purported Need [[BISHDINIEE

The final reduction in force memorandum also stated that the Office of Investigations |
EISNEIEIE - DI1G-Counsel Porter could not provide evidence to substantiate why the Office of
Investigations (SIS : rather, this appears to have been an entirely discretionary
decision by IG Lehrich.**! Even assuming that the Office of Investigations was “using a law
enforcement model,” the VA OIG found no legal or other requirement SIS
EDICEEIEEE * During her second interview with VA OIG investigators, DIG-
Counsel Porter said that “Tom Lehrich wanted . . . a law enforcement model . . . [DISHDIEES
DIGNEIEE ke it is done in other offices in general, in the offices of inspector general.”*¢

She stated that the use of [N Was “[t]he IG community practice” but agreed [l
BISERIR 2lso exist within the IG community.364 In fact, IG Lehrich and DIG-Counsel Porter
had discussed building out the Office of Investigations by detailing 1811s from other OIGs il
N - During her interviews with

VA OIG investigators, DIG-Counsel Porter was unable to identify any legal or personnel
authority that requires S SDIISIEEEEEEEEEEEE D G-Counsel Porter said, “1
am aware . . . that’s the practice in the IG community and that is what Tom Lehrich wanted,
envisioned in this office.”*®> She could identify only one other OIG that, like the AbilityOne
OIG, did not have law enforcement authority but had _.366 She also stated
that IO dviscd that the reduction in force was appropriate in the
circumstances, which was contrary to [ SIS o statement to VA OIG
investigators |Jillll§ Would not have provided advice about a reduction in force as |Jjjijil|§ never

done one. A

360 Ex. 101 at 52:7-11.

361 Ex. 105; Ex. 122; Ex. 117; and Ex. 11 at 114:3-116:12.
362 Ex. 116.

363 Ex. 101 at 35:16-19.

364 Ex. 101 at 35:20-37:12.

365 Ex. 101 at 39:17-22.

366 Ex. 101 at 41:1-8.

367 Ex. 101 at 190-191.
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IO s-id that REREREER not aware of all the circumstances and

was not providing legal advice regarding the reduction in force.

DIG-Counsel Porter noted that building the office under an 1811 model had been IG Lehrich’s
intent from the time she joined the AbilityOne OIG in 2017.3% DIG-Counsel Porter and

EIEONEIEIE cxplained that there was an understanding that S SIS
DO <ou!d be converted to an 1811.%° NGNS had

completed the Federal Law Enforcement Training Center (FLETC) Criminal Investigator
Training Program prior to joining the AbilityOne OIG, and [SNSHEDIE W25 qualified for an
1811 position, except for being over the maximum entry age of 37.37° The investigation
identified no evidence to the contrary. It was later determined that S SIS could not
simply be reassigned to an 1811 position without competition under the civil service rules.?’!
However, as discussed below, IG Lehrich declined to exercise his discretion to waive the

maximum entry age to permit [ SIS to compete for [SISNDINISE - Morcover,
DIGHEIERIENE cployment with the AbilityOne OIG was in no way made contingent on [jjjj

BRI being converted to an 1811 [EEEE

As noted above, a reorganization must be based on a bona fide management objective. An OIG
has discretion regarding its organization structure and needs; however, if exercising that
authority results in the removal of an employee pursuant to a reduction in force, as it did here,
the OIG has the burden to show the propriety of the action. For the reasons articulated, the

VA OIG’s investigation did not find that the purported need for SNBSS
BDIOHUINE v as credible.

The AbilityOne OIG Proceeded with the Reduction in Force Despite
Concerns Raised by Its Contracted Human Resources Service
Provider and Outside Legal Advisor

There was no evidence that the AbilityOne OIG took adequate steps to ensure the propriety of
the reduction in force, particularly in light of concerns raised by its external contracted human
resources service provider and an outside legal advisor. DIG-Counsel Porter said they contacted
EIOHEINIEE bccause the reduction in force was “something of consequence” and they
“wanted to make sure that it would be done the right way . . . .”3”> However, the VA OIG found
that the AbilityOne OIG proceeded with the reduction in force despite concerns raised by their
own outside advisors. As mentioned earlier, the human resources service provider raised

368 Ex. 5 at 197:2-8.

369 Ex. 5 at 216-230; Ex. 8 at 7-8.
370 Ex. 8 at 7-8.

371 Ex. 5 at 230:8-19.

32 Ex. 5 at 273:2.
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questions about the AbilityOne OIG’s authority to hire an 1811 without law enforcement
authority and the private attorney advised that the competitive area was too narrowly defined.

The IG Act of 1978, as amended, gives an inspector general discretion regarding how to organize
their office, but it must be done in accordance with federal rules that afford employees certain
rights.>”® As stated in the relevant standards section above, while “most” organizational changes
meet the definition of “reorganization,” a reorganization does not justify use of a reduction in
force to remove an employee for personal reasons.?’*

The evidence supports the VA OIG’s finding that the reduction in force was improper as it was
specifically designed to remove [ SIS rom the AbilityOne OIG rather than for

bona fide management objectives. It is clear that the relationship between IG Lehrich and
EISNEIEE had deteriorated to the point that IG Lehrich articulated a need to “toss the
branch.” The inability to articulate a credible justification for the reduction in force, the disregard
of outside counsel and advisor concerns, the unfounded focus on a waivable entry age

requirement precluding S SHEIIIEN 2pplication, and the failure to reassign [JHJMREER within
the OIG, when taken together, corroborate the reduction in force as a pretext for removing

(b) 6). (0) ()i

The Removal of [N Was, at Least in Part, Retaliatory and
Therefore Improper

The VA OIG investigation found preponderant evidence that S SIS was removed, at
least in part, in retaliation for jjjj protected disclosures about investigations not conforming with
CIGIE standards for OIG investigations. As discussed above, the Whistleblower Protection Act
prohibits a personnel action with respect to an employee because of a protected disclosure.>’® In
such cases, to establish that a disclosure was a contributing factor in the decision to take a
personnel action, the whistleblower only needs to show “that the deciding official knew of the
disclosure and that the adverse action was initiated within a reasonable time of that

3735 U.S.C. § 406(a)(7) (granting inspectors general the authority “to select, appoint, and employ such officers and
employees as may be necessary for carrying out the functions, powers, and duties of the Office subject to the
provisions of title 5, United States Code, governing appointments in the competitive service . ..”).

374 See Moran, 64 M.S.P.R. at 82 and Brittain, 21 M.S.P.R. at 404 (defining bona fide management decisions as
proper management reasons under 5 C.F.R. § 351.201(c)).

375 See Ex. 109; Ex. 115; and Ex. 11 at 86:14-89:16. 5 U.S.C. § 706(2)(A) permits a reviewing court to set aside an
agency action found to be arbitrary, capricious, an abuse of discretion, or otherwise not in accordance with law.

376 5 U.S.C. § 2302(b)(8). Under the Whistleblower Protection Act, the test for a protected disclosure is whether the
appellant had a reasonable belief that they were disclosing a violation of law, rule, or regulation at the time they
made the disclosure, not in light of events or conversations occurring thereafter. Webb v. Dep 't of Interior, 122
M.S.P.R. 248, { 13 (2015) (citing 5 U.S.C. § 2302(b)(8)). An appellant need not prove that the matter disclosed
actually established any of the situations detailed under 5 U.S.C. § 2302(b)(8). Schmittling v. Dep’t of Army, 92
M.S.P.R. 572 (2002); Wojcicki v. Dep’t of Air Force, 72 M.S.P.R. 628, 633 (1996)).
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disclosure[.]”*”7 After such a showing, the agency must establish that it would have taken the

same personnel action in the absence of the protected disclosure.”8

EICHDINIEEEE bcean raising concerns to IG Lehrich and DIG-Counsel Porter in
August or September 2019 about failure to meet CIGIE’s Quality Standards for
Investigations.>” Specifically, (BSOS crortcd potential violations of the
quality standards related to the objectivity of investigations.** [ SN cxplained that
most of these conversations occurred verbally and without witnesses who could corroborate the
discussions.*! However, there was supporting evidence that [ SHEIEE made a protected
disclosure in July 2020 |JISESR disclosed to IG Lehrich potential violations of CIGIE standards

in the report of investigation related to the spoofing attack on SNBSS

On July 23, 2020, [DESHEEIEIE) bcgan drafting the report of investigation for the spoofing
attack. On July 27, 2020, after receiving an “internal copy” of the draft report, IG Lehrich
suggested [DISNEIIE make edits to the draft report, including but not limited to, suggesting
edits regarding certain actions by [DISHDIIEIEEEEE  DICEEIEIEE ' 1y 28, 2020,
email to IG Lehrich raised concerns that the report would not comport with CIGIE standards that
require the inclusion of exculpatory facts tied directly to the record of evidence.*3* While

IG Lehrich initially responded, “You can finalize as you believe you needed,” he later followed
up with an email stating,

[A]ll our eyes make things the best they can be. We are making a difference- stay the
course. The waters may be a little choppy, the path little rocky but we are here to hold
those accountable. Develop ourselves and make a difference. Inspire those with
disabilities and visual impairment to have better lives. We are not going to let one or two
poor actors define the destiny. We are going to finish the job we were put [here] to do.
BEERR has failed and this investigation shows that. Do not be afraid to demonstrate that

377 See Inman v. Dep 't of Veterans Affairs, 112 M.S.P.R. 280, ] 12 (2009) (a gap of approximately 15 months
between the disclosure and the action satisfied the knowledge-timing test); Redschlag v. Dep’t of Army, 89 M.S.P.R.
589, 1 87 (2001) (a gap of approximately 18 months after one disclosure and more than one year after another
disclosure satisfied the knowledge-timing test); Russell v. Dep’t of Justice, 76 M.S.P.R. 317, 323 (1997) (a gap of
7 months satisfied the knowledge-timing test); Easterbrook v. Dep 't of Justice, 85 M.S.P.R. 60, | 10 (2000) (a gap
of 7 months satisfied the knowledge-timing test). But see Costello v. Merit Systems Protection Board, 182 F.3d
1372, 1377 (Fed. Cir. 1999) (personnel action taken more than 2 years after the disclosure did not satisfy the
knowledge-timing test).

38 See Carr v. Social Sec. Admin., 185 F.3d 1318 (Fed. Cir. 1999); 5 U.S.C. § 1221(e).

379 Ex. 42 at 83:5-85:8.

380 Ex. 42 at 83:5-85:8.

381 Ex. 42 at 85:11-20, 92:18-93:9.

32 Ex. 61.

383 Ex. 61.
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by the facts. [ SIS bc!icves the rules do not apply to i Do not let that go
unsaid. 3

More significantly, on July 30, 2020, IG Lehrich sent [ (SIS thc updated version of the
report and stated that it was ready to be finalized except for adding some citations.
EIONEIES identified changes IG Lehrich had made [l did not believe conformed to
CIGIE standards. Email evidence shows that [ SIS and IG Lehrich met to discuss the
concerns around that time. On August 4, 2020, [DISHEIEE thanked the IG by email for
reviewing the draft investigative report and wrote “[i]t meant a lot to hear you say that . . . you’d
leave it up to me to ensure that CIGIE investigative standards are met.”*%> Ultimately,
DIGNEIEE V25 able to edit the final report to ensure it adhered to CIGIE standards.
Nevertheless, this evidence shows that [ SIEIEE made a protected disclosure to IG Lehrich
BB informed him of the violations of CIGIE standards in the report IG Lehrich instructed
Bl to finalize. The relevant test for a protected disclosure here is the complainant’s reasonable
belief of violations of law, rule, or regulation at the time of the disclosure without regard to what
occurred after.°

Within seven months after this disclosure and IG Lehrich’s email expressing frustration with
EDIGEEIEE) 1G Lehrich decided to remove [JENMMR- Under relevant legal authorities, the
proximity in time between the disclosure and the decision to remove [ SIS along with
IG Lehrich’s knowledge of the disclosure establishes that the disclosure was a contributing factor
in the removal.*®” Because preponderant evidence shows [ SHBEE made a protected
disclosure, that after the disclosure [jjjiilij subjected to a personnel action (removal), and that the
disclosure was a contributing factor to the personnel action, the evidence indicates the removal
of DSBS might be considered whistleblower retaliation under applicable laws. Having
refused to be interviewed in this investigation, IG Lehrich abandoned his opportunity to provide
evidence that he would have removed [ ESEIS notwithstanding the disclosure. And, as
discussed above, the stated reason for the removal—the reduction in force—was not based on a
bona fide management objective. No other rationale for the removal was offered, nor was any
other reason suggested by the evidence identified by this investigation.*®® As such, the VA OIG
investigation found preponderant evidence that (S ESIEBINPEE) made a protected disclosure that
contributed to [ removal.

B4+ Ex. 61.

385 Ex. 65.

386 See Webb, 122 M.S.P.R. 248, | 13 (citing 5 U.S.C. § 2302(b)(8)); Schmittling, 92 M.S.P.R. 572.

387 See, e.g., Easterbrook, 85 M.S.P.R. 60, | 10 (a gap of seven months satisfied the knowledge-timing test).

388 For instance, there was no indication that [ SN could have been removed for performance or
misconduct.
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Allegation 3 Conclusion

The VA OIG investigation found that IG Lehrich abused his authority by removing
DI »ursuant to an improper reduction in force. Here, the reduction
in force improperly targeted [ SIS pcrsonally, lacked a credible justification, and was
done against the advice of counsel. As such, the reduction in force was not based on a bona fide
management objective. S SIS therefore, was not afforded procedural rights that federal
employees removed for other reasons—such as poor performance or misconduct—are afforded.
The investigation also found preponderant evidence that [ SSIEESE rcmoval might be
considered reprisal for making a protected disclosure about violations of the CIGIE Quality
Standards for Investigations under applicable legal precedents.

Allegation 4

Allegation: “IG Lehrich’s negotiations for employment with [SISHDINISINEEEEEEEE
BIGEEIRIE while serving as the AbilityOne Inspector General created a conflict of

interest.”

Findings: IG Lehrich’s negotiations for employment with [ S DINISHIIIENEGEGEGEGEGEGEEEEE
BDICHEINIEN 1<y not have met the high standards of official conduct and integrity expected

of an inspector general to the extent that he failed to establish a clear distinction between his
duties as inspector general and his role as an individual seeking post-government employment.
Although his negotiations did not create an actual conflict of interest in violation of applicable
criminal and ethical rules, 1G Lehrich created the appearance of a conflict of interest by
participating in audit planning involving potential oversight work that could affect the financial
interests of [ SEIEESEN /il under a recusal notice precluding his involvement in all
matters affecting those organizations. As such, IG Lehrich’s conduct undermined the

independence and integrity reasonably expected of an inspector general.®’

Relevant Standards

CIGIE’s Quality Standards for Federal Offices of Inspector General require 1G staff to “adhere
to the highest ethical principles by conducting their work with integrity” and to avoid “situations
that could lead reasonable third parties with knowledge of the relevant facts and circumstances to
conclude that the OIG is not able to maintain independence in conducting its work.”**® Further,
“[a]n OIG staff member’s objectivity and independence may . . . be affected by personal
financial interests that are held by the staff member . . . or by positions the staff member holds as

woo oo |

39 Silver Book at 7, 10.
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a trustee, director, officer, or employee of an outside organization.”*! The inspector general and
OIG staff should also follow the Standards for Ethical Conduct for Employees of the Executive

Branch.??

Pursuant to the general principles governing public service,

[elmployees shall endeavor to avoid any actions creating the appearance that they
are violating the law or the ethical standards set forth in [5 C.F.R. Part 2635].
Whether particular circumstances create an appearance that the law or [the
general principles of public service] have been violated shall be determined from
the perspective of a reasonable person with knowledge of the relevant facts.?*?

Government ethics rules provide that “[a]Jn employee shall not use his public office for his own
private gain . . . .”*°* Additionally, the rules state that “[a]n employee shall not use . . . his
Government position or title or any authority associated with his public office in a manner that is
intended to coerce or induce another person . . . to provide any benefit, financial or otherwise, to
himself . . . .7

Further, under these ethics standards, a prohibited conflict of interest arises when a federal
employee is involved in a particular matter that has a “direct and predictable effect on the
financial interests” of an individual or entity that may be imputed to the employee, including the
interests of a prospective employer. For a matter to have a direct effect there must be a close
causal chain from the employee’s involvement to the effect on the conflicting financial interests.
A “chain of causation” that is “attenuated or is contingent upon the occurrence of events that are
speculative” does not create a conflict of interest.**® A matter must also have a predictable effect,
meaning that “there is a real, as opposed to a speculative possibility that the matter will affect the
financial interest.”*®” Such a conflict of interest may also violate criminal laws.>*3

In addition to the impropriety of an actual conflict of interest, the appearance of a conflict of
interest can also result in a violation of the Standards for Ethical Conduct for Employees of the
Executive Branch. Specifically, “where the employee determines that the circumstances would
cause a reasonable person with knowledge of the relevant facts to question his impartiality in the
matter, the employee should not participate in the matter unless he has informed the agency

391 Silver Book at 16.

32 Silver Book at 8. The Standards for Ethical Conduct for Employees of the Executive Branch are codified at
5 C.ER. pt. 2635.

3935 C.F.R. § 2635.101(b)(14).

39 5 C.F.R. § 2635.702; see also 5 C.F.R. § 2635.101(b)(7).
3955 C.F.R. § 2635.702(a).

39 5 C.F.R. § 2635.402(b)(1).

3975 C.F.R. § 2635.402(b)(2).

398 18 U.S.C. § 208.
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designee of the appearance problem and received authorization from the agency
designee . .. ."%

Accordingly, as members of the executive branch, OIG employees must be careful not to create
the appearance of a conflict of interest, even if an actual conflict of interest does not exist.

Section 17 of the Stop Trading on Congressional Knowledge Act of 2012 (STOCK Act) imposes
additional requirements on individuals like IG Lehrich who are required to file a financial
disclosure (i.e., public filers).*” When a public filer is negotiating for or has an “agreement of
future employment or compensation” with a nonfederal entity, they must submit a statement
notifying an agency ethics official of such negotiation or agreement within three business days
after commencement of the negotiation or agreement.*’! They must also file a notification of
recusal whenever there is a conflict of interest or appearance of conflict of interest with respect
to any nonfederal entity identified in the notification. The STOCK Act affirms an individual’s
obligation to recuse in such circumstances consistent with 5 C.F.R. part 2635, subpart F.

Support for Findings

On April 22, 2021, IG Lehrich received written notice of the VA OIG investigation from the
CIGIE Integrity Committee. In the following days, IG Lehrich reached out to [[SiSDIISEE
scheduling meetings in which he discussed his decision to leave federal service and the
possibility of future employment.**> Both these entities participated in the AbilityOne Program
and, accordingly, were subject to the AbilityOne OIG’s oversight authority.

IG Lehrich filed a recusal statement regarding these negotiations on April 27, 2021, as required.
Despite this recusal, the evidence shows that in June 2021, IG Lehrich participated in OIG audit

planning meetings, which included proposed discretionary audits of [ SIS
EICHDINISEEEE  Onc witness said that IG Lehrich instructed that the audit of i

Bl bc removed from the audit plan.*®® Because the financial impact of a potential audit was
too attenuated to have a “direct and predictable effect” on the financial interest of il
IG Lehrich’s actions did not create an actual conflict of interest in violation of criminal law or
applicable government ethics rules. It did, however, create the appearance of a conflict of interest
in violation of ethics rules.**

399 5 C.F.R. § 2635.502(a).

400 STOCK Act, Pub. L. No. 112-105, 126 Stat. 291, 303, 5 U.S.C. app. 101 note.
401 See also 5 C.F.R. § 2635.607(a).

42 Ex. 31; Ex. 66; Ex. 67 at 22:9-21, 24:8-16; Ex. 68 at 2; and Ex. 69.

403 Bx. 70 at 42:8-43:7.

404 5 C.F.R. § 2635.502.
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On July 9, 2021, 1G Lehrich left his position as Inspector General of the AbilityOne Commission

and began working at jjjjiijf as a consultant the following week.*?> He later became [ S EINEE
; however, as of the date of this report, he is no longer listed on the

B website.
As discussed below, the evidence supports these determinations:

e IG Lehrich failed to clearly distinguish between his official duties as Inspector General
and his actions in a personal capacity as an individual seeking employment when setting
up meetings or discussions with [ SHSISESE to solicit post-government job
opportunities.

e |G Lehrich created the appearance of a conflict of interest by participating in audit
planning of [DISHDIGISEE v ilc negotiating employment with i despite
filing a recusal notification within required timelines.

o His employment negotiations did not create a criminal or actual conflict of interest.

o The IG’s participation in audit planning and failure to adhere to the terms of his
recusal would cause a reasonable person with knowledge of the facts to question
his objectivity and independence, thus creating the appearance of a conflict of

interest.

IG Lehrich’s Negotiations for Post-Government Employment

On Thursday, April 22, 2021, IG Lehrich received notice of this investigation from the CIGIE
Integrity Committee. As explained below and shown in the following figure with a timeline of
events, between April 22, 2021, and June 23, 2021, IG Lehrich was engaged in employment
negotiations with S SIS that culminated in him accepting an offer of employment
BEER - During this period, IG Lehrich participated in planning involving audits of [

405 Ex. 73; Ex. 32; and Ex. 74.
406 Ex . 229.
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April 22: IG Lehrich receives notice of investigation from CIGIE IC.

April 23: IG Lehrich emails and has a 30-minute phone call with

April 25: IG Lehrich proposes meeting

April 26: |G Lehrich meets with to discuss future employment possibilities.

April 27: |G Lehrich's recusal notice is filed with the agency’s ethics official.

May 5: IG Lehrich meets with and others at headquarters
and attends a VIP reception.

May 8-11: |G Lehrich emails senior leaders about his interest

May 24: sends |G Lehrich and DIG-Counsel Porter the audit list for the 2022-2023 audit
cycle, inciuding proposed audits of

asks |G Lehrich to send a "strawman" (draft proposal)
of his vision with the company.

June 8: IG Lehrich, DIG-Counsel Porter, and meet to discuss and rank
discretionary audits. |G Lehrich tables the discretionary audit of

June 30: AbilityOne OIG issues its audit plan for Fch1 2022 and 2023. No discretionary audit of
is included.

July 9: IG Lehrich's last day with the AbilityOne OIG

Figure 5. Apnil-July 2021 Timeline of IG Lehrich’s negotiations for post-government employment,
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Discussions with SRR

At 7:56 a.m. on April 23, 2021, the morning after he received the CIGIE notice of investigation,

IG Lehrich email e [N
B sking to talk.*”” Phone records show that they had a 30-minute call later

that morning. [N (id not recall what the
discussion was about, but that same morning [jjj sent IG Lehrich two webpage links to which
IG Lehrich responded “ground breaking stuff” and “I also see synergies [ SIS
_.”408 Without the benefit of interviewing IG Lehrich, the VA OIG could not determine
what was discussed. However, based on the totality of the circumstances discussed below, the
investigation found preponderant evidence that the “synergies” IG Lehrich referenced could be
services that IG Lehrich proposed offering [RERER "

IG Lehrich texted [S SIS on Sunday, April 25, 2021, to propose a meeting |jj
DI the following week. They exchanged several
text messages over the following week in which they discussed plans to meet on May 5, 2021, to
coincide with ISR co!f tournament and “VIP reception.”*!°

On May 5, 2021, IG Lehrich met with [[SSHDIESEE 2d others [DISHDINISEN . -nd

attended the VIP reception. According to a flyer for the VIP reception, it included hors d’oeuvres
and an open bar.*!! The investigation reviewed travel documents provided by the

AbilityOne OIG and confirmed that no travel or related expenses for the IG’s personal trip were
paid by the AbilityOne OIG.*!?

Following the meeting, IG Lehrich sent the emails described below from his personal account to

EICHDINIEEE 1 d others [DIDNDINISE . 2king clear that he had promoted his
possible future employment at SRR during his trip IS

e IG Lehrich emailed [ SHSIESE. | am super interested to make a difference with
the needs there and I can[’]t think of [a] better way to use my executive experiences from

407 Ex. 67 at 22:9-21, 26:3-9.
408 Ex. 67 at 22:9-21, 26:3-9; Ex. 69.

49 The evidence shows that within days of IG Lehrich’s discussion with S S iSISESE . G Lehrich also met
BB to discuss possible employment and that he later met with [ SIS to discuss post-government
employment.

410 Ex. 69.

41 did not know if IG Lehrich consumed any food or drink at the

e o0ne. |
reception. IR said that IG Lehrich wrote [l a personal check for the golf fees associated with a golf outing
separate from the tournament. Ex. 67 at 30:7-18. Subject to certain exceptions, government ethics rules (5 C.F.R.
§ 2635.202) prohibit IG Lehrich from accepting a gift from a prohibited source (S SNBSS or given
because of his official position. The investigation did not find evidence to substantiate that IG Lehrich received a
prohibited gift SISO -
412 1G Lehrich was on leave during the trip. Ex. 206. Under government ethics rules, federal employees “shall use
official time in an honest effort to perform official duties.” 5 C.F.R. § 2635.705.
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the government [than] to help [SISHDIISIEEEE ~ ¢ also commented on a
video played at the reception NN
L
=

o IG Lehrich emailed [ S NEIES I (h-t [t]he sense of

urgency and passion for the work of your organization is an environment that will
complement my layers of relationships in industry and government together with my
success in building and managing complex organizations.”*!4

«  IG Lehrich emailed R
EICHDINISEEEE . st2ting “the opportunity to make a difference is a perfect
way to use my executive experiences from government to help [ SHDINISIEE

RIIRIES

*  IG Lehrich emailed [N CR
DIGNEIEE . vriting that “positioning to get ready for the [ SIS that will

eventually emerge in the program is something I am equipped to help you all with.” In a
follow-up email, he said that talking with i “helped me understand the needs
particularly when we talked about the first things I would tackle.”*!¢

On May 8, 2021, three days after the meeting [ SNBSS <" |G Lehrich a
text message stating |l will have “time to reflect and focus on our time together.”*"” iR

shared a link to the IR video DISHDINISE that |G Lehrich referenced in his earlier
email.*'® Notwithstanding the apparent personal nature of his meeting with R in his email
announcing his departure from the AbilityOne OIG, IG Lehrich referenced the video SIS

N

On May 31, 2021, [DISHEINISEE cailcd Mr. Lehrich with the subject “\lRERER 1dea.” il

stated,

B needs a thought leader to focus on strategic thrusting and group
implementation to excel in this changing environment . . . . What we do not have

413 Ex. 66.
414 Ex. 76.
S Ex, 77.
416 Ex. 78.
47 Ex. 69.
418 Ex. 69.

419 A few days after his visit (May 8, 2021), [DESHBIEISEE tcxted IG Lehrich a link to the video. [

e Xy
1}
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is an industry connected person that could actually lead the strategy (with team
support) and implementation. Using contacts with [ SSISISE. A!. and
Congress. A sharp legal mind to access the opportunity and challenge quickly
with a goal of achievement and overcoming the barriers. A person that has the
DC connections and relationships to scale quicker than others. Tom Lehrich is
this person!*?

Il asked IG Lehrich to send a “strawman” (draft proposal) of his vision with a timeline if he is
interested in the task. On June 7, 2021, IG Lehrich emailed a “[pJosition description draft for
discussion purposes” back to [ SHEIEISEE >’ Among the points included in the draft
position description, IG Lehrich stated, ‘{JiiillIl will have a resource with me leveraging strong
contacts and understanding with [ S HEISESEEE, Commission and Congress.”**? Ultimately,

DI < < made a formal job offer to IG Lehrich.*?
Meeting with il

The evidence is not clear on when the meeting with [ SIS Vs initially
discussed or arranged; however, the evidence shows that the meeting occurred on Monday,
April 26, 2021.** ESEEEEE to!d investigators that the meeting was on [jjfj calendar and that

IG Lehrich had called SIS impromptu to arrange it.** DSOS Jid not

know the purpose of the meeting, but [ did not think it unusual because Jjj met with

IG Lehrich periodically to discuss various issues.*?

Bl produced notes related to the April 26, 2021, meeting that reflect a discussion about the
possibility of IG Lehrich’s future employment iR -’ DIOIDINO
surprised, jjjiilj had no prior indication that IG Lehrich might be leaving and that IG Lehrich’s
suggestion of post-government employment |l was “totally out of the blue.”**® The notes
reflect that SR Were immediately aware of the possible ethical implications of

IG Lehrich’s request for employment and include the question “is he recusing himself?”**

420 Ex. 79.
421 Ex. 80; Ex. 81.

422 Ex. 82. Representing |JIEIIR before the AbilityOne Commission as IG Lehrich proposed may have violated
restrictions contained in 18 U.S.C. § 207 concerning certain executive branch personnel. However, because [ ER
never made a formal job offer to IG Lehrich, this investigation did not reach any conclusions regarding that issue.
423 Ex. 67 at 34:6-13.

424 Ex. 74; Ex. 68 at 2-3.

425 Ex. 68.

426 Ex. 68 at 3.

427 Ex. 74. These notes were produced [jijiiiilj in response to requests from the investigative team. It is not clear who
authored the notes.

428 Ex. 68 at 3.

429 Ex. 74.
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DN 25 not aware of any efforts by
BISEEIR to recruit IG Lehrich before the meeting initiated by 1G Lehrich at the end of

April 2021 and that IG Lehrich’s departure from the OIG was a surprise.**

Between April and June, IG Lehrich and |jjjiij had several discussions regarding IG Lehrich’s
prospective employment_.431 IG Lehrich signed a contract with [jjjjij on or about

June 23, 2021. It was signed by DS on June 25, 2021, and IG Lehrich’s last day with
the AbilityOne OIG was July 9, 2021.43

Recusal Notice

IG Lehrich filed a recusal notice with the agency’s Designated Agency Ethics Official (DAEO)
within three business days of the start of negotiations as required. [ SIS
BISEEIE filed the notice with the DAEO on behalf of IG Lehrich on Tuesday, April 27,
2021.*% An accompanying memorandum, dated April 27, 2021, to DIG-Counsel Porter from
EDIOIDINEOEEEEE - statcs the following:

On April 26, 2021, potential outside employment opportunities were discussed

between [N 1 our

Inspector General Thomas K. Lehrich. In order to prevent even the appearance

of a conflict of interest, our office is implementing a recusal and screening
arrangement . . . 434

The memorandum acknowledged ethics regulatory requirements, stating that
“IG Lehrich . . . agrees to refer any communications (email, phone, etc.) regarding official
matters from [ SIS to our Deputy IG & Counsel [Porter]” and

further agrees to refrain from providing any input on or other involvement with
any official matter that may involve [ SHISISISH vntil such time as he is no
longer seeking employment with these entities and has unequivocally terminated
the employment discussion.**

The DAEO signed the recusal notice on April 28, 2021, and replied to (SIS
BISEEI 2nd IG Lehrich, in part, “I presume that Tom will recuse himself from any
IG actions regarding any of the named entities.”*** (S S DIS I <plicd that

B0 Ex. 83 at 16:2-8, 28:4-15.

41 Ex. 74; Ex. 75; Ex. 207; Ex. 208; Ex. 209; Ex. 210; Ex. 211; Ex. 212; Ex. 213; Ex. 214; Ex. 215.
432 Ex. 73; Ex. 84; and Ex. 32.

433 Ex. 85; Ex. 86; and 5 C.F.R. § 2635.607(a).

434 Ex. 87; Ex. 86.

435 Ex. 87.

436 Ex. 86; Ex. 85.
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the “OIG has implemented a screening arrangement within OIG, and the notification statement

includes a written recusal signed by Tom.”**’

AbilityOne OIG Audit Planning
On May 24, 2021, during which time IG Lehrich was in active discussions with [JEEE

BB rcgarding possible post-government employment, SIS circulated a worksheet
to DIG-Counsel Porter and IG Lehrich that included both discretionary and statutorily required
audits for their biennial audit plan.**® Among the proposed audits were 12 discretionary audits.
The proposed discretionary audits included possible audits involving [ SHDIISEEEEE

Implementing these discretionary audits SIS would have involved auditing |jjijlj The

proposed discretionary audits also included an audit specifically evaluating (SIS
440

, it is unclear whether this audit would have involved

On June 8, 2021, IG Lehrich attended a meeting with DIG-Counsel Porter and SIS in
which discretionary audits were discussed and ranked.**! He also received information from
DIG-Counsel Porter regarding the audit rankings based on input of “high level stakeholders”
who were never identified to him.**?> While the earlier audit plan leading into this meeting
included the discretionary audits of [ the final version of the audit plan, released
June 30, 2021, ultimately did not include them.*** The proposed discretionary audit of [
B remained in the final plan.**

According to IS (G | chrich dirccted Ji
B to “table” the audits regarding IS DISEEIRE -so stated that when IR

justify removing IR audits in the spreadsheet documenting the audit plan by writing that it

47 Ex. 85.
438 Ex. 88; Ex. 89.
439 Ex. 88.
40 Ex. 90.

“1Ex. 91; Ex. 92; and Ex. 93. [N indicated that IG Lehrich did attend the June 8, 2021, meeting, and that
he instructed [DEDIDIIE to table the audit that included QIR - Fx. 70 at 46:20-47:3.

442 Ex. 94; Ex. 93; Ex. 95; Ex. 96; and Ex. 70 at 33:2-34:7.
443 Ex. 97.

44 Ex. 97.

445 Ex. 70 at 35:19-21.
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was “tabled at the IG’s discretion,” IG Lehrich told jjjilij “we don’t need to say that.”**® This
caused [DISNEIEE to delete that justification.*’

IG Lehrich Did Not Clarify His Role When Soliciting Employment
(b) (6), (b) (N(EC) |

The evidence indicates that IG Lehrich initiated discussions with [ S HDIISIEEE
BISEEIEE 2round April 23, 2021, and arranged a meeting with [[SSDIISEEEE o
April 26, 2021, while still in his role as IG and without making it clear the discussions were for a
nonofficial purpose, and then used the meetings to solicit post-government employment.

IG Lehrich had oversight authority over these organizations, including the ability to conduct
audits or investigations that could result in recommendations (possibly for sanctions or punitive
actions) relating to the organizations.**?

DI ' s aware that IG Lehrich could take actions or make decisions
that could affect [ SIS 2nd believed the AbilityOne OIG could recommend

sanctions or punitive actions I **° The timing and organization of the meeting with
Bl suggest that it was organized by IG Lehrich with the specific purpose of discussing possible
post-government employment opportunities. There is no evidence that IG Lehrich took any steps
to inform ISR the purpose of the meeting was for private gain and that he was not seeking to
meet in his capacity as the Inspector General.**° [ SIS p-:ticipated in the
meeting because it was not unusual to meet with IG Lehrich to discuss official matters.*’! During
the meeting, IG Lehrich initiated the discussion about post-government employment and,
EIGEEIEE) offered 1G Lehrich employment. A reasonable person with knowledge of these
facts could question whether IG Lehrich’s actions exhibited the highest ethical principles to
which an inspector general is expected to adhere.

46 Ex. 70 at 42:16-43:7.
“7Ex. 70 at 42:16-43:7.

“ IS (id not believe that IG Lehrich had direct authority to audit RS
. Ex. 67 at 7:18-9:19.

The evidence indicates that the AbilityOne OIG believed it had such authority [ S HSISISI  or
example, in its Biennial Audit Plan for Fiscal Years 2022—-2023, the AbilityOne OIG indicated its intent to audit

"Ex. 97. DIOHOIGESE subjicctive belief does not change the fact that IG Lehrich while the Inspector
General of AbilityOne met with and inquired into post-government employment with SRR

49 Ex. 68.

450 was not aware of the purpose of the meeting and IG Lehrich declined to be interviewed to provide

evidence of whether his intention was communicated prior to the meeting. Ex. 68. [BSHDIGISEE v 2s not
interviewed.

41 Ex. 98; Ex. 99; and Ex. 100.
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IG Lehrich Created the Appearance of a Conflict of Interest by
Participating in Planning Involving an Audit of [SISHDINISEE
mneone. ...

As discussed above, the evidence indicates that IG Lehrich commenced employment
negotiations [ SNEISISENE 1o carlier than Friday, April 23, 2021.%% 1G Lehrich’s
recusal notice stated that post-government employment discussions with [ SNBSS
commenced on or about April 26, 2021. Under the ethics regulations, an employee may still be
“seeking employment” sufficient to require recusal even if formal negotiations have not yet
begun, but that distinction is not material here, as the earliest potential unsolicited
communication by IG Lehrich in pursuit of employment identified by the investigation was made
on Friday, April 23, 2021, and IG Lehrich nonetheless recused himself within three business
days on Tuesday, April 27, 2021.43

There is insufficient evidence to substantiate that IG Lehrich violated federal criminal laws by
“participat[ing] personally and substantially as a Government officer or employee in. .. a
particular matter in which . . . [the employee,] or any organization with whom he is negotiating
or has any arrangement concerning prospective employment, has a financial interest.”*>* There is
also insufficient evidence that IG Lehrich created an actual conflict of interest by participating
personally and substantially in a “particular matter” that would have a “direct and predictable
effect” on the financial interests of a prospective employer with whom the employee is seeking
employment. While an investigation or audit of discrete entities [ SIS ov!d
constitute such a “particular matter,” there were no such matters that had a “direct and
predictable effect” on [ SNENEIESE in the relevant period.*>

IG Lehrich’s participation in the decision to table the discretionary audits of [JEMEE did not
create an actual conflict of interest as it did not have a “direct and predictable effect on the
financial interests” [l The effect is not sufficiently direct, as its “chain of causation is
attenuated or is contingent upon the occurrence of events that are speculative.”**® The audit i

DI ic!uded, but was not particular to, jjjjjij In addition, any

42 Ex. 31; Ex. 66; Ex. 67 at 22:9-21, 24:8-16; and Ex. 68 at 2.

43 Ex. 66; Ex. 85; and Ex. 86.

4418 U.S.C. § 208.

433 An independent audit conducted by CLA LLP, which was finalized on March 12, 2021, involved i but this
was prior to the late-April 2021 period in which IG Lehrich began seeking employment with i} CLA LLP, Audit

of the Central Nonprofit Agency Selection of Nonprofit Agencies for Project Assignment and Allocation of Orders,
March 12, 2021,

] denied discussing, or having [N SIS discuss, the
audit with IG Lehrich after their April 2021 meeting. Ex. 68. [N sinilarly
denied any discussions between IG Lehrich and QSRR resarding audits between April 2021 and 1G Lehrich’s
departure from the AbilityOne OIG. Ex. 83 at 19:2-20:15.

456 5 C.F.R. § 2635.402(b)(1).
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number of events could have transpired between the audit planning and the initiation of the audit,
making the chain of causation too attenuated. Finally, even though an audit has the potential to
affect the finances I for example, causing them to spend money to fix discrepancies
identified by the audit, it is not necessarily the case that the audit will yield such negative
findings. Accordingly, there is only “a speculative possibility that the matter will affect the
financial interest,” meaning the effect is not direct and predictable.*’

There is, however, evidence that IG Lehrich created the appearance of a conflict of interest and
violated his recusal under the STOCK Act by participating in the development of his office’s
FY2022-2023 Biennial Audit Plan, which could have impacted i} IG Lehrich’s participation
in audit planning affecting IR runs counter to his recusal notice to the DAEO in

April 2021, which stated that, “[i]n order to prevent even the appearance of a conflict of
interest,” he would “refrain from providing any input on or other involvement with any official
matter that may involve [ SHSIEIES vnti! such time as he is no longer seeking employment
with these entities and has unequivocally terminated the employment discussion.”**

According to his curriculum vitae, IG Lehrich had previously been responsible for the ethics
program during his time as Chief Counsel at the DOT OIG, indicating his familiarity with
applicable ethics rules.** Nevertheless, IG Lehrich participated in the selection of discretionary
audits with the potential to affect his future employer’s financial interest. IG Lehrich’s additional
direction for QIR to delete a reference to his intervention also raises questions about his
awareness of the impropriety of his involvement in the audit planning.*®® When the final audit
plan was released, which did not include either of the proposed discretionary audits [
IG Lehrich was still working at the AbilityOne OIG but had signed an employment contract i
.

Additionally, DIG-Counsel Porter, who was responsible for enforcing IG Lehrich’s recusal,
acknowledged that his recusal covered both investigations and audits and that she “missed it.
Without offering any support, she posited that the recusal does not have the same weight for
audits and audit planning as it does for investigations.*%> DIG-Counsel Porter was also present
during the meeting where IG Lehrich tabled the audit and agreed with IG Lehrich regarding his
decision to table the audit.***

99462

4575 CF.R. § 2635.402(b)(2).
48 Ex. 87.

49 Ex. 2.

460 Ex. 70 at 41:7-43:7.

461 Ex. 97; Ex. 98.

462 Ex. 101 at 178:5-22.

463 Ex. 101 at 174:17-178:22.
464 Ex. 70 at 42:16-43:16.
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As discussed above, to have an actual conflict of interest, relevant ethics regulations require a
close causal link between any decision or action taken in the matter and any expected effect of
the matter on the financial interest, and the chain of causation cannot be attenuated or contingent
on the occurrence of events that are speculative. The investigation did not establish such a link.
However, based on these circumstances, it appears that a reasonable observer with knowledge of
the relevant facts could question IG Lehrich’s impartiality in the matter.*%>

Allegation 4 Conclusion

IG Lehrich may not have met the high ethical standards expected of an inspector general by
arranging meetings with [ SIS to solicit post-government employment within days
of being informed of the IC investigation and without clearly delineating his position. In other
words, he did not clarify whether he was acting in his official capacity as Inspector General or in
a personal capacity. To a reasonable observer with knowledge of these facts, it might appear that
IG Lehrich was attempting to leverage his government position by arranging meetings with
agencies under his authority without making clear that he was not doing so in his official role.

Additionally, when IG Lehrich violated the terms of his recusal by becoming involved in
discretionary audit planning at the AbilityOne OIG, he created the appearance of a conflict of
interest based on the perceived personal impairments to the independence of an inspector
general. IG Lehrich’s behavior created a “situation[] that could lead reasonable third parties with
knowledge of the relevant facts and circumstances to conclude that the OIG is not able to
maintain independence in conducting its work.”*%® “An OIG staff member’s objectivity and
independence may . . . be affected by personal financial interests that are held by the staff
member . . . or by positions the staff member holds as a trustee, director, officer, or employee of
an outside organization.”*®’ By participating in audit planning that affected B SNDIISINN
IG Lehrich was participating in a process that potentially affected the organizations he was
negotiating with for post-government employment.

IG Lehrich was aware of the ethical complications of involvement in matters potentially
affecting (SIS bascd on the language of his STOCK Act recusal notice.
Additionally, IG Lehrich should have known of these requirements from his background as the
Chief Counsel at the DOT OIG. IG Lehrich’s explicit instruction to (SIS not to annotate

465 While both 5 C.F.R. § 2635.502 and 5 C.F.R. § 2635.607 prohibit public filing employees from creating the
appearance of conflict of interest, only 5 C.F.R. § 2635.502 explicitly defines the standard. The definition used is
“where the employee determines that the circumstances would cause a reasonable person with knowledge of the
relevant facts to question his impartiality in the matter . . ..” 5 C.F.R. § 2635.502(a). See also 5 C.F.R.

§ 2635.101(b)(14). (“Whether particular circumstances create an appearance that the law or these standards have
been violated shall be determined from the perspective of a reasonable person with knowledge of the relevant
facts.”)

466 Silver Book at 10.
467 Silver Book at 16 (emphasis added).
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that the discretionary audit was tabled at the IG’s discretion further suggests that IG Lehrich did
not want others to know of his interventions. This behavior undermined the independence and

integrity reasonably expected of an inspector general by failing to meet the ethical standards
established by the Office of Government Ethics and adopted by CIGIE.

Allegation 5

Allegation: “Stefania Porter participated in the removal of [HISHDINISIEE
DI C N ursuant to a Reduction in Force (RIF) under false

pretenses and as retaliation.”

Findings: DIG-Counsel Porter engaged in conduct undermining the independence or integrity
reasonably expected of her in the senior positions she occupied by personally and substantially
participating in the removal of iR pvrsuant to a reduction in force, despite knowing that
the action was not based on a bona fide management objective. She did so in disregard of her
duties as counsel to exercise diligence in providing competent legal advice. Moreover, during
two investigative interviews, she provided statements about the force reduction that lacked
credibility because they were internally inconsistent and, at times, contrary to evidence.

Relevant Standards

Among the IC’s responsibilities is determining whether a matter involves allegations of
misconduct that undermines the independence or integrity reasonably expected of a “covered
person,” which typically includes the inspector general and senior personnel reporting to the
1G.%® As stated earlier, the Quality Standards for Federal Offices of Inspector General provide
that “integrity is the cornerstone of all ethical conduct, ensuring adherence to accepted codes
of ethics and practice.” In addition to objectivity, independence, and confidentiality,
professional judgment is an element of integrity and key to an assessment of the allegations
related to DIG-Counsel Porter.*®

The Quality Standards go on to clarify that professional judgment requires both competence and
diligence in one’s work. They state that “[c]Jompetence is a combination of education and
experience and involves a commitment to learning and professional improvement,” and that
diligence “requires that services be rendered promptly, carefully, and thoroughly, and by
observing the applicable professional and ethical standards.”*"

468 JCP&P  7.A. “Covered Persons” within the Integrity Committee’s authority include inspectors general and
acting inspectors general, as well as positions that report directly to the IG. See ICP&P {{ 2 and 4. All of the
positions that DIG-Counsel Porter held during the scope of the investigation, including during her interviews with
investigators, are covered by this definition.

469 Silver Book.
470 Silver Book at 7-8.
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The Merit System Principles, which apply to executive branch employees, also require that

“[a]ll employees should maintain high standards of integrity, conduct, and concern for the public
interest.”*’! Thus, all federal employees have a duty to be honest and candid in their dealings
with their agency and failure to fulfill this duty, in some cases, may constitute a lack of
candor.*”? When dealing with requests for information from the IC, an inspector general (or other
authorized individual) must provide the IC or its designated investigators “full and timely access
to all OIG records, documents, witnesses, and other information the IC or its designee deems
necessary . . . .”*’® Failure to fully respond to such a request can result in an independent finding
of wrongdoing against the inspector general or authorized person.

Support for Findings
The evidence indicates that DIG-Counsel Porter

e facilitated the improper reduction in force resulting in the removal of [ IER with a

demonstrated disregard for the propriety of the action; *’* and

e provided statements to investigators regarding the reduction in force that did not meet
the integrity expected of a covered person, as it was inconsistent with her own prior

statements and was contradicted by other evidence.*”

This conduct is inconsistent with DIG-Counsel Porter’s responsibilities as counsel to an
inspector general and the professional judgment expected of a person in the positions she held.

#15U.S.C. § 2301(b)(4).

472 See, e.g., Ludlum v. Dep’t of Justice, 87 M.S.P.R. 56 (2000), aff’d, 278 F.3d 1280 (Fed. Cir. 2002); Fargnoli v.
Dep’t of Commerce, 123 M.S.P.R. 330 (2016). Compared to falsification, which requires an affirmative
misrepresentation and requires an intent to deceive, lack of candor is “a broader and more flexible concept whose
contours and elements depend on the particular context and conduct involved.” Fargnoli, 123 M.S.P.R. at 337-38
(quoting Ludlum, 278 F.3d at 1284). “Lack of candor need not involve an affirmative misrepresentation, but ‘may
involve a failure to disclose something that, in the circumstances, should have been disclosed to make the statement
accurate and complete.’” Fargnoli, 123 M.S.P.R. at 338 (quoting Ludlum, 278 F.3d at 1284). While “lack of candor
does not require ‘intent to deceive,’” it “necessarily involves an element of deception.” Fargnoli, 123 M.S.P.R. at
338 (quoting Ludlum, 278 F.3d at 1284-85; citing Parkinson v. Dep 't of Justice, 815 F.3d 757, 766 (Fed. Cir. 2016);
Rhee v. Dep 't of the Treasury, 117 M.S.P.R. 640, 11 (2012), overruled in part on other grounds by Savage v.
Dep’t of the Army, 122 M.S.P.R. 612 (2015)). The element of deception requires the offender to have knowingly
made an incorrect statement. Fargnoli, 123 M.S.P.R. at 338 (citing Rhee, 177 M.S.P.R. 640, [ 11).

43 ICP&P, Addendum A, | A.

474 The evidence does not establish that DIG-Counsel Porter was aware of the protected disclosure made to
IG Lehrich related to allegations of retaliation for [l raising concerns about not meeting CIGIE investigation
standards.

475 At the time of her interview with investigators on June 30, 2022, DIG-Counsel Porter was the Acting Inspector
General for AbilityOne. Ex. 5 at 31:4-10. By the December 6, 2022, interview with investigators, DIG-Counsel
Porter had been named Inspector General for AbilityOne. Ex. 101 at 9:19-10:2.
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DIG-Counsel Porter Disregarded Her Duties as Counsel to the IG
by Facilitating the Improper Reduction in Force That Resulted in

EISNOIGIE Removal

DIG-Counsel Porter personally and substantially participated in the removal of [ SIS
BISERIE pursuant to a reduction in force. At the relevant time, she acted as both

Deputy Inspector General and as Counsel to the Inspector General and had a close working
relationship with IG Lehrich.*’® While the decision to remove [ SIS vltimately was
made by IG Lehrich, DIG-Counsel Porter was responsible for providing legal advice regarding

the action.*””

As the evidence discussed in Allegation 3 demonstrates, DIG-Counsel Porter was extensively
involved at the outset and throughout the process of executing the reduction in force, often acting
as the point person for communications with other agencies regarding the proposed
reorganization.*’® For example, DIG-Counsel Porter sent [SiSHDIESI
BRI the draft reduction in force documentation for review.*”” [ SIS described her
as “persistent in . . . pinging me about follow-up.”*® Indeed, the reduction in force could not
have happened without DIG-Counsel Porter’s substantive involvement. She sent IG Lehrich a

memorandurn NN
N N . Ptitioning for the reduction in

force, which he approved.*!

Under the IG Act of 1978, as amended, inspectors general shall “obtain legal advice from a
counsel [] reporting directly to the Inspector General or another Inspector General.”*3?
Notwithstanding that DIG-Counsel Porter may have sought input from outside sources, |jillR
DI it Vos ultimately her responsibility as the Counsel to

the Inspector General to exercise diligence in providing competent legal advice on the action.

476 Bx. 5 at 33:12-14.

477 See 5U.S.C. § 403(g) (“Each Inspector General shall, in accordance with applicable laws and regulations
governing the civil service, obtain legal advice from a counsel either reporting directly to the Inspector General or
another Inspector General.”); see also Ex. 101 at 10:21-11:3.

48 Bx. 5 at 270:11-273:5.

47 Ex. 102 at 30:17-31:5; Ex. 103.
480 Ex. 102 at 8:15-19.

8L Ex. 104.

425 1U.S.C. § 403(g).
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DIG-Counsel Porter Knew the Reduction in Force Was Not
Undertaken for Bona Fide Management Reasons

The investigation found that the purported rationale for the reorganization was not credible
(see Allegation 3). As stated previously, while many management considerations may justify
an agency’s reorganization, it cannot be used to circumvent an employee’s procedural rights.*s?
While there was not a preponderance of evidence that DIG-Counsel Porter was aware of i
R protected disclosure about the OIG not meeting CIGIE standards, which was a
contributing factor in [ SIS rcmoval (as discussed in Allegation 3), DIG-Counsel
Porter knew the reorganization lacked a credible rationale and was intended to target
EISGNEIES for removal. The following facts, also described more fully in Allegation 3,
support this conclusion.

¢ Email communications between DIG-Counsel Porter and IG Lehrich demonstrate
frustration with (S SIS and show IG Lehrich’s apparent interest in removing [l
from the organization. DIG-Counsel Porter said that, as early as October 2020, she knew
that she and IG Lehrich planned to remove [ SIS

e DIG-Counsel Porter knew that the decision to limit the competitive area to the Office of

Investigations, R
I Vs contrary to the advice of outside counsel.

e DIG-Counsel Porter was aware that IG Lehrich chose not to waive the maximum entry

age DIOHDINISEE - (hus cnsuring that [SSEIEE couvld not compete for

the new position.

Moreover, DIG-Counsel Porter was aware from a December 2018 email that IG Lehrich wanted
to pursue the law enforcement model for the AbilityOne OIG’s Office of Investigations il
DICIDIC I ¢ [ November 2020, at the same time
that DIG-Counsel Porter and IG Lehrich were discussing their plan to subject S SHDIES to 2
reduction in force, DIG-Counsel Porter forwarded the December 2018 message to 1G Lehrich,
noting, “[t]his was 5 months before we hired [jiij”**®> Forwarding this email evidences that
DIG-Counsel Porter had reason to know that the stated basis for the reduction in force was not

483 Losure v. Interstate Com. Comm’n, 2 M.S.P.B. 361, 363, 2 M.S.P.R. 195, 199 (1980).

484 In a December 2018 email to all AbilityOne OIG staff, IG Lehrich announced Ms. Porter’s promotion to Counsel
to the Inspector General and wrote of his intent to “further evolve the investigative office as an 1811 criminal
investigator office. We are preparing the application to the DOJ for law enforcement deputation pursuant to our
authority under the IG Act and we will focus our resources and attention on building a 1811 cadre and joint
investigations with partners.” Ex. 105.

485 Ex. 105.
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credible. Having articulated the intent to use a law enforcement model five months earlier, the

AbilityOne OIG nevertheless hired [N ¢

DIG-Counsel Porter said that when the AbilityOne OIG hired [l SHDINISNEENEEEEE
as “sort of the perfect person” because SIS cov!d be hired directly without

competing the position and |jjjjjilij had completed the training necessary to qualify as a GS-1811
criminal investigator.**’ She explained that, [ SHEISISE. shc knew that
DIGEEIES v as older than 37, but also understood that there “is a very simple exception that
one can waive the age and you become an 1811.”*8 That IG Lehrich had intended to pursue a
law enforcement model when [SNSHEIEEE w2 hired [DISHEIEIEN is inconsistent with the
position articulated in the reduction in force memorandum that using a law enforcement model
necessitated the reorganization and resulting removal [ SHDIEISE

DIG-Counsel Porter Did Not Exercise the Required Due Care and
Thoroughness to Ensure She Provided Competent Legal Advice
Regarding the Reduction in Force

Although DIG-Counsel Porter asserted to VA OIG investigators that she believed her advice on
the force reduction was proper based on the guidance she obtained from others, the evidence
does not support that assertion.

DIG-Counsel Porter said that she could not recall if there was any legal analysis done to

support the proposition in the reduction in force memorandum that the Office of Investigations
must be (DI @ |2V cnforcement authority model.*®
DIG-Counsel Porter further stated that her basis for believing the reduction in force was
appropriate was because it was what IG Lehrich wanted “[a]nd because of . . . the advice that we
got from . . . [DISHDINISIEEEEEEEEE ' s that this was the appropriate way to do
it, and that it was appropriate, justified, and straightforward.”**° DIG-Counsel Porter told
investigators that her role in the reduction in force “could have been about advising the OIG, the
IG about this, but I do not have . . . personnel law, employment law expertise . . . .”*! She added
that because “I didn’t have it, and [ S DIESE didn’t have it . . . we sought advice from
another OIG that is known for having that expertise, and then also from outside counsel who
hadit....”*?

486 Ex. 105.

47T Ex. 5 at 210:18-211:5.
W8 Ex. 5at211:6-11.

489 Ex. 5 at 294:6-295:12.
490 Ex. 101 at 54:1-19.
1 Ex. 101 at 42:9-18.
492 Ex. 101 at 42:9-18.
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DIG-Counsel Porter explained that, while the reduction in force memorandum was addressed
from her to the IG, it was based on “the information that we received from the two entities that
were advising us.”*?3 When asked whether the reduction in force memorandum was accurate,
she responded,

Based on the research that was done by S SSIESE by vs sccking advice
from . . . [DISHEIEE . that . . . is well known in the community for being experts
in employment law, and based on what the counsel, outside counsel had

said . . . then I understood this to be correct.***

None of the three sources she referenced—research conducted by [l SHDINIESIEEEEEEEEEE

inputs, and advice of outside counsel—supports that the reduction in force was legally accurate
or proper. Indeed, they disregarded outside counsel’s advice that the reduction in force was not
proper.

DIODINIOEEEEEE Rcsearch Did Not Relate to Critical

Components of the Reduction in Force
IO (id not research critical components of the reduction

in force. DSBS had done some research into the statutes and regulations governing the
execution of a reduction in force and had offered advice on the related memorandum. R

EICHOINIEEE h2d ‘never looked into . . . the legal requirements [ SNBSS
DI ' hich was used as the reduction in force memorandum’s

basis for the office’s reorganization.*”” j explained that there was never any talk about “any

legal requirement [SISHDINISIEEEEEEEEEEE - <"d to my knowledge, that does not
exist.”*° [DISHEIEIEE s never asked to look into that.”™**” i described the decision il

EDICEDIS s 2 high-level business necessity determination.*”®

DIG-Counsel Porter Improperly Used [ SISHBIEIE Advice to Justify
the Reduction in Force

DIG-Counsel Porter said that she relied on [ SIS advice as a justification for the
reduction in force. She told investigators that [ SIS o!d

us about . . . how to go by in a situation like ours.” DIG-Counsel Porter said, “Jijij gave us advice

on it, and [JiEEER put us in touch . . . with [ SHEIIEEE vho are experts in it, and IR

493 Ex. 101 at 43:7-11.

494 Ex. 101 at 44:14-45:4.

49 Ex. 11 at 179:6-17, 174:6-8, 114:8-10.
46 Ex. 11 at 116:2-5.

“TEx. 11 at 116:6.

48 Ex. 11 at 115:18-116:10.
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would] make sure that . . . [we] get advice on this, on how to do it.”** What [BSHBIEISE
was saying, according to DIG-Counsel Porter, was “yes, in this case [the reorganization] was

appropriate.”®

When pressed whether there was documentation showing [ SIS advice that the
reduction in force was appropriate, DIG-Counsel Porter stated that [ SIS
“advised that that was the appropriate response . . . I don’t have any notes . . . I recall that it was
a phone conversation . . . .”>°! When asked whether anyone confirmed the validity of )
EICEOINIEE dvice, DIG-Counsel Porter stated they followed up with SIS
-.502 BISEEIE) cmployees and contractors explained that their involvement was limited.
There is no evidence of a memorandum of understanding or other agreement between the
AbilityOne OIG and [DESHEIEIE. demonstrating that [ SIS assistance was provided
informally and not as part of a written, binding agreement.>*?

In opposition to DIG-Counsel Porter’s statement, S S DI h2d ncver

done a reduction in force before and would not have directed another OIG on how to conduct
one.”* Further, [N referred IG Lehrich and DIG-Counsel Porter to [ NDINIEEE

EISNEIGEIEEE (o provide better insight into the reduction in force process.”” DSBS
in turn, referred the matter to NG
DO EEEMENE dcnicd being familiar with

critical components of the reduction in force, such as scope of the competitive area.>"’
BIGHEIIE docs not recall ever having the discussion with DIG-Counsel Porter regarding
whether a reduction in force would be appropriate under the circumstances.’*®

BISNEIS -ssisted with revising the reduction in force documentation but said that the work
B for the AbilityOne OIG “probably was a very quick and dirty for me . . . [blecause I was
probably a little busy.”" jjjij did not specifically remember any conversation with the

AbilityOne OIG about the reduction in force: [ NG
DIODINOE DIONOINISE v 2s not familiar with all the circumstances of the

matter and did not advise on other critical components of the reduction in force. For instance,

49 Ex. 101 at 49:9-14.

S0 Ex. 101 at 48:20-49:14.

SO1Ex. 101 at 50:7-18.

S92 Ex. 101 at 50:20-51:16.

53 Ex. 106 at 34:14-15; Ex. 102 at 22:8-23:5.
S04 Ex. 106 at 16:12-15, 19:15-16, 22:7-24:5.
595 Ex. 106 at 24:22-25:10, 29:13-30:10.

506 Ex. 102 at 8:7-10.

597 Ex. 102 at 59:6-11.

508 Ex. 102 at 23:11-14.

S99 Ex. 108 at 46:9-12.
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BISHEIEE 2!so said that no one asked Jjjjj about the appropriate competitive area for the
reduction in force and that, in |jjjjijiil§ opinion, the whole agency would be the competitive area
for the reduction in force for an organization the size of the AbilityOne OIG, stating “that’s a no-
brainer.” " [l made clear IR input was limited to “HR” questions and [l felt it
important that the AbilityOne OIG seek a legal review of the reduction in force.>!!

DIG-Counsel Porter’s reliance on [ SIS advice to justify the reduction in force would
not have been consistent with her duty as counsel. Moreover, neither [ SIS »or
Bl coroborated DIG-Counsel Porter’s statement that they provided
advice that a reduction in force was appropriate in this specific circumstance or could be justified
on the bases outlined in the reduction in force memorandum.

Outside Counsel Warned That the Reduction in Force Was Improper

DIG-Counsel Porter stated that AbilityOne OIG leaders solicited input from outside counsel
because “that is the type of legal expertise we were asking for, making sure that . . . the thing is
done correctly [because] we certainly wouldn’t do something—we don’t want to do something
that maybe violates [ SIS rights'> However, the reduction in force disregarded
advice from outside counsel who advised that, “we believe the appropriate competitive level

would consist of [N N
I

In her June 30, 2022, interview with investigators, DIG-Counsel Porter responded that outside
counsel addressed the concerns about the competitive area with either S SDIIISEE
BISEEIE or |G Lehrich, suggesting that she was not involved.”'* As discussed above,
DIG-Counsel Porter said that she believed this was resolved and that outside counsel did not
understand OIG organizations.’'> VA OIG investigators followed up to request documentation
showing how this issue was resolved, which she did not provide. During her interview with
investigators on December 6, 2022, DIG-Counsel Porter also said,

S1I0Ex. 108 at 51:11-52:5.

SITEx. 108 at 47:19-21.
S12Ex. 5 at 303:11-304:4.

S13Ex. 109 at 2.

514 Ex. 5 at 300:2-10.

515 Ex. 5 at 302-305. Under reduction in force regulations, each OIG activity should be considered separately.
During her first interview, DIG-Counsel Porter, who was by then the Acting IG, said that an “OIG activity”
referenced each division within an OIG (i.e., audits, investigations); however, a more accurate interpretation is that

the regulations require that each OIG be considered its own entity. Several departments have more than one
inspector general.
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I looked into my emails . . . and I did not find something that would respond to
that. But I recall that . . . it was resolved because Tom Lehrich [] was okay with
going ahead with [the reduction in force].>!®

She explained that she understood that the reduction in force was appropriate “per the advice we
received from [N .] that is knowledgeable about this, and [outside counsel] doesn’t

know about, in detail about the role of NN
DI - 2d that is consistent with advice we received from
B 2bout this."

IO had specific conversations with DIG-Counsel Porter and

IG Lehrich about the risks associated with the reduction in force identified by outside counsel,
stating “[t]hey felt like the business needs . . [DISHDINIEIEEEEEEEEEEEEEEEEE
BDIONEUIE outweighed the risk that we might lose, you know, if this were to be litigated in
the MSPB [Merit System Protection Board], and they were willing to . . . take that risk.”>'8

DIG-Counsel Porter was a direct recipient of outside counsel’s advice that the reduction in force,
as written, inappropriately scoped the competitive area. There is no evidence that outside counsel
ever changed its opinion on this matter, only that AbilityOne OIG leaders decided to move
forward contrary to outside counsel’s advice based on the unsupported conclusion that the matter
was resolved because, according to DIG-Counsel Porter, “the competitive areas are separate,
[and] the OIG has different/separate units.”"? DI statcd that
DIG-Counsel Porter had personal knowledge of the legal risks associated with moving forward
with the reduction in force and the fact that the agency would likely lose if challenged at the
MSPB. DIG-Counsel Porter said that outside counsel supported the legality of the reduction in
force, but when confronted with the email detailing their actual advice, she instead raised
DISEEIEE input as support for the reduction in force, which is similarly problematic.

Despite explaining that she and her staff lacked the competence to correctly implement the
reduction in force, DIG-Counsel Porter ignored the advice of outside counsel. The outside
counsel they retained to advise them on this specific point of law told them that the competitive
area could not be limited to (SIS Nonetheless, the final reduction in force used
the same problematic competitive area highlighted by outside counsel. DIG-Counsel Porter did
not point to any specific advice that she or her staff provided to 1G Lehrich that would have
supported the single-person reduction in force. The purported reliance on S SDIESE is also
unavailing given the lack of any formality to the consultation, [ SIS confcssed
lack of experience in conducting a reduction in force, and limitations on the other staff’s role.

316 Ex. 101 at 64:12-16.
SITEx. 101 at 63:11-65:6.
SI8Ex. 11 at 127:4-18.
319 Ex. 110.
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That the reduction in force was a pretense for the targeted elimination of [ SIS is
further supported by the fact that AbilityOne OIG leaders did not provide a waiver [N
on the age requirement for the 1811 position, excluding [SISHDIISENE -

While it is permissible for management to assess risk and take actions that carry legal risk,
whether acceptable or overturned if challenged, the totality of the facts here indicate that
DIG-Counsel Porter did not have a reasonable basis to recommend proceeding with the reduction
in force.

DIG-Counsel Porter’s Lack of Credibility During the IC Investigation
Did Not Meet the Integrity Reasonably Expected of a Covered
Person

As stated earlier, DIG-Counsel Porter was interviewed twice during this investigation. The first
interview was held on June 30, 2022, when she was the Acting Inspector General for the

AbilityOne OIG, and the second on December 6, 2022, when she was the Inspector Genera
During these interviews, she responded to the questions asked by investigators. Her responses,

however, lacked credibility when she contradicted herself or made statements contrary to other
521

1 520

evidence.

As described in the sections above, DIG-Counsel Porter mischaracterized the advice she
personally received from subordinates and outside agencies. Her statement regarding the

research done by [BISHDINISEEEEE "d advice provided by staff at [
BISEEIE conflicted with other evidence identified in the investigation.

DIG-Counsel Porter’s statements regarding the advice of outside counsel also were not credible,

as they were inconsistent and contrary to [ SHDIISIEEEEE st tcments. Outside
counsel had advised that the reduction in force as drafted was not proper because the appropriate
competitive level would consist of [ SIS
_522 When asked in her June 30, 2022, interview how the
issue was resolved prior to executing the reduction in force, DIG-Counsel Porter responded that
outside counsel addressed that issue with either [ SIS o: (G Lchrich,
suggesting that she was not involved.>?* When VA OIG investigators showed her outside
counsel’s email about the competitive area that was directed to her and [ SIS

ENSNEEE) she said.

520 Ex. 5; Ex. 101.

32! Credibility is the quality that makes something worthy of belief. A credible witness is one whose testimony is
believable. Black’s Law Dictionary, 8th ed. (2004), “credibility” and “credible witness.”

522 Ex. 109.
523 Ex. 5 at 300:2-10.
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I mean, obviously I was . . . in the know because I saw this had been sent to me,

but I also see that I kind of immediately forwarded it to Tom [Lehrich] and

copying [N
When asked if outside counsel approved the final version of the reduction in force memorandum
limiting the competitive area, DIG-Counsel Porter responded that she didn’t know or could not
recollect. After the interview, VA OIG investigators asked DIG-Counsel Porter for
documentation showing how outside counsel’s concerns were resolved, which she did not
provide. During her December 6, 2022, interview with investigators, DIG-Counsel Porter

explained that she understood it was resolved because “Tom Lehrich then was okay with going
ahead with this.”*

Although her explanations regarding how outside counsel’s objections were addressed shifted,
DIG-Counsel Porter’s consistent position was that the concerns were somehow resolved.

In contrast, (SISO s-id that the concerns raised by outside counsel
were never resolved but that DIG-Counsel Porter and IG Lehrich decided to proceed despite
the legal risks.

During the December 6, 2022, interview, DIG-Counsel Porter also said that the basis for
restructuring the Office of Investigations was that the office needed a different model (criminal
law enforcement) based on the types of investigations they were conducting.”?® When asked how
investigations would differ R
DIG-Counsel Porter responded that 1811s had forensic training [ GBS >’ She
explained that if the AbilityOne OIG had 1811s they could pull information about FISMA
parameters, which she said was done instead by use of a contract with the United States Postal
Service (USPS) OIG, noting that other OIGs also used the USPS OIG for similar services.?®
When asked whether all 1811s had this forensic training, she retracted her prior statement, telling
investigators this “was one example, and if it’s incorrect then it’s incorrect.”**® She did not offer
any alternative explanation for the need for a criminal law enforcement model.

In addition, her comments ignore that she was aware that [ SIS had the same training as
1811s and could have competed [ SDINISI Vith an age waiver, which

324 Ex. 5 at 303:14-17.

325 Ex. 101 at 64:10-16.

26 Ex. 101 at 103:8-13.

27 Ex. 101 at 104:16-107:17.

328 DIG-Counsel Porter’s explanation that one reason for needing [ SIS was to provide services that they
outsourced to the USPS OIG is inconsistent with her repeated statement that IG Lehrich wanted [SESHEIRS)] ‘o be
like other OIG offices. Her own assertion was that other OIG offices outsourced services to USPS and not that they
brought them in-house to be performed by an 1811.

52 Ex. 101 at 107:14-17.
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IG Lehrich had the discretion to grant but did not.>* Moreover, her comments support that she

understood [DISHDINISIEEEEEEEEEE 2 !c2dy had FLETC training required to be
an 1811 and ] was hired with the specific intention [ SIS become an 1811.

DIG-Counsel Porter’s statements across both interviews regarding the age waiver for 1811s
changed multiple times. Her answers also were inconsistent with the evidence that she claimed
justified her position. Initially, DIG-Counsel Porter said that it was not possible for
BISEEIEE to become an 1811 because [jjjiillij <missed the chance at 37.”%*! DIG-Counsel
Porter stated this understanding was based on research done by [BISHDIISIINNEEEEEE

which she remembered to be memorialized in a memorandum.>*?> The memorandum written by
DI d rcviewed by VA OIG investigators states that an IG has
discretion to waive the maximum entry age for GS-1811 positions and states that the entry age at
OIGs ranges from 34 to 40.°% After repeatedly stating that the maximum entry age could not be
waived, DIG-Counsel Porter acknowledged that [ SHSIISIEEEE did say that IGs
have “so much power or authority . . . to change all of this and at the end give the 1811 to
somebody who otherwise does not qualify.”>3* However, she said doing so would “subvert[]the
order of how it is like in all of the OIGs in government.”* She said it was “something never
done before” but did not state the basis for this belief.>

During her subsequent interview in December, DIG-Counsel Porter said that her belief regarding
the maximum entry age was based on what she understood to be the practice in the community
based on discussions and information [ S NDISI >’ Following her second
interview, VA OIG investigators requested a copy of the listserv correspondence she mentioned;
what DIG-Counsel Porter sent did not corroborate her statement.’*® Ultimately, DIG-Counsel
Porter said that “Tom Lehrich . . . was tasked to creat[e] an office and he wanted the office to be

530 Ex. 5at2319-11, 264 20-265:4.
31 Ex. 5 at 252:6-8.
32 Ex. 5 at 246:16-249:3.

>3 Ex. 13. In an August 2022 email forwarding the memorandum to DIG-Counsel, Porter, S SDIEISEE
BIGHEIE® vrote “I began preparing [the memorandum] back in 2020 but never finalized [it]” and [l “vsed
the document as a basis to inform [jjjiij discussions with Tom [Lehrich] and [DIG-Counsel Porter], but jjjji§ did not
ultimately share the document with either of [them].” Ex. 111.

34 Ex. 5 at 264:14-265:14.
35 Ex. 5 at 265:5-8.

36 Ex. 5 at 265:8-14.

37 Ex. 101 at 70:1-71:14.

338 Ex. 112; Ex. 113. The listserv email attachment discusses mandatory waivers of maximum entry-age for
preference-eligible veterans and says nothing about discretionary waivers of maximum entry-age.
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like the other offices.”*° She said that “other IGs were staffing their investigations of the type
we do always with 1811s and we wanted to have it the same way.”>*

DIG-Counsel Porter’s statements—included at Appendix B—about whether it was necessary i

N Y ¢ similarly problematic. She did not
identify any legal or personnel rule to explain the purported “need” for [ SIS, as stated

in the reduction in force memorandum, SISO - Rather, she
explained that it was the practice in the community, and it was what IG Lehrich envisioned for
the office.

In the end, over the course of her interviews during which VA OIG investigators often had to ask
the same questions repeatedly to solicit responsive and relevant information, DIG-Counsel Porter
was unable to articulate a rational explanation to support the assertion in the reduction in force

documentation [ ENR

These examples demonstrate that DIG-Counsel Porter’s statements during her interview, at
times, lacked credibility. This was because they were inconsistent or she misstated information
that she either knew or reasonably should have known when discussing the purported bases for
justifying the reduction in force that resulted in [{SSSIESESN removal. This repeated behavior
fails to meet the standards for integrity expected of a covered person.

Allegation 5 Conclusion

DIG-Counsel Porter did not meet integrity standards reasonably expected of someone holding
the positions she occupied. Pursuant to CIGIE standards, professional judgment (“working with
competence and diligence”) is an aspect of integrity.’*! DIG-Counsel Porter failed to provide
competent legal advice about the reduction in force and lacked objectivity. She did not exercise
due care and thoroughness to ensure her guidance was accurate and supported. The reduction in
force targeted a single individual she and IG Lehrich had complained about, and she was unable
to articulate a bona fide management objective for the action. DIG-Counsel Porter had been
warned of legal risks by outside counsel, but her responses during investigative interviews
demonstrated that she allowed IG Lehrich’s wishes for the reduction in force to override her
responsibility to provide competent legal advice. She signed the memorandum IG Lehrich
approved for the reduction in force without addressing the identified legal flaws, which resulted
in the removal of SR Additionally, DIG-Counsel Porter’s statements to VA OIG
investigators were at times not credible. After lengthy attempts by VA OIG investigators to get
clear responses, some of DIG-Counsel Porter’s statements were evasive, inconsistent, and
contradicted by other evidence.

539 Ex. 101 at 78:19-21.
540 Ex. 101 at 71:9-79:6.
341 Silver Book at 7.
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Appendix A: Exhibit List'

1 | CIGIE IC, letter to VA OIG, Request for Assisting Inspector General Investigation into Case
Number 21-019, April 26, 2021

2 | “Thomas K. Lehrich Inspector General” (web page), AbilityOne OIG, accessed June 7, 2021,
https://www.abilityone.gov/commission/documents/OIG%20Bio.pdf

3 | DIOEEIEE . cmail message to VA OIG, July 9, 2021, [DISHDINISNEE
(b) 6). ® (O ]

4 | “Tom Lehrich, Vice President, Agency Support” (web page), [BISHDINISIENEEEE

5 | Transcript of VA OIG Interview of Stefania Porter, June 30, 2022

6 | Transcript of VA OIG Interview of [ SIS Scptember 21, 2021

7 | Transcript of VA OIG Interview of [[SSHEDINESEN. April 28, 2023

8 | Transcript of VA OIG Interview of [ SIS 1y 6. 2021

9 | DIOHEINIEE & cctronic Official Personnel Folder

10 | Transcript of VA OIG Interview of [DSIBIE. May 26, 2022

11 | Transcript of VA OIG Interview of [ SIS ) v c 28, 2022

12 | Transcript of VA OIG Interview of [ SIS . /uly 7. 2021

13 | Transcript of VA OIG Interview of [ SIS Scptember 23, 2021

14 | Transcript of VA OIG Interview of [ SISIISE. April 27, 2023

15 | Complaint of Abuse of Authority, CIGIE IC Case Number 21-019, April 8, 2021

16 | Memorandum of Understanding between the Council of the Inspectors General on Integrity
and Efficiency and the U.S. Department of Veterans Affairs Office of Inspector General for
Provision of Reimbursable Investigative Support Services to the Integrity Committee,
May 24, 2021

17 | CIGIE IC, letter to VA OIG, Request for Assisting Inspector General Investigation into Case
Number 21-019, August 11, 2021

18 | CIGIE IC, letter to VA OIG, Request for Assisting Inspector General Investigation into Case
Number 21-019, June 2, 2022

19 | VA OIG, Witness Interview Log, June 22, 2023

20 | “Investigative Connections Terms Report” (web page), Nuix Investigate case number 2021-
B accessed June 29, 2023

21 | “Investigative Connections Terms Report” (web page), Nuix Investigate case number 2021-
EIGEEIIE) . accessed June 29, 2023

22 | VA OIG, email message to Thomas Lehrich, July 8, 2021

23 | BISERE ctter to the CIGIE IC, September 27, 2021

24 | BB cmail message to VA OIG, February 9, 2022

25 | VA OIG, letter to NSNS February 7, 2022

26 | VA OIG, email message to [DSHDIIENE. Arril 15, 2022

27 | DIOHEIEN . cmail message to VA OIG, July 22, 2022

! Email messages listed in this exhibit list are identified based on the most recent email in the chain but may contain
other emails earlier in the chain, including the same or different senders and/or recipients.
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28 | VA OIG, email message to [ SIS Scptember 16, 2022

29 | DICHEEIEE. cmail message to VA OIG, July 5, 2022

30 | Unsigned Certificate of Voluntary Compliance with VA OIG Subpoena, Thomas Lehrich,
January 18, 2022

31 | CIGIE IC, letter to Thomas Lehrich, Integrity Committee Case 21-019: Notification of
Investigation, April 22, 2021

32 | VA OIG, Memorandum to File, Phone call with Inspector General Thomas Lehrich,
June 29, 2021

33 | Stefania Porter, email message to VA OIG, July 9, 2021

34 | AbilityOne Commission, General Rules of Behavior for IT Users, February 20, 2018

35 | AbilityOne Commission, PowerPoint Presentation, Cybersecurity and Awareness Training,
October 2018

36 | Transcript of VA OIG Interview of [ SIS March 10, 2022

37 | VA OIG, Subpoena to Thomas Lehrich, January 18, 2022

33 | BB cmail message to VA OIG, February 2, 2022

39 , email message to Thomas Lehrich and Stefania Porter,
December 8, 2020

40 | Stefania Porter, email message to Thomas Lehrich, December 9, 2020

41 | VA OIG Cyber Investigations and Technical Operations Division, Forensic Report, Attempts
to unlock the AbilityOne iPhone, assigned to former Inspector General Thomas Lehrich,
May 2, 2023

42 | Transcript of VA OIG Interview of (S SIS Scptember 3, 2021

43 | Transcript of VA OIG Interview of [ SIEIESN: Scptember 20, 2021

44 | ISHDIE . cmail message to Thomas Lehrich, October 29, 2020

45 | Thomas Lehrich, email message to S SIS Janvary 13, 2020

46 | AbilityOne OIG, Draft Report of Investigation, Attempted Removal of AbilityOne OIG Server
DI - (afted October 20, 2020

47 | OIG, Committee for Purchase From People Who Are Blind or Severely Disabled (CPPBSD),
Investigations Unit Investigation Procedures, May 7, 2018

48 | Transcript of VA OIG Interview of (SIS . May 5, 2023

49 | DIOHUINIEEN: cail message to Thomas K. Lehrich, February 18, 2021

50 | Thomas Lehrich, email message to [ SHDIESE. Fcbruary 3, 2020

51 , discussion document, Investigation into Attempted Removal of
AbilityOne OIG Server, February 20, 2020

52 | DIOHUIIEE. <.l message to Thomas Lehrich, February 20, 2020

53 | Transcript of VA OIG Interview of [N SIS March 28, 2022

54 | DIOHEIIEIN. <ol message to Thomas Lehrich, March 19, 2021

55 , Microsoft Teams meeting invite, Trial Run for the April 8 Commission
Meeting (Public), March 19, 2021

56 | Stefania Porter, email message to Thomas Lehrich, June 1, 2020

57 | AbilityOne OIG, Investigative Plan, Spearphishing Attack on Al, June 15, 2020
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58 | AbilityOne OIG, Report of Investigation, Spoofing Attack on the U.S. AbilityOne Commission
Resulted in Payroll Fraud, Data Breach and Revealed Commission Staff Violated IT Policies,
August 3, 2020

59 | CliftonLarsonAllen LLP, Draft Audit Report, December 2020

60 | Thomas Lehrich, email message to [ GBS 'uly 23. 2020

61 | Thomas Lehrich, email message to SIS /vy 28, 2020

62 | Thomas Lehrich, email message to [ GBS 'v!y 30, 2020

63 | DIOHEIE . cmail message to [[DIDNDINISE. vy 31, 2020

64 | [DIOHEINIESE: Report of Investigation Microsoft Word file comparison, July 31, 2020

65 | Thomas Lehrich, email message to S SIS Avgust 4, 2020

66 , various email messages with Thomas Lehrich, April 2021 through
July 2021

67 | Transcript of VA OIG Interview of NSNS March 8, 2022

68 | VA OIG, Memorandum of Interview of [ SIS, April 21, 2022

60 | DIOHDINIEEE . (c<t messages with Tom Lehrich, April 23, 2021 through
August 2, 2021

70 | Transcript of VA OIG Interview of [ SIS . November 30, 2022

71

72

73 | Thomas Lehrich, Electronic Official Personnel Folder

74 | Handwritten notes from [ SIS c2rding Thomas Lehrich, April
through July 2021

75 | VA OIG, Analysis of Thomas Lehrich’s phone records, April 11, 2022

76 | Thomas Lehrich, email message to ISR May 8, 2021

77 | Thomas Lehrich, email message to IR May 8, 2021

78 | Thomas Lehrich, email message to [SSHSINEEE. May 8, 2021

79 | IO <l message to Thomas Lehrich, April 27, 2021

80 | Thomas Lehrich, email message to [( SNBSS 'uoc 2. 2021

81 | Thomas Lehrich, email message to [[SHDIISIE Ju ¢ 8. 2021

82 | Thomas Lehrich, email message to (SO Jurc 8. 2021

83 | Transcript of VA OIG Interview of [ SIS March 7, 2022

84 | Consultant Services Agreement between [ SIS 2d Thomas
Lehrich, June 23, 2021

85 | (DIOHEUINIEIN . cmail message to Stefania Porter, April 27, 2021

86 | Thomas Lehrich, Notification of Post-Employment Negotiation or Agreement and Recusal
Statement, April 27, 2021

87 | DISHEIEIEEN Mcmorandum to Stefania Porter, Thomas Lehrich’s Recusal While
Seeking Employment and Screening Arrangement, April 27, 2021

88 | AbilityOne OIG, Worksheet for Annual Audit Planning for Fiscal Years 2022-2023
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89 | (DIONEIEE . cmail message to Stefania Porter, May 24, 2021

9 | DIONEIE . Audit Plan Worksheet, November 23, 2022

91 | Stefania Porter, Thomas Lehrich, and [ SHESIEIS] Microsoft Teams meeting invite, Audit
plan ranking; June 8, 2021

92 | Stefania Porter, Microsoft Teams meeting invite to Thomas Lehrich and [ SIS -
June 8, 2021

93 | Stefania Porter, email message to Thomas Lehrich, June 8, 2021

94 | DISNEIE . 2udit planning timeline, January 1, 2021 through July 31, 2021

95 | Stefania Porter, email message to [ SIS . Jure 2, 2021

96 | Stefania Porter, email message to [ SIS . June 3, 2021

97 | AbilityOne OIG, Biennial Audit Plan for Fiscal Years 2022—2023, June 30, 2021

98 | Consultant Services Agreement between [ SIS :d Thomas
Lehrich, June 23, 2021

99 | Thomas Lehrich, email message to [SSHEIEEE]. June 24, 2021

100 | DNONEINS) . cmail message to Thomas Lehrich, July 7, 2021

101 | Transcript of VA OIG Interview of Stefania Porter, December 6, 2022

102 | Transcript of VA OIG Interview of [ SHSIESN . January 20, 2023

103 | Stefania Porter, email message to Thomas Lehrich, November 5, 2020

104 | Stefania Porter, Memorandum to Inspector General, U.S. Ability One Commission, |[JilER
BISEOIS . February 18, 2021

105 | Thomas Lehrich, email message to Stefania Porter, November 3, 2020

106 | Transcript of VA OIG Interview of [[SSDIISE. 'anvary 12, 2023

107 | Stefania Porter, email message to [(S SIS October 26, 2020

108 | Transcript of VA OIG Interview of [ SIS Fcbruary 3, 2023

109 | Stefania Porter, email message to Thomas Lehrich, January 11, 2021

110 | Stefania Porter, email message to VA OIG, September 27, 2022

111 | Stefania Porter, email message to VA OIG, August 16, 2022

112 | Stefania Porter, email message to VA OIG, December 13, 2022

113 | Office of Personnel Management, Memorandum, Change in Maximum Entry-age
Requirements for Veterans’ Preference Eligibles, August 26, 2009

114 | Stefania Porter, email message to Thomas Lehrich and (S SDISESEE Fcbruary 11, 2021

115 | Stefania Porter, email message to [ SIDIBESEN . January 15, 2021

116 | Thomas Lehrich, memorandum to [[SSHSISESE O/icial Notification of RIF,
February 18, 2021

117 | Stefania Porter, email message to Thomas Lehrich and [ SIS March 18, 2021

118 | DISHEIS . cmail message to VA OIG, December 20, 2023
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DIGNEIEIE October 16, 2020

120 | AbilityOne OIG, Position Description [N
BEEEER October 16, 2020

121 | DIONOINIEEN Draft Memorandum to Stefania Porter, Recusal While Seeking

Employment and Screening Arrangement, April 27, 2021
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122 | Thomas Lehrich, email message to [ SIS . Avugust 25, 2020

123 | Stefania Porter, email message to [ SISISE. October 26, 2020

124 | Stefania Porter, email message to [ SIS October 27, 2020

125 | (DIONEINIEN . cmail message to Thomas Lehrich, October 27, 2020

126 | Stefania Porter, email message to [N
November 12, 2020

127 | Stefania Porter, email message to Thomas Lehrich, November 16, 2020

128 | Thomas Lehrich, email message to Stefania Porter and S SIS
November 17, 2020

129 | Stefania Porter, email message to Thomas Lehrich, December 3, 2020

130 | DIONOINIEN. cmail message to Thomas Lehrich, December 2, 2020

131 , Draft Memorandum to Stefania Porter, Maximum Age Requirement
for GS-1811s, November 4, 2020

132 | Thomas Lehrich, email message to Stefania Porter, December 10, 2020

133 | (DIONEINISE < mail message to Thomas Lehrich, December 11, 2020

134 | Lisa Rein, email message to Thomas Lehrich, August 30, 2020

135 | Thomas Lehrich, email message to Lisa Rein, August 31, 2020

136 | Lisa Rein, email message to Thomas Lehrich, August 31, 2020

137 | Thomas Lehrich, email message to Lisa Rein, October 6, 2020

138 | Lisa Rein, email message to Thomas Lehrich, October 14, 2020
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146 | AbilityOne OIG, Memorandum of Interview, IS esignation, December 17, 2020
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151 | Thomas Lehrich comments on Draft Audit Report, Performance Audit Report on the Central
Nonprofit Agency Selection of Nonprofit Agencies for Project Assignment and Allocation of
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152 | Thomas Lehrich, email message to [ SIS . October 30, 2020

153 | DIOHEIES . cmail message to (DSBS . Avgust 21, 2020

154 | McConnell & Jones LLP, proposal to assess Federal Information Security Modernization Act

(FISMA) compliance for the AbilityOne Commission, July 30, 2020
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155 | AbilityOne Commission, Performance Work Statement for FISMA Audit Services,
June 12, 2020

156 | DIONEINS . cmail message to [P . October 30, 2020

157 | Thomas Lehrich, email message to [ SIS October 30, 2020

158 | Thomas Lehrich, email message to [ SIS . October 30, 2020

159 | Thomas Lehrich, email message to [(S SIS, October 30, 2020

160 | Thomas Lehrich, email message to [ SIS . October 30, 2020

161 | Thomas Lehrich, email message to [ SIS October 30, 2020

162 | Thomas Lehrich, email message to [ SIS . October 30, 2020

163 | Thomas Lehrich, email message to (S SIS October 30, 2020

164 | Transcript of VA OIG Interview of [ Scptember 22, 2021

165 | Transcript of VA OIG Interview of [ SIS Scptember 22, 2021

166 | Thomas Lehrich, email message to [ SIS January 10, 2021
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Nonprofit Agency Selection of Nonprofit Agencies for Project Assignment and Allocation of
Orders For U.S. AbilityOne Commission, sent to [{S SIS January 19, 2021

170 | Thomas Lehrich, email message to [ SIS October 21, 2020

171 | DIOHEINIEE . cmail message to (SIS, October 21, 2020

172 | Thomas Lehrich, email message to [ SIS . June 29, 2020

173 | Thomas Lehrich, email message to [ SIS . /uly 1. 2020

174 | DIOHEIEE . cmail message to [[DISNDINESEN. July 16, 2020

175 | AbilityOne OIG, Draft Memorandum, Management Alert: Lack of Management Action on
Risk Management and Internal Control Breakdowns Enters a Critical Stage, July 16, 2020

176 | Thomas Lehrich, email message to (SIS vy 22, 2020

177 | Thomas Lehrich, Draft Memorandum to [SSHSISISEN . V cnagement Alert: Lack of
Management Action on Enterprise Risk Management and Internal Control Breakdowns
Enters Critical Stage (OIG 20-05), July 23, 2020

178 | DISHUINISEN . <l message to Thomas Lehrich, July 24, 2020
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Action on Enterprise Risk Management and Internal Control Breakdowns Enters Critical
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180 | Thomas Lehrich, Memorandum to QSNBSS \/oagement Alert:
Lack of Management Action on Enterprise Risk Management and Internal Control
Breakdowns Enters Critical Stage (OIG 20-05), July 24, 2020

181 | Thomas Lehrich, email message to [N
July 24, 2020

182 | [DIONEINIEIN . cmail message to Thomas Lehrich, October 15, 2020

183 , Draft Memorandum, Transition Memorandum for Chairperson,

October 15, 2020
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184 | Thomas Lehrich, email message to Stefania Porter, October 18, 2020

185 | Thomas Lehrich, Draft Memorandum, Transition Memorandum for Chairperson,
October 18, 2020

186 , email message to NN
November 3, 2020

1837 | (DIOHEINIEN . cmail message to DSBS . November 11, 2020

188 | DIOHDINIESE email message to [DISNEIEES] November 14, 2020
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192 | Stefania Porter, email message to Thomas Lehrich, June 1, 2020

193 | Thomas Lehrich, email message to Stefania Porter, June 19, 2020

194 | DIONEINIEE . 2019 Performance Plan and Appraisal, April 24, 2020

195 | (DIOHEINIESE . <.l message to Thomas Lehrich and Stefania Porter, October 14, 2022

196 | Stefania Porter, email message to Thomas Lehrich, June 3, 2020

197 | Stefania Porter, email message to Thomas Lehrich and [ SDIEESEE. October 16, 2020

198 | Thomas Lehrich, email message to Stefania Porter, October 15, 2020

199 | DIOHEINISE . mccting invite to Stefania Porter and Thomas Lehrich, October 19, 2020

200 | Thomas Lehrich, Memorandum to SIS /" sition Memorandum for
Chairperson, October 23, 2020

201 | Collection of email messages between Thomas Lehrich and Lisa Rein, August 30, 2020,
through December 11, 2020, including exhibits 134 through 140

202 | VA OIG, email message to Thomas Lehrich, June 17, 2021

203 | Thomas Lehrich, email messages with VA OIG, June 22, 2021 through June 23, 2021

204 | DIONEUINISE - 2020 Performance Plan and Appraisal, January 29, 2021

205 | AbilityOne OIG, Draft Memorandum, [SiSHDINSEEEEEEEEEE
November 8, 2020

206 | Email Notification, Thomas Lehrich annual leave request approval, May 7, 2021

207 | Thomas Lehrich, email message to [ May 13, 2021

208 | Thomas Lehrich, email messages with SR May 14, 2021 through May 18, 2021

209 | Thomas Lehrich, meeting invite, Touch Base il and Tom, May 24, 2021
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217 | Stefania Porter, email message to Thomas Lehrich and [ SDINESEE. May 27, 2021

218 | Stefania Porter, email message to Thomas Lehrich and (S SHSIESEE: December 2, 2020
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219

Stefania Porter, email message to Thomas Lehrich, December 8, 2020
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Stefania Porter, email message to SIS Dcccmber 7, 2020
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EDIGHEIEIE] . cmail message to Stefania Porter and (S SIS Dccember 8, 2020
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223

USPS OIG, Computer Forensic Report, June 15, 2021

224

Transcript of VA OIG Interview of [DISSIES . July 14, 2022

225

Transcript of VA OIG Interview of [ ESIDIIE. July 26, 2022
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227

GSA, Anti-Deficiency Act Investigation Report, July 28, 2020
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Appendix B: Excerpt of Stefania Porter’s
December 6, 2022, Interview

Q So is it your understanding just generally [ SHDINISEE
DI 21 gency with a law

enforcement model?

A You said [SESERIR that is—you are—you mean SNBSS’

Q  Not ENSNSNGISENN

A EIGHEINIEN ’ So this—the understanding is that Tom Lehrich
wanted the model of a law enforcement—a law enforcement mode! SIS
EICEEDINIEE ke it is done in other offices in general, in the offices of
inspector general.

Q But can—but can]...] I understand that was what Mr. Lehrich

wanted. My question is [ A
oo

A This is not what Tom Lehrich wanted in the office that he was
envisioning, and it’s related also to all the other investigations that we were
having where the other OIGs were always staffing the investigations about
AbilityOne with 1811s and we didn't have any.

Q You didn't have any 1811s?
A No.

Q But my—that’s not my question. My question is whether you are

aware of anything that prohibits [N
(D) 6). D) (NC) P

A I am aware that the model is [[SISHDINISINEEEE
e
I

Q What’s your basis for that understanding?

A The IG community practice.
Q So are you aware of offices that have [ SIS
(0) 6). 0 (N(C) K

A The only one that I have seen in my career in OIG is il
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So if you can turn—

B . not SES.

If you can turn to page 234 of your transcript.

o O

A And so—and [—maybe I should add, but I didn't know that at that
time. That [P one day said to me recently that here the OIG, IR

e once. ..........._____________________J
EIONEIRE - Those would be the only two places I heard of.

Q And you weren't aware of the VA OIG at that time?

A No. And I don't know if it’s recent or—

Q If you can page to—turn to page 234 of your transcript.

A 347

Q Yes.

A Yes.

Q So this is in regard to this question about 1811, and you were

talking about experience, and this is discussing I believe a meeting SIS
BEER 2t FLETC. And at the top of page 234 you said, “They said we want to

talk about the 1811 NN EA

|
B 'S also about safety, and they don't want that.”

So I read this to mean tha [N
|
I

A I repeat. So you said you read it that way and you might—your
question is?

Q Is that how you also read it or is there a different interpretation?

A My—the way I read this, and I remember this conversation, is that

ENENEN R i (hc mode in the IG community.

Q So you said here, “They don't want SIS

B That makes it sound like [ SHDIISIE bt they don’t
like that.

A They don't want [ SHDIISEE o something. Can—

that I said I—it’s—I don't know exactly how it was said. I was paraphrasing
and this was regarding a meeting that happened in January of 2020, so a good
year-and-a-half before I was here, saying this.
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And this had been brought up by, it was [ SSIEISEE 2nd
BISEEI® - And I remember that I asked them why are we—but why are we

talking about this, and SIS said because this is an issue that is being
raised in the community about—from the 1811s.

Q What is the issue?

A That they don’t want [N NCA
NSNS (inaudiblc).

Q Right. So are you aware of anything as a legal or personnel matter
that requires [ R

A I am aware of that’s the practice in the IG community and that is
what Tom Lehrich wanted, envisioned in this office.?

2Ex. 101 at 35:8-39:22.
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Appendix C: VA OIG Response to Comments
on Draft Report of Investigation

Pursuant to its obligations under the Inspector General Act of 1978, as amended, the VA OIG
investigated allegations referred by the CIGIE IC related to the former AbilityOne 1G and
Counselor to the IG, and submitted a draft report of investigation to the IC.? The IC provided a
copy of the draft to Mr. Lehrich and IG Porter for comment.* The VA OIG received and
considered the comments Mr. Lehrich and IG Porter submitted in response to the draft report.
Their responses contain multiple arguments and concerns about the IC’s authority and
jurisdiction, the investigation, and findings contained in the report. However, neither provided
any new substantive information or evidence that warrants any changes to the findings and
conclusions in the report.

The VA OIG addresses the subjects’ responses below, including concerns about the
investigation’s compliance with QSI standards. To the extent that certain points raised by either
Mr. Lehrich or IG Porter are not addressed, the VA OIG does not concede the accuracy or
sufficiency of those assertions. The VA OIG stands by the findings and conclusions in the report.

Mr. Lehrich Was Offered and Declined Opportunities to Cooperate in
the Investigation by Participating in an Interview and Providing
Documents

As detailed in the report, VA OIG investigators made multiple attempts to interview

Mr. Lehrich. Initial efforts were made while he was the IG and continued even after he left the
federal service. He declined each time. In addition, the VA OIG provided Mr. Lehrich
opportunities to provide documents and issued him a subpoena for documents.’ He did not avail
himself of the opportunity to provide documents and refused to certify compliance with the
subpoena. Under the IC Policies & Procedures, including the March 2021 addendum, IGs are
required to respond fully and in a timely fashion to an IC request for OIG records, documents,
witnesses, or other information, and, if the IG fails to do so, the IC may make an independent
finding of wrongdoing against such IG.°

3 See 5 U.S.C. § 424(d)(6)(B). (“At the request of the Chairperson of the Integrity Committee, the head of each
agency or entity represented on the Council—(i) shall provide assistance necessary to the Integrity Committee; and
(i1) may detail employees from that agency or entity to the Integrity Committee, subject to the control and direction
of the Chairperson, to conduct an investigation under this subsection.”)

4 For purposes of this Appendix, the VA OIG considered it appropriate to refer to Mr. Lehrich and IG Porter by the
titles they held at the time their responses were provided. This differs from the convention used in the report, which
used the titles they held at the time of the events that were the subject of the investigation.

3 Report at 8; see also Ex. 222.

6 ICP&P, Addendum A.
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In his response to the draft report, Mr. Lehrich does not explain why he failed to cooperate
during the investigation. Instead, Mr. Lehrich complains that he was not afforded an opportunity
to respond to the allegations during an inquiry phase.” The determination to proceed directly to
an investigation was made by the IC before the matter was referred to the VA OIG, and the VA
OIG was not involved in making that decision. We note, however, that the IC Policies and
Procedures, which were in place at the time Mr. Lehrich served as the AbilityOne IG and was a
member of CIGIE, provide that “the IC may refer a matter for investigation without requesting a
response from the subject if the allegations clearly warrant an investigation and a response would
not serve a useful purpose or would result in unnecessary delay.”

The Responses from Both Mr. Lehrich and IG Porter Contain
Unsupported and Inaccurate Statements

Mr. Lehrich’s response is laden with the same type of unsupported assertions that were
challenged in the initial allegations. He also repeats the same inaccurate comments about
AbilityOne staff’s response to investigations and audits, despite being previously told by
AbilityOne OIG staff that his beliefs were unsupported.

For example, Mr. Lehrich writes that “objectivity cannot entail ignoring repeated instances of
untruthfulness among agency staff.”® This mirrors comments that witnesses reported Mr. Lehrich
made about agency staff as identified in the report.!® The VA OIG investigation did not identify
any report issued by Mr. Lehrich’s office or any other report that substantiated untruthfulness by
any agency staff. Mr. Lehrich seems to support his contention with two “key documents” that he
purports provide “important context for the allegations.”!! He claims these documents were
produced to the IC for the VA OIG.!? As explained below, the VA OIG only received one of
these documents from the IC.

e The first document is a USPS OIG forensic report. This report was not in the materials
that the IC received from Mr. Lehrich and forwarded to the VA OIG, and the IC does not
have a record of it being produced. Mr. Lehrich did try to send the VA OIG directly a set
of materials related to the FISMA audit that may have contained the forensic report;
however, the attachments were too big to be sent by email.!* The VA OIG notified
Mr. Lehrich about the transmission issue and sent him a link that he could use to upload
the documents to a secure site, but no materials were ever received. In its email

7 Lehrich Response at 5.

8 [CP&P at 7(c)(iv).

° Lehrich Response at 3.

10 Report at 14-15, 19-20, and 24-25.
' Lehrich Response at 5.

12 Lehrich Response at 5.

13 Ex. 222.
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collection, the VA OIG located one “Computer Forensic Report” completed by the
USPS OIG." That report does not make any findings regarding the credibility of |l
R Even if it did, that would not justify investigations into wholly unrelated matters

involving ENRNENNE-

e The second document is a GSA report on Anti-Deficiency Act violations.!> Contrary to
how that report is described in Mr. Lehrich’s response, the report only found
circumstances “strongly suggests intent,” concluding that it “cannot be determined that
there was criminal intent” to violate the Anti-Deficiency Act by any of the individuals
involved.'® The three individuals identified in the report as being “intimately involved”
were none of the senior staff that were the subject of the investigations discussed in
Finding 1. Even if they were, this would not form an appropriate predicate for an
investigation into unrelated matters.

In short, Mr. Lehrich’s response seems to suggest that his general suspicions about staff
misconduct in one area justified an approach to investigations and audits based on those
suspicions rather than on new or additional evidence identified during the relevant investigation
or audit. The report explains how this is inconsistent with standards for investigations, audits,
and the conduct of inspectors general.

Other unsupported or inaccurate statements include the following:

e Mr. Lehrich misstates that the VA OIG attorney involved in the investigation was the
VA Counselor to the IG and that the attorney violated legal ethics rules.!” First, that
attorney was never the VA Counselor to the IG. Second, Mr. Lehrich’s counsel was
immediately informed when the concern was initially raised over two years ago that the
alleged unethical conduct (i.e., attorney contact with a represented party) never
occurred.'® Mr. Lehrich’s attorney never rebutted or otherwise responded to this
information.

e Regarding the VA OIG’s efforts to obtain the passcode to Mr. Lehrich’s government
phone, Mr. Lehrich erroneously states that the report is “silent as to the fact that it was

14 Ex. 223.
15 Ex. 15 at 1003—1033.

16 Ex. 15 at 1012.
17 Lehrich Response at 6.

18 Ex. 38. (“With regard to the additional matter you raised, it appears there was some misunderstanding. I did not
reach out to instruct anyone to contact your client. While another individual at the VA OIG reached out to multiple
staff at AbilityOne to obtain the passcode or other means to access Mr. Lehrich’s agency-issued cell phone, this was
not an attempt to communicate indirectly with Mr. Lehrich or to interfere in any way with your attorney-client
relationship. Rather, this communication was made to the agency because it has an obligation to preserve the records
on the cell phone, which are subject to a preservation notice, and to cooperate with this investigation by providing
access to those records. As I referenced in my earlier email, the agency has a right to access Mr. Lehrich’s cell
phone pursuant to its policies. If AbilityOne staff reached out to Mr. Lehrich, they did not do so at the direction of
the VA OIG. I hope this email clears up the matter.”)
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the fault of IT personnel who did not obtain his passcode when he turned in his phone
upon departure.”!” The report explicitly acknowledges that agency personnel, which
would include IT personnel, did not obtain the passcode when he left government
service.?”

e In addressing the “Spoofing Investigation,” Mr. Lehrich incorrectly and repeatedly states
that the AbilityOne agency attempted to hide or conceal the spoofing incident from the
AbilityOne OIG.?! Mr. Lehrich sought to include a similar contention in the
AbilityOne OIG’s report on the investigation. At the time, [SSHSIIIS) commented,
“Not supported by current record. This overstates what occurred, especially if it [sic]
interpreted as an intentional delay.”?? In other words, the AbilityOne OIG investigation
found no evidence that the agency intentionally hid or concealed the incident.

e Mr. Lehrich’s assertion that the “spoofing” incident resulted in the “loss of agency funds”
is also contradicted by the findings in the AbilityOne OIG report published while he was
the 1G.?* The report states that “[d]ue to AbilityOne and GSA’s efforts, all funds were
recovered from the hacker.”?*

e Mr. Lehrich mischaracterizes the IC report’s findings regarding audits as being based on
“the quantity of allegations against Mr. Lehrich. . . .”* The report is based on facts—not
allegations—that evidenced a pattern of behavior inconsistent with standards. While any
individual incident taken in isolation may be explained as an exercise of “professional
skepticism,” it was the cumulation of behavior across multiple audits that the
investigation concluded was improper.

e IG Porter attributes many inconsistencies in her testimony to the “length and breadth” of
her interviews.?® However, the two key inconsistencies IG Porter raises in her response
occurred during her second interview, which lasted just over five hours.?” She also

19 Lehrich Response at 7.

20 Report of Investigation at 10 (“Despite the agency’s obligation to preserve cell phone records to ensure the
availability of information necessary to protect the rights of the government and people directly affected, neither
DIG-Counsel Porter, as the newly appointed Acting IG, nor any other AbilityOne employee took steps to collect the
iPhone’s passcode from IG Lehrich when he turned in his government-furnished equipment on his last day of federal
service.”).

2l Lehrich Response at 11 and 17.

2 Ex. 64, at 3. DG HDINS I Jid not determine could be supported by the evidence was,
“Our investigation revealed that agency personnel delayed in reporting the breach and did not report the incident to
the OIG.”

23 Lehrich Response at 17.

2 Ex. 58 at 6.

2 Lehrich Response at 14 (italics removed).
26 Porter Response at 26-28.

2 Porter Response at 26-28; Ex. 101 at 103:19-107:17 (testimony regarding abilities of an 1811 criminal
investigator [N SNDIGISI ): £x. 101 at 178:5-22 (testimony regarding missed conflict of interest).
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ignores the discussion in the report highlighting that her evasive and discursive responses
to interview questions increased the time needed to obtain relevant testimony.

The Report Meets the Quality Standards for Investigations Regarding
Inclusion of Exculpatory Evidence

Mr. Lehrich contends critical and “exculpatory” evidence was improperly omitted from the
report.?® That is not the case. Investigators in this matter assessed the credibility of witnesses and
weighed the evidence using a preponderance of the evidence standard to reach conclusions about
the particular wrongdoing discussed in the report.? In keeping with QSI mandates, exculpatory
evidence was included in the report.

For example, the VA OIG report highlighted differences in testimony, such as inconsistent
testimony among staff at independent audit agencies. That certain witnesses reported that they
had never heard complaints about Mr. Lehrich or could not recall Mr. Lehrich criticizing agency
staff is not relevant where there is no evidence that those witnesses were involved in the same
conversations in which other witnesses reported hearing such comments.*® The recollections of
witnesses without personal knowledge of relevant facts constitute neither mitigating nor
exculpatory evidence. Similarly, that certain employees at the AbilityOne OIG thought

Mr. Lehrich was kind, or a “strong leader,” also is not exculpatory. Character opinions are not
relevant to the findings in the report, which regard Mr. Lehrich’s improper behavior and are
based on the preponderance of factual evidence.

Mr. Lehrich accuses the VA OIG of making a “glaring omission” of certain critical facts in its
discussion of the financial statement audit.’! The VA OIG report addressed issues that arose
during the AbilityOne OIG’s FY 2020 financial statement audit. Mr. Lehrich seems to conflate
the FY 2020 audit and previous audits. While IG Porter, in an interview with investigators,
described a prior incident in which the AbilityOne OIG contemporaneously contracted for its
own separate financial audit report, that appears to have occurred in connection with the

FY 2018 financial statement audit.*” Additionally, the GSA audit that found ADA violations
occurred in connection with FY 2019’s financial statement audit, not FY 2020. The report does

28 See, e.g., Lehrich Response at 12 (accusing VA OIG from failing to mention “exculpatory” evidence) Of note,
with very few exceptions, the evidence that Mr. Lehrich and IG Porter point to as missing from the report was
included in the exhibits to the report that were provided to them and the Integrity Committee.

P ICP&P at 10.C.i.

3% For instance, |l on whose testimony Mr. Lehrich’s response relies never worked with Mr. Lehrich and was
not at the OIG during the events discussed in the report. Likewise, Mr. Lehrich cited [ SDIISE tcstimony
BB did not recall Mr. Lehrich voicing concerns about agency staff.

31 Lehrich Response at 17.

32 Ex. 5 at 102:18-108:10. Mr. Lehrich started as the IG in May 2017, which would accord with FY 2018 being the
first year the OIG was responsible for the financial statement audit. The FY 2019 auditors stated that there were two
auditors of record for the FY 2018 financial statement report. Ex. 149 at 29:7-31:13.
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not omit any critical facts regarding the FY 2020 financial statement audit, which is the audit that
is discussed in the report.

Mr. Lehrich points to SIS tcstimony as evidence that there were no

objectivity issues or other concerns with the AbilityOne OIG investigations. Importantly, [l
Bl v as not at AbilityOne OIG during the relevant period and never worked with IG Lehrich.
EISHEINIESE did not have any concerns about investigations that were in the open
inventory (DSBS 2t AbilityOne OIG.?? This is not exculpatory or relevant as only one of
the investigations discussed in the report was open at that time, and that investigation was
subsequently closed by SIS for lacking an appropriate basis.

Mr. Lehrich further states that the VA OIG “ignored” the fact that S S EINSEEE did not
maintain a proper file on the [‘Spoofing Investigation’],” which “negates an adverse finding.
To support his assertion, Mr. Lehrich points to uncorroborated testimony of [[SNSHDIEEE -
Individuals who actually worked with S SHSIESN. including a special agent and AUSAs,
reported [jjijilj cood work.*® Additionally, IG Porter stated in her testimony that [ SIS
performed well, which is supported by [jfj performance appraisals.®’ In any event, it is unclear
how the state of [ SIS filcs would negate a finding regarding Mr. Lehrich’s
involvement in the matter. Indeed, the files that the VA OIG were provided were sufficient to
identify the issues raised in the report—including the report, report drafts, exhibits cited in the
report, interview memoranda, and other collected documents.

2934

Mr. Lehrich also suggests the report improperly excluded evidence from [ SNBSS
Bl stating “multiple times that Mr. Lehrich was always independent in the audit programs
and did not influence audits . . . .”*® The language he quotes was taken out of context and ends
immediately before the following exchange:

Q: “[I]n the time you spent working with Mr. Lehrich did you witness any behavior or
statements by Mr. Lehrich that you thought may be indicative of his bias towards
Commission senior staff?”

3 Ex. 10 at 81:21-82:2.
3 Lehrich Response at 11.
%3 Lehrich Response at 11. Further in the response, Mr. Lehrich references testimony from [ S SIIESE stating
that a “structuring case” was not done to standards. The only structuring case the VA OIG investigation identified
was led by a special agent at the Department of the Treasury.
3 Ex. 224 at 11:12-12:14; Ex. 225 at 10:14-17, 16:22-17:18; Ex. 226 at 8:10-9:19.
T Ex. 5 at 329:7-330:3 (DIG-Counsel Porter said that SIS < performed well . . . DIDNDINS" 2nd B
il did well the things ijillS certain things [N [.]" despite feeling IR Was not “perfect’

; Ex. 194 (April 2020 performance appraisal rating [ GBI at 370/400, the top
performance level); Ex. 204 (January 2021 performance appraisal rating [[SNSHESIESE 2t 327.5/4000, the second
highest performance level).

38 Lehrich Response at 19 (citing Ex. 6 at 11).
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A: “Yes.”¥

IG Porter also claims that exculpatory or mitigating evidence was omitted from the report,
asserting for example that the full email regarding Mr. Lehrich’s toss the branch comment was

not included.*® The full text of the email was reviewed by the VA OIG during the course of its
review and investigators determined that the portions not quoted in the report were neither
exculpatory nor probative and did not meaningfully change the context of the email nor the
findings in the report.

Mr. Lehrich’s Contentions Regarding Legal Errors in the Report Are
Unavailing

Mr. Lehrich makes several flawed legal arguments to attempt to rebut the VA OIG’s report. Mr.
Lehrich argues that the investigation is ultra vires because the report is titled Investigation on
Behalf of the CIGIE Integrity Committee Pertaining to the AbilityOne OIG and the IC has
authority over individuals not organizations.*! As noted above, the VA OIG conducted this
investigation pursuant to its statutory obligation. The report clearly indicates it is an investigation
into allegations regarding the former and current IG of the AbilityOne Commission, not an
investigation into the AbilityOne OIG as an organization. The title does not purport otherwise.
The investigation pertained to the AbilityOne OIG because it related to that organization’s
leadership. This is, therefore, not a credible basis to claim that the investigation was ultra vires.

Mr. Lehrich complains that the abuse of authority findings in the report fail to apply the proper
standard, based at least in part on his misperception that to abuse one’s discretion by adversely
affecting someone’s rights requires taking some kind of adverse employment action against
them.*? The VA OIG’s application of the abuse of discretion standard is consistent with other
Integrity Committee investigations finding covered persons abused their authority without
requiring evidence that the covered person took or caused another to take an adverse

¥ Ex. 6 at 11:15-20. [SISEEIEE claborated: “I would only ask him to review the reports that had been issued
(inaudible) his leadership and the bias will be reflected on the way he calls out a particular senior official at the
AbilityOne Commission, or a particular program, or a particular individual. Again, bias is a very sensitive topic that
for me as standards [sic], whether it’s the audit standards or whether it’s the IG Act, I have nothing but the highest
expectation. SNBSS ' s 2/ways to ensure that our standards were being met, and if he had
any particular comments or feedback to be biased against an individual it needed to follow the standards from a
condition, from a root cause to be able to provide recommendation. And ultimately that’s our job as an OIG is to
improve. It is to be transparent and ensure that the public gets what is required out of us. So I hope I’'m answering
the question the best way possible.” Ex. 6 at 12:7-13:3.

40 Porter Response at 18.
41 Lehrich Response at 4-5.

42 See Lehrich Response at 7 (“[N]one of the employees supposedly ‘targeted’ by Mr. Lehrich suffered a single
employment action: a demotion, termination, reassignment, reprimand, suspension, or any other action.”).
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employment action.*> As the VA OIG report notes, the law has recognized that an investigation
itself can impact an individual’s rights.**

Mr. Lehrich further incorrectly argues that the VA OIG did not have jurisdiction to assess the
AbilityOne OIG’s decision to remove an employee pursuant to a reduction in force because the
Merit Systems Protection Board (MSPB) has exclusive jurisdiction to decide such matters.*’
None of his cited cases stand for this proposition. While the MSPB may be the appropriate forum
for an employee to adjudicate a claim and seek relief for an adverse employment action, that
does not divest the VA OIG of the authority set forth above to investigate former and current
AbilityOne OIG senior leaders for possible misconduct or mismanagement related to the
reduction in force.

Explanations Regarding the Reduction in Force Do Not Change the
Report’s Conclusions

Mr. Lehrich and IG Porter raise various justifications related to the legal propriety of the
reduction in force. Mr. Lehrich compliments the qualifications of his AbilityOne OIG legal staff,
saying that they provided advice based on the structure of OIGs “often not understood by agency
HR specialists and even mature OIGs that have not had to stand up new offices.”*® The weight of
the evidence, however, including 1G Porter’s testimony, shows that the AbilityOne OIG legal
staff did not have the requisite legal expertise to advise on the reduction in force and that
AbilityOne OIG management determined that outside counsel was necessary.*’ Mr. Lehrich also
posits that the mere fact of seeking advice from outside counsel is evidence of a good faith effort

43 See, e.g., Report of Findings for Integrity Committee Case 22-048, Council of the Inspectors General on Integrity
& Efficiency (June 21, 2024), available at
https://www.ignet.gov/sites/default/files/files/Integrity %20Committee %20R01%2022-048.pdf (IG abused her
authority by making incomplete, misleading, and inaccurate representations about another OIG’s processes and
failing to correct those inaccuracies after it was formally brought to her attention); Report of Findings for Integrity
Committee Case 971, Council of the Inspectors General on Integrity & Efficiency (Sept. 22, 2022), available at
https://www.ignet.gov/sites/default/files/files/IntegrityCommitteeROI971.pdf (IG abused her authority by
wrongfully disclosing a whistleblower’s identity and DIG abused his authority by willfully impeding the Integrity
Committee’s investigation).

4 At least one circuit court has found that reckless investigation can form the basis for a substantive due process
cause of action. Amrine v. Brooks, 522 F.3d 823, 833 (8th Cir. 2008) (explaining that the court “recognized a
substantive due process cause of action for reckless investigation in Wilson v. Lawrence Cnty, 260 F.3d 946 (8th Cir.
2001).”); see also Tennison v. City and Cnty of San Francisco, 570 F.3d 1078, 1089 (9th Cir. 2009) (citing Amrine,
522 F.3d at 823)).

4 Lehrich Response at 21.
46 Lehrich Response at 23.

471G Porter told investigators that her role in the reduction in force “could have been about advising the OIG, the IG
about this, but I do not have . . . personnel law, employment law expertise. ...~ She added that because “I didn’t
have it, and (DSBS didn’t have it . . . we sought advice from another OIG that is known for having that
expertise, and then also from outside counsel who had it. . ..~ Ex. 101 at 42:9-17.

Integrity Committee Case 21-019 | Page 108 | November 26, 2024



Investigation on Behalf of the CIGIE Integrity Committee Pertaining to the AbilityOne OIG

to ensure the reorganization was lawful and proper.*® This position is unavailing where
Mr. Lehrich sought but then rejected that advice.*

Mr. Lehrich mischaracterizes the report as questioning the AbilityOne OIG’s decision to seek
law enforcement authority.’® That is incorrect insofar as Mr. Lehrich conflates the decision to
seek law enforcement authority with the decision to remove [ SHSIIEN- As discussed in the
report, there was nothing inherent in the decision to seek law enforcement authority that required
the removal of [[JSHEIEIEN- |G Porter’s response asserts that the reorganization was done for
a bona fide management reason because [ SHDINIESINEEEEEEEEEEEEEEEEEEE Vo d
bolster the AbilityOne OIG’s application for law enforcement authority.”' Even if [
BISEREE ould have aided the AbilityOne OIG’s application, that does not change the analysis
regarding whether the reduction in force was done for a bona fide management reason.
Moreover, VA OIG investigators did not locate any evidence to corroborate that [l
BISEREE ould have bolstered the application and neither Mr. Lehrich nor IG Porter provided
any support for their proposition. Indeed, the AbilityOne OIG’s March 18, 2021, application to
the Department of Justice (DOJ) for law enforcement authority does not mention |jij§

D Y+ Similarly, in the

follow-up questions and answers sent between IG Porter and her DOJ point of contact, there is
no reference to [N

Mr. Lehrich and IG Porter both argue that the DOJ’s policy for age waiver was inconsistent with
granting a waiver to [ SIS’ Beyond the fact that the DOJ’s policy is limited to DOJ
components, this argument ignores that there are categories of waiver that the AbilityOne OIG
could have relied on.>® For instance, the policy includes situations where “tentative selectees for
law enforcement positions have passed maximum entry age due to unavoidable or unexpectedly
lengthy clearance or processing requirements. . . .”” That certainly could have been applied to an

48 Lehrich Response at 23.

4 Ex. 101 at 64:12-16 (DIG-Counsel Porter: “I looked into my emails . . . and I did not find something that would
respond to that. But I recall that . . . it was resolved because Tom Lehrich [] was okay with going ahead with [the

reduction in force].”); Ex. 11 at 127:4-18 (@IS NOIGIS I had specific conversations with

IG Porter and Mr. Lehrich about the risks associated with the reduction in force identified by outside counsel, stating
“[t]hey felt like the business needs . . . (IS outweighed the risk
that we might lose, you know, if this were to be litigated in the MSPB [Merit System Protection Board], and they
were willing to . . . take that risk.”).

30 Lehrich Response at 24.

3! Porter Response at 6 & 19 (“Moreover, [ S NEDIISEE wou!d strengthen the OIG’s application for law
enforcement authority and better their ability to recruit other 1811 investigators in the future.”).

2 Ex. 216.
3 Ex. 217.
4 Lehrich Response at 23.
> Ex. 228.
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individual already in the position. Additionally, the policy includes an “other similarly
compelling reasons” category.

In her response, 1G Porter references a “legal review” conducted by [N
EIOEDINIEI  ° |G Porter’s response and the evidence make clear that

BISNEIEE) rcvicw was limited to providing comments on the reduction in force
documentation. There is an important distinction between a determination that the reduction in
force is proper and a determination that the paperwork necessary to complete such an action is
filled out correctly. There is no evidence that S S provided advice on anything other
than the propriety of the documentation or was even aware of the facts underlying the reduction
in force or had any context necessary to provide advice on whether a reduction in force was

appropriate under the circumstances.’’

1G Porter also writes

The fact that [N duties are not much different than [ SIS is

irrelevant because if the OIG had received law enforcement authority by now,

then SIS would have powers and duties [N could not access

DICHCIGIC N
To the contrary, the similarity of the duties between them is directly relevant to whether there
was a reorganization, which requires “the planned elimination, addition, or redistribution of
duties. . . . Whatever plans or aspirations Mr. Lehrich may have had for the Office of
Investigations once it had such law enforcement authority, in the absence of such authority, it is
difficult to see how any reorganization was accomplished.

IG Porter further states that she deferred to Mr. Lehrich’s decision regarding the advice of
outside counsel and refrained from providing any input about it because outside counsel’s advice
implicated her position.®® Notwithstanding this purported conflict of interest (that IG Porter
raises for the first time in her response to the report), she continued to be involved with the
reduction in force. She was the requesting official for the reduction in force on the official
paperwork.®! To the extent that IG Porter should have recused herself from providing advice or

36 Porter Response at 9.

37 See, e.g., Ex. 218 (stating SN will be looking at our memos”); Ex. 219 (describing [ SHBIEES inputs
as “suggestions”); Ex. 220 (“We met with jjijill§ on Friday. gl was of great help and had job [sic] a thorough job
in reviewing the materials.”); Ex. 221 (DESNSIIE ‘review[ed] the materials” and met with IG Porter and gl

IONDIE)-

38 Porter Response at 21.

%5 C.F.R. § 351.203 (definition of reorganization).
60 Porter Response at 11.

61 Ex. 104.
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participating in the reduction in force due to a conflict of interest and proceeded anyway, that
would also not have been consistent with her obligation as Counselor to the Inspector General.

Mr. Lehrich Failed to Abide by Terms of the Recusal Notice

Regarding the appearance of a conflict of interest related to pursuing post-government
employment, Mr. Lehrich asserts that his violation of his recusal notice was somehow mitigated
by the fact that “another member of OIG leadership reached the same conclusion to wait to audit
BB until a later cycle . . . suggest[ing] that there was a legitimate basis to delay the audit
that did not arise from Mr. Lehrich’s apparent conflict.”®? The recusal notice unambiguously
stated that Mr. Lehrich agreed “to refrain from providing any input on or other involvement with
any official matter that may involve [[SISHDINISIIIEEEEE - .63 He violated the terms of
that notice by participating in audit planning involving [SIEREER Whether others involved
concurred with his decision to table the audit does not cure that violation.

The IC Is Responsible for Redactions

Finally, in connection with privacy concerns Mr. Lehrich raises, the VA OIG notes that once the

report of investigation is complete, the Integrity Committee is responsible for redactions

necessary to comply with applicable laws and regulations.®*

62 Lehrich Response at 26.
63 Ex. 86.
4 ICP&P, 19 10.A.i & 13.
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August 20, 2024
Thomas Lehrich Response to Draft Report by CIGIE Integrity Committee

Investigation on Behalf of the
CIGIE Integrity Committee Pertaining to the AbilityOne OIG

The Integrity Committee (IC) of the Council of Inspectors General on Integrity and Efficiency
(CIGIE), though the Department of Veterans Affairs Office of Inspector General (VA OIG),
investigated four allegations of wrongdoing against former U.S. AbilityOne Commission
Inspector General Thomas Lehrich for over three years. The 99-page draft report dated June 10,
2024 (“Report”) was provided to Mr. Lehrich’s counsel on June 24, 2024.

INTRODUCTION

Mr. Lehrich agrees with some of the conclusions in the Report:

Allegation 1: Finding that allegation that Mr. Lehrich initiated investigations based on
“coded messages” from Commissioners was unsubstantiated. The VA OIG also did not
find evidence that Mr. Lehrich initiated investigations on behalf of outside parties.

Allegation 2: Finding that allegation that Mr. Lehrich attempted to prevent an
independent public accountant (IPA) from issuing an unqualified opinion was
unsubstantiated.

Allegation 4: Finding that Mr. Lehrich did not create an actual conflict of interest under
the ethics rules.

The remainder of the Report’s findings are not supported by a preponderance of the evidence for
several independent reasons and authorities.

First, the findings as to Allegation 1 are legally deficient under the abuse of authority standard
the Report purportedly relies upon. Specifically, the Report is devoid of any evidence showing
that the supposed abuse of authority in instituting these investigations “adversely affect[ed]”
someone’s rights or “result[ed] in personal gain or advantage” to Mr. Lehrich.

Second, several of the so-called “findings” are not findings of any wrongdoing at all. Rather,
they simply comprise an unsupported narrative of “where there’s smoke, there’s fire.” They
employ an attenuated chain of causation that does not support a finding of wrongdoing under any
objective standard. For example, the Report concludes:

e Mr. Lehrich “engaged in pattern of conduct” that “appears to undermine” an IG’s
independence, and Mr. Lehrich sent emails that “could be interpreted” as “an attempt” to
pressure IPA staff to change their findings. (But finding no examples of actual pressure
on IPA staff to change findings.)

e Mr. Lehrich engaged in conduct that “might be considered” whistleblower retaliation.
(But finding no evidence of actual retaliation.)

1



e Mr. Lehrich’s search for employment “may not have met” the high standards, and he
engaged in a single conference call about “potential oversight” work with a prospective
employer. (But finding no violation of any standard or any conflict of interest in job
search.)

Third, the Report unfairly downplays the exculpatory fact that Mr. Lehrich obtained legal and
ethics advice with respect to the reduction in force (Allegation 3) and his employment search
(Allegation 4). It almost entirely ignores that he obtained and followed an appropriate recusal for
his job search. All this evidence demonstrates Mr. Lehrich’s good faith in taking these actions
and negates a finding that he engaged in any deliberate wrongdoing. The IC is not authorized to
use a negligence standard; it must find knowing and deliberate misconduct.

Fourth, neither an investigative body nor the IC can step in the role as the judge of the legal
propriety of the reduction in force; that is a matter exclusively within the jurisdiction of the Merit
Systems Protection Board (MSPB). See 5 C.ER. § 351.901 (2003) (“An employee who has been
furloughed for more than 30 days, separated, or demoted by a reduction in force action may
appeal to the Merit Systems Protection Board.”). Even though the employee in question
apparently never sought MSPB review of .b termination, the investigative body decided to step
in and evaluate this complex employment law matter without the expertise of the MSPB or
Office of Personnel Management (OPM).

Fifth, the Report inserts itself in areas where the government equivalent of the business judgment
rule applies. The VA OIG cannot second guess Mr. Lehrich’s decisions that are squarely within
an IG’s management judgment and discretion, such as deciding on a reduction in force,
suggesting matters to investigate, commenting on draft findings, standing up a new OIG,
establishing an Office of Investigations with law enforcement authority, and the like. These
priorities were communicated in semiannual reports to Congress and were supported by
congressional stakeholders. See Exhibit A (Semiannual Report for period 4/1/22 to 9/30/22). The
VA OIG has substituted its own judgment for the judgment of Mr. Lehrich and his office. We
hope that the members of the IC will consider what could happen if a similar investigation were
unleashed on their own organizations and the standard for wrongdoing is twisted to find
wrongdoing because the investigator merely disagreed with the exercise of management
discretion.

In addition to these evidentiary failings, the IC appears to have retaliated against Mr. Lehrich for
challenging its statutory authority to investigate him as a private citizen. The Report equates Mr.
Lehrich making negative comments about OIG and agency employees with misconduct and
includes irrelevant information about his communications with the Washington Post that serve no
purpose but to try to embarrass him. Many OIGs have communication and press offices that
approach reporters covering good government areas to cover OIG work. Small offices do not
have communication offices. Along the same lines, the Report blames Mr. Lehrich for the
agency'’s failure to preserve evidence on his iPhone and uses innuendo to suggest that he
obstructed the investigation when he did nothing of the sort.



MR. LEHRICH’S PROFESSIONAL BACKGROUND

Mr. Lehrich holds a Bachelor of Science in business and a law degree and served as a judicial
clerk for the Pennsylvania Court of Common Pleas prior to joining the Department of
Transportation OIG. He spent nearly 17 of his 22 years in federal service in multiple OIGs as
counsel, deputy IG, and IG. He prioritized mentoring employees, interns, and others, and
volunteered at FLETC and the IG Academy teaching OIG employees how to navigate
challenging legal situations while maintaining independence. He has served as an officer with
the Federal Bar Association and headed the FBA Transportation and Security Law Section as the
Chair of the Section. During his tenure at DOT and as a transport lawyer in the aftermath of the
terrorist attacks on 9/11, Mr. Lehrich helped work on several of the early priorities to ensure
stronger aviation security for the nation. He currently heads a venture capital company. His
reputation is unblemished.

THE ABILITYONE OFFICE OF INSPECTOR GENERAL

Mr. Lehrich was appointed as the first statutory IG of AbilityOne, essentially a startup office. At
the time he was appointed, AbilityOne had about 30 employees, was governed by a Commission,
and had a program size of over three billion dollars with little to no spending oversight.
Congress amended the 1G Act to create an OIG in AbilityOne due to the concern with lack of
oversight of the main agency. The culture of the agency was deeply dysfunctional and its
employees exceptionally difficult to work with. Mr. Lehrich maintained a constructive
relationship with the Chair (the head of the agency), Vice Chair, and Commission members,
meeting weekly and having a highly productive level of communication.

One reason Mr. Lehrich was selected as the first IG by the Commission members was that he
was known in the IG community to work well with agency stakeholders and to have a positive,
proactive approach. He maintained his objectivity as AbilityOne IG, despite a hostile and
frequently abusive agency leadership team that resented having an independent IG review its
work.

When he was selected as the IG, Mr. Lehrich immediately experienced severe problems with
staff leadership that went unchecked by Commission members. In his view, leadership was not
forthcoming with truthful information. This was an oversight concern that could systemically
affect the agency’s programs and operations. Mr. Lehrich and his nascent team set to work to
change that; the intensity and passion — and sometimes visible frustration — with which he
worked to hold* accountable is not akin to issues with objectivity or
independence and is not an abuse of authority. Rather, it was a genuine effort to carry out his

duties as an IG with zealousness and objectivity. But objectivity cannot entail ignoring repeated
instances of untruthfulness among agency staff.

Given the relatively small size of this OIG, Mr. Lehrich necessarily had a substantial role in a
range of matters that many IGs in larger offices would not have. He would, for example,
regularly interact with the Commission, and, thus, needed to know the status of individual
investigations in real time.



In the end, given the challenges involved in standing up a new office in a dysfunctional agency

unaccustomed and resistant to oversight, Mr. Lehrich discussed leaving with CIGIE leadership
saring in 2013 and 2019 RN

decision to resign and ultimately retire was on these grounds.The Report should remove any
suggestion that his retirement was tied to this investigation.

CIGIE LACKS JURISDICTIONALAUTHORITY OVER MR. LEHRICH

The Inspector General Act of 1978, as amended, 5 U.S.C. §§401-424, does not authorize the IC
to investigate allegations of wrongdoing by former inspectors general. Instead, the organic law
states that the IC “shall receive, review, and refer for investigation allegations of wrongdoing that
are made against Inspectors General and staff members of the various Offices of Inspector
General.” 5 U.S.C. § 424(d)(1). The IG Act does not authorize investigations into “former
Inspectors General” but only “Inspectors General.” The Supreme Court recently reaffirmed
established jurisprudence of the primacy of enforcing the plain language of a statute, explaining
that “[i]f judges could add to, remodel, update, or detract from old statutory terms inspired only
by extratextual sources and our own imaginations, we would risk amending statutes outside the
legislative process reserved for the people’s representatives. And we would deny the people the
right to continue relying on the original meaning of the law they have counted on to settle their
rights and obligations.” Bostock v. Clayton Cty., Georgia, 140 S. Ct. 1731, 1738 (2020).

The IC’s Policies and Procedures, dated April 13, 2018, state in section 2:

At its discretion and consistent with the public interest (including the availability
of an effective remedy), the IC may consider wrongdoing alleged to have occurred
while an individual served as a Covered Person, even if that individual is no longer
a Covered Person or in government service when the IC receives the allegation.

The Report makes no recommendations for discipline against Mr. Lehrich and there is no
“effective remedy” to be imposed against someone who is retired from federal service and no
longer working in the federal government. As such, the Report serves no “public interest.”

CIGIE’s supposed authority over this investigation is not derived from statute; it is self-imposed.
At a July 23, 2024 hearing of the House Committee on Oversight and Accountability’s
Subcommittee on Government Operations and the Federal Workforce, members expressed
concern with the lack of statutory jurisdiction of the IC over former IGs. The Chair of CIGIE
said he did not know from where CIGIE’s authority to investigate retired federal employees or
former IGs was derived. And Congresswoman Harriet Hageman said,

I think what we’ve uncovered is that there are very serious due process and
constitutional and statutory problems associated with the IC and the way the CIGIE
is set up and operated.

Neither CIGIE nor the IC may unliterally expand its statutory investigative authority to
investigate former inspectors general because that authority is not conferred by the statute. Now
that the investigation has been received by the IC, and it is clear that there is a lack of both
jurisdiction and any public interest, the matter must be closed and dismissed.



In addition, the IC lacks jurisdictional authority in any matters involving an organization or
individual who is not a covered person. The investigation was opened and titled as an
investigation into the AbilityOne OIG, and therefore is ultra vires. The cover page makes this
clear, telling the reader that this was an “Investigation on Behalf of the CIGIE Integrity
Committee Pertaining to the AbilityOne OIG.” The IC, however, has authority over individuals;
it does not have authority over an organization. (See also Ex. 202) The IG Act and section 2 of
the IC Policies and Procedures state that the IC has authority over an IG and covered persons, not
an organization. (See Section 2 page 1 of the IC Policies and Procedures) The investigative body
acted outside the scope of its authority in examining an organization and this fact alone mandates
dismissal. This issue was addressed recently during the above-referenced hearing. In answering
questions about IC jurisdiction, the Chair of CIGIE responded, “It is investigating the individual
as opposed to the organization.” (See July 23, 2024, hearing of the House Committee on
Oversight and Accountability’s Subcommittee on Government Operations and the Federal
Workforce, 1:36:00.)

RESPONSE TO SPECIFIC FINDINGS IN REPORT

Mr. Lehrich Did Not Cause Any ‘“Impediments’’ to the Investigation

After nearly two decades serving in the IG community, Mr. Lehrich was not given the
opportunity to respond to the allegations at the inquiry phase of the IC’s process, as is customary.
The current CIGIE Chair testified at the July 23 hearing that such an opportunity is extended as a
“courtesy” and an “extra step of due process.” Yet, Mr. Lehrich was not afforded this courtesy or
due process. Had he been given this opportunity—which was when he was still serving as IG—
he would have been happy to provide context for all these allegations and documentation
disproving them.

Unmentioned in the Report is that at the onset of the investigation Mr. Lehrich provided two key
documents to CIGIE for the VA OIG. The Report does not cite these documents, even though
they provided important context for the allegations. If the full IC reads these two reports they
will understand why so much appropriate attention was spent by the IG on the financial
statement audits and issues with the agency’s IT department.

The first document Mr. Lehrich provided was a forensic report completed by the Postal OIG,
which looked at complaints made fromﬁ that manipulated testing
protocols during a FISMA review by outside auditors to deceive the contractors. Postal OIG’s
analysis looked at manipulation of the IT system (alleged by _) and created
the predicate for the credibility of ﬁ on which this Report so heavily relies.
The second document was an investigation and report by GSA on Anti-Deficiency Act violations
by AbilityOne related to the agency’s use of the financial platform. This report is important
because GSA provided services to AbilityOne to support its financial operations, and the report
demonstrated why Mr. Lehrich had a serious concern with senior agency leadership about the
financial statement audits. The GSA report found ﬂ
culpable in deficiencies related to managing agency finances and complying with
fiscal law principles.




In addition, Exhibit 32 demonstrates that Mr. Lehrich spoke with investigators and tried to be
helpful even though they did not give him the opportunity to provide information at an early
stage that would have warranted closing the case.

The Report contains a section titled, “Scope of Investigation and Impediments.” (Rep. at 6-11)
The purpose of this section is to suggest to the reader that Mr. Lehrich caused the impediments.
This suggestion is misleading and inaccurate in a number of ways.

First, it states that Mr. Lehrich declined to be interviewed. But the Report does not inform the
reader that this was a request for a voluntary interview or that the IC lacked authority to demand
an interview from him in the first place.

Second, the Report states that Mr. Lehrich “declined to . . . fully comply with a subpoena for
documents.” (Rep. at 6) This conclusion appears to be based on the fact that the IC was able to
obtain a handful of documents from another source that Mr. Lehrich did not voluntarily produce.
Yet the Report says nothing about what documents those were and does not claim that those
documents were material, or even relevant, to its investigation. Given that there appears to be no
basis to suggest that Mr. Lehrich held back inculpatory documents, the Report should say that. It
also makes much of the fact that Mr. Lehrich declined to sign a certification that he had fully
complied with a subpoena, yet there is no legal requirement to do so; the IG Act confers
subpoena authority on IGs but does not provide such authority to the Integrity Committee. This
was an IC investigation, not a VA OIG investigation. As such, there was no authority to issue a
subpoena. Because the IC had no authority to issue the subpoena, it likewise had no authority to
compel Mr. Lehrich to make any certification.

Third, the Report states that “access to iPhone records was impeded.” The Report’s deliberate use
of the passive voice conceals the fact that the agency did not preserve Mr. Lehrich’s iPhone.
Agency policy mandates that passwords shall not be provided to others. The agency had a
retention letter and ignored it when Mr. Lehrich retired and turned in his agency phone when he
left the organization. No one in IT or the VA OIG asked him for his password. Then, several
months later, the IC demanded that he provide his passcode. The fact that he could not remember
the passcode months later is not evidence of wrongdoing.

In addition, the VA OIG’s Counselor to the IG (who is no longer in that position) as the attorney
on the investigation violated rules of professional conduct by having members of the OIG make
requests to Mr. Lehrich when. knew he was represented by counsel, which is prohibited by
the rules of professional conduct.

The email (Ex. 39) referenced in the Report that purports to be about this issue actually relates to
an entirely different password matter. At the time of the email, there was a single Apple ID for
every government-issued phone in the entire agency. The OIG wanted to have its own Apple ID
that was not shared with the rest of the main agency, as it wanted to ensure the security of its
employees’ data. The OIG was in the process of migrating the Apple IDs, so the single Apple ID
used by the main agency for all phones was changed for the OIG; the OIG was not collecting
passwords to individual iPhones. To cite this email in a section about a different matter is
inaccurate and further calls this conclusion into question.



Although Mr. Lehrich’s counsel informed the IC that Mr. Lehrich no longer remembered the
passcode, the Report suggests that he is not telling the truth by citing one email with a second-
hand story that Mr. Lehrich said once in 2020 that he had a good memory. It is inappropriate to
draft a report that effectively accuses Mr. Lehrich of not telling the truth based on one email
about a different issue and yet be silent as to the fact that it was the fault of IT personnel who did
not obtain his passcode when he turned in his phone upon departure.

Allegation 1 — Using Investigations to ‘“‘Target” People

The Report purports to substantiate the first allegation that Mr. Lehrich abused his authority by
using investigations to “target” people about whom he had “expressed distrust or dislike.” (Rep.
at 12). This finding is incorrect for two primary reasons: First, the IC fails to provide any
evidence that Mr. Lehrich’s conduct meets the second part of the applicable legal standard to find
an abuse of authority. Second, each of the four referenced investigations had a reasonable basis.
In fact, each investigation found either a policy violation or a weakness in agency policies.

The Report cites the two-part standard to substantiate an allegation of abuse of authority (Rep. at
12-13).

1. An arbitrary and capricious exercise of authority by Mr. Lehrich; and
2. That exercise of authority either
a. Adversely affects someone’s rights; or
b. Results in personal gain or advantage to Mr. Lehrich or another preferred person.

Even assuming the IC properly substantiated the first element, which it does not, the Report
pretends the second element simply does not exist. It does not cite any evidence that Mr.
Lehrich’s exercise of authority adversely affected someone’s rights or resulted in personal gain to
him. For example, none of the employees supposedly “targeted” by Mr. Lehrich suffered a single
employment action: a demotion, termination, reassignment, reprimand, suspension, or any other
action. There is no evidence in the Report that Mr. Lehrich (or anyone else) obtained any
“personal gain or advantage” such as financial gain, personal recognition or honors, or anything
else.

This finding also violates the Quality Standards for Investigations (QSI). The QSI (Guideline C)
requires the use of “due professional care.” This means that the investigation must be “initiated,
conducted, and reported in accordance with (a) all applicable laws, rules, and regulations; (b)
guidelines from the Department of Justice and other prosecuting authorities; and (c) internal
agency policies and procedures.” Here, however, although there is no evidence that Mr. Lehrich’s
conduct met one part of the legal standard, the IC nonetheless substantiates the allegation.

For this reason, this finding is legally deficient. This allegation must be found to be not
substantiated.



Of note, in I interview (Exhibit 10, at 81:21-22; 82:2), S} SIS

, made clear that there were no objectivity issues or other concerns with Mr.
Lehrich with respect to the OIG’s cases:

Q: Did you have any concerns about objectivity?
A: From what was open in the inventory, I did not.
kskok

(Exhibit 10 at 90):

Q: Has anyone ever expressed concern to you about the motivation behind opening any
investigations at AbilityOne OIG?

A: No.

Q: Are you aware of any concerns current or former AbilityOne OIG employees had
about Mr. Lehrich in his capacity as AbilityOne 1G?

A: No, I am not.

skskok

(Exhibit 10 at 93:8-15):

Q: Have you had meetings with the current Commissioner of AbilityOne?
I pr———— ]
Q: How often do you meet with them?

A: We have a standing meeting with the chair about every quarter and then we meet with
every month.

skeskesk
(Exhibit 10 at 93:2-6):

Q: So other than AbilityOne OIG employees, did anyone, whether Commissioner or any
other person, identify any concerns about Mr. Lehrich?

A: No, nothing but great things to say about him, with their relationship.
This evidence by _ is unmentioned in the Report. Likewise, in Exhibit 53

(26:16-22; 27:1-7), extensive testimony by _, reinforced

Mr. Lehrich’s professional and kind nature:
Q: Did Mr. Lehrich express any concerns to you about other AbilityOne staff members?
A: No, sir.

Q: So he never expressed any concern to you about [redacted] for example?



A: Not that I recall.
Q: Did he ever express any concerns about [redacted]....
A: Not that I recall.
Q: Did he ever express any concerns about [redacted]?
A: No, sir.
Q: Did he ever --
A: He did nothing but champion his own staff.
Again, this testimony goes unmentioned in the Report.

In his work, Mr. Lehrich did not unfairly target agency personnel; rather, he was adamant in
identifying gaps in agency competencies. In Exhibit 164 at 59, an IPA auditor who was in charge
of the FISMA audit stated:

I don’t think he was out to get- I think -- I think Tom -- I think -- I think Tom was -- I
think he took his job seriously, and I think in his role, I -- I really -- I really believe that
he felt that [redacted] didn’t really know _ position. And to be
honest with you, and I know I’m being recorded, but I kind of agreed with that a little bit
because I’ve -- I’ve worked with the Ability One for four years now, and I do think

_ in over .bhead, and I don’t thinkl understands FISMA.

This testimony also goes unmentioned in the Report.

1. Server-Related Investigation

The server-related issue was unquestionably a serious one. Any OIG experiencing their main
agency entering OIG offices without notice and demanding that the OIG give the agency its
server from the secured server room would be alarmed. The draft ROI for this investigation
states that “[h]ad confidential or sensitive data been transferred to the OIG server at any time
since October 2018, and had the agency successfully removed the server from the secured OIG
server room, this report of investigation could have had different findings.” (Ex. 46 at 9) In other
words, the outcome of this seemingly minor incident could have been disastrous for the OIG. Mr.
Lehrich was well within his authority to explore what happened. Exhibit 45 demonstrates that the
email Mr. Lehrich sent for consideration of action set forth the facts and was balanced and
objective.

When the facts learned during the investigation did not support findings of wrongdoing against
the subject of the investigation, Mr. Lehrich took no further action against the subject. Because
the subject was not adversely affected and because there is no evidence that Mr. Lehrich had any
personal gain from it, this allegation is unsubstantiated as a matter of law.

The “discussion document” (Ex. 51), however, demonstrates that there was a reasonable basis for
the investigation—a conclusion that the Report skips over. Therefore, it is not accurate to
conclude that Mr. Lehrich used the investigation to “target” someone. That document says:



e “Summary: I agree that there’s a problem, but I believe an audit is the better vehicle to
flesh this out.” (Ex. 51 at 1)

e “Tagree with your observation that decommission efforts were not satisfactory, but the
investigation did not develop facts necessary to include the observation in an ROI. As an
alternative, this could be addressed directly with [redacted] supervisors in person or in a
management letter accompanying the ROL.” (Ex. 51 at 2)

e “Summary: I agree with your observation that I did not follow up with you and that this is
poor practice. However, the investigation did not develop facts necessary to support the
overall finding in an ROI. As an alternative, this could be addressed directly with
[redacted] supervisors or in an accompanying management letter.” (Ex. 51 at 2)

At most, the Report should find that there was a disagreement between the IG and .b

about whether this incident constituted waste/fraud/abuse or an employee
performance problem. This disagreement, however, cannot be the basis of a finding of
wrongdoing. It is also worth noting that the draft ROI identified weaknesses in the agency’s asset
management controls, which is a benefit to the organization.

2. Email Outage Investigation

This section of the report is based on a single email (Ex. 52) that Mr. Lehrich sent about an email
outage with the main agency systems. In that email, confirmed to Mr. Lehrich that the
outage was a ‘“serious problem,” but one that pointed to “poor performance” by the employee
and not waste, fraud, or abuse. According to the Report, the investigation ended. There is no
evidence that this caused any “adverse effect” on anyone, nor was there any “personal gain” to
Mr. Lehrich. This allegation cannot credibly substantiate any finding of an abuse of authority.
Mr. Lehrich was doing what oversight officials are supposed to do in such situations: ask
questions about IT outages and timing, and ensuring transparency. This is not misconduct; this is
the reason Congress enacted the IG Act in the first place.

3. Spoofing Investigation

The Report does not question that the matter under investigation was serious or that there was a
reasonable basis to open the investigation by Mr. Lehrich. A hacker was able to gain access to the
agency payroll system to divert funds and commit theft of government monies. This is precisely
the type of issue that an OIG should investigate.

Although the Report finds that Mr. Lehrich “improperly used an investigation into a spoofing
incident to target” _ it fails to note that the investigation was referred to the
AbilityOne OIG by the GSA, which maintains the agency finance platform. In other words, this
was not an investigation created out of whole cloth by Mr. Lehrich to “target” someone but rather
the result of another agency’s referral.

Exhibit 192 is the incoming referral information, which shows that the investigation was
predicated on this referral and not opened to unfairly target agency personnel. The GSA
information provided to the OIG demonstrated a serious concern with the hacking into financial
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systems. (See Ex. 192) This is a key exculpatory fact that must be included in the Report. The
GSA made the OIG aware of the problem when the main AbilityOne agency attempted to hide
the spoofing episode from the OIG and the Commission members.

In addition, there was a good-faith predicate of wrongdoing when* hid
the incident from the OIG, referring 1t directly to the FBI and bypassing the OIG, the
Commission members, and the agency head. In doing so, the agency included inaccurate
mformation in the FBI referral form. Of note. this is the only ROI completed by
who did not maintain a proper file on the

7 1ignored this fact, which negates an adverse finding. (See Ex. 10 at page 25 and
- discussed problems with Case Management System)

Along the same lines, 1t 1s impossible to reconcile the Report’s findings (a) that “the spoofing
attack created a legitimate basis for an investigation™ (Rep. at 24) and (b) that#
caused the spoofing attack by violating IT policies, with the finding that Mr. Lehrich “mmproperly
used this investigation to target“ﬂ If there was a legitimate basis for the investigation,

then it was mitiated by Mr. Lehrich to “target™ anyone.

Although Mr. Lehrich may have had concerns thatq was involved in the wrongdoing,
he did not try to influence the outcome of the investigation. When he received the draft ROI that
did not substantiate the allegations, Mr. Lehrich responded by making suggestions and then
“[y]ou can finalize as you believe needed.” (Ex. 61 at 1). Likewise,

said that Mr. Lehrich wanted to “ensure that CIGIE investigative standards are
(Ex. 65) In other words, Mr. Lehrich affirmatively told# to make sure to

meet CIGIE guidelines, not to reach some predetermined outcome that was adverse to

The final ROI concluded thatF had. in fact. violated IT guidelines in a serious

manner—by sharing passwords and providing system access to m (Ex. 58
at 13) (“We found that AbilityOne IT policies were violated in ways that contributed to the

hacker’s success. We also found that some actions were taken by AbilityOne staff that exposed
AbilityOne to risk of data loss. These actions were not violations of any statute or regulation.
Usually, the actions would be violations of agency policies. but we found that AbilityOne has no
applicable policies in place.”). As with the mvestigation mto the server 1ssue, Mr. Lehrich’s
efforts led to a benefif to the organization as the investigation identified policy weaknesses.

Although it concluded that- had violated internal policies, the investigation was
closed without any adverse findings againsl_ and there 1s no indication that

suffered any discipline. Thus, there was no adverse effect on The
Report makes no mention of any “personal gain” to Mr. Lehrich either. Thus, this allegation does
not meet the abuse of authonty standard and 1s unsubstantiated.

In addition, Exhibit 65 shows that had control over the Case Management System
(CMS). VA OIG failed to inform the IC that the entire case file for this investigation was not
iroierly maintained by - and was empty. which calls into question the veracity o
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4. Investigation inlo-

The Department of Defense is the largest customer and stakeholder in the AbilityOne program

and oversaw the congressionally mandated DOD 898 Panel that was looking at improvements of
the Commussion and program. Exhibit 145 shows thatH sent a letter
to the DOD Office of the Undersecretary misrepresenting that an agency employee had retired
when, in fact, they resigned. With respect to the investigation intoﬂcha:acterization
of another employee’s departure as a “retirement” rather than a “resignation,” the Report does
not find that the statement by— was truthful—that is, it does not find that the other

employee in fact retired rather than resigned. In fact, in Exhibit 146, an employee said
resiied because things with the main agency were not improving,

and il was shocked they sai retired. This is also an example of agency employees being
afraid of abuse by the senior agency leaders.

The mnvestigation iuto* was closed without substantiating any findings against

The only possible “adverse effect” was that the investigation remained open from
April 2021 to December 2021. (Rep. at 27) The Report mncludes no evidence that the open
mvestigation harmed ﬂemploymeut in any way. There were no adverse effects on
rights. The Report likewise cites no evidence that Mr. Lehrich personally gained
an ¢ from leaving the investigation open. Thus, this allegation does not meet the abuse of
authority standard and 1s unsubstantiated.

The Report Incorrectly Concludes that Mr. Lehrich “Targeted” Main Agency
Employees

Unmentioned in the Report is the exculpatory evidence that multiple OIG staff told the VA OIG
that Mr. Lehrich did not target main agency employees and was professional in his dealings with
them.

For example, in Exhibit 13 at 29, _ confirmed there was no
bias, and Mr. Lehrich was a strong leader:

Q: What was your overall impression of Tom Lehrich as an Inspector General?

A: You know, I think Tom was, like, my infroduction to Inspector General’s when I was
in law school. You know. I thought he was very smart. intelligent, and he would explain,
like, the CIGIE community. He was quirky too and, you know, he kind of he would, you
know. speak at the Commission meetings. We have public Commission meetings, like,

three to four times a year.

And so, he would do these briefings. I would help him make the PowerPomts. And he
always had, like, a strategic vision, and he would lead staff meetings every week, and it
would be, like, a — like one was a picture of, like, a sunflower growing up through some
gravel and he would ask everyone, like, what you thought of this.

And he would say, like, this symbolizes, like, perseverance. Like, we are going through
difficult times with, like. the agency right now. And so, you know, you can, like. see the
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sunflower continue to grow even though it’s, like, built in gravel, and that’s like an IG
continuing to grow, like integrity and oversight.

So I thought he was an inspirational leader. I know he spent a lot of time reading, like,
management and leadership books. I could see someone saying, like, he was a little
difficult to deal with. The Commission sometimes, like, he -- you know, he didn’t tolerate
things and he had opinions on people

skekesk

(Exhibit 13 at 45:2-5):

Q: Are you aware of any AbilityOne Office of Inspector General investigations that
targeted disfavored employees?

A: Not that, like, our office went and started an investigation that someone -- because
they didn’t like them. I would say that there is, like, an employee that had a rough
relationship with our office, but we received an allegation that was reasonable
considering. job and some of the, like, circumstances surrounding it, and that there’s
an investigation going on into that.

But, like, I’m not aware of anything along the lines of, like, let’s go start
investigating this person because we don’t like them.

OIG that they did not perceive any pressure on investigations.

A: Yeah. I’d say he was critical. There was nothing -- if we’re talking about disparaging,
there was nothing -- there were no like, personal attacks.

It was he -- I think it was a just a -- a matter of professionalism. So, he just kind of felt
that like, professionally, they were not up to the standards that they should have been.
And that, and that was it.

Q: Tom putting pressure on the team to get the report of investigation complete?

A: Yes. But not in the sense of like, oh, I like, just want it done no matter whether
it’s right or wrong. I, I think he was just like, wanted to get to the bottom of what
happened. And so he was putting pressure on getting the investigation completed. It
wasn’t a long investigation; it wasn’t really that complicated. And so yeah. But you know,
as you’re very aware, ROIs take work and to put a professional product -- I mean, we
didn’t end up making it public, cause there was really no point. But checking those
citations takes so long. And he definitely, I believe, like the week or two before it was
released, he was definitely putting pressure on but more -- not like, I guess, like biased
pressure. More kind of like, we need to get this done, right, like it was more like
employer to supervisor type of pressure than it was, yeah, any sort of bad pressure. I
never felt like, you know, oh, we need to get this done no matter what.
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In Exhibit 11 at 20:15-22 and 21:1-7, [{ S} S SIS ::c:ib:d the

positive environment at OIG on workflow.

Q: Can you please describe to us generally your interactions with Mr. Lehrich while he
worked at AbilityOne?

A: Yeah. You know, Tom was -- Tom, you know, he always had like a clear set of simple
things he wanted accomplished, you know, whether it was like negotiating the [office and
building] move or, you know, doing semiannual report or doing (inaudible) Instant
Challenge or doing some kind of management alert to the Commission. He was very
good about sort of proactive endeavors and just sort of, you know, clear deliverables,
things that, you know, that -- that he wanted to get done.

So I think -- I think -- I think, you know, he was -- he was a good leader at the agency.

The Report leaves the reader with the incorrect impression that Mr. Lehrich was universally
perceived as targeting employees he did not personally like and ignores the fact that there was
ample evidence to the contrary.

Allegation 2 — Audits

This section of the report concedes that there is nothing “surprising or inappropriate” about Mr.
Lehrich’s “direct involvement in audits.” (Rep. at 31). The Silver Book mandates that Mr.
Lehrich—and everyone in the OIG—exercise “professional skepticism” during audits. (Silver
Book at p. 12) Unmentioned in the Report is the fact that peer reviews of these audits by a sister
OIG found that the audits met all applicable standards. This matter is discussed in detail below.

The Report improperly converts Mr. Lehrich’s “professional skepticism” about the quality of
agency operations into substantiated wrongdoing. This is particularly problematic because the
Report does not evaluate whether the individual allegations about Mr. Lehrich’s role in the audit
process rise to the level of misconduct. (Rep. at 31 (“Without assessing whether IG Lehrich’s
individual actions described below might alone be considered improper conduct...”)). The
Report essentially concludes that the quantity of allegations against Mr. Lehrich means there
must be wrongdoing, even where the IC does not substantiate any of the individual allegations.
This is another example of the “where there’s smoke, there’s fire” approach in this investigation.

The Report’s conclusion that these allegations are substantiated is flawed for several independent
reasons.

First, the Report found that Mr. Lehrich suggested edits to audits but also found that he left the
final decision to the auditor or the independent public accountants (IPA). The Report does not
cite any steps taken by Mr. Lehrich to improperly influence the outcome of the audits other than
to make suggestions during the process. At most, these allegations are that Mr. Lehrich was a
demanding leader who expressed “professional skepticism™ about the quality of the agency’s
operations. Even if he had too much skepticism, mere skepticism does not cross the line into
forcing OIG employees or IPAs to reach incorrect or flawed conclusions.
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Second, the testimony of _ who worked for an IPA and was a senior leader with the
audit firm and decision maker for the engagement, undercut any finding that Mr. Lehrich crossed
the line from expressing “professional skepticism” into lacking impartiality. They explained that
Mr. Lehrich was “always amenable” to_ explanation for why the IPA could not make
his proposed changes. (Ex. 149 at 27:17-22). The witness went on to describe Mr. Lehrich:

So that’s why I said we had a good working relationship with Tom, because he
could, you know, suggest what he wanted to, but at the end of the day he was
respectful of our independent assessment of the either internal control weakness
that we identified or any errors we identified. He always was respectable (phonetic)
of that. And he was always -- had an open mind in our discussions. So, it was never
if we don’t change to what he wanted, you know, he’s going to fire us. It was never
that type of a relationship.

He saw the -- the situation as being one thing, but that thing usually was something
we couldn’t support. So, I couldn’t report on it at all. So but I think it was a good
working relationship that we had with the OIG’s Office, that we still have even
though he’s no longer there, and he just -- he actually did respect our opinion and
did not, you know, push -- push the issue as far as changing our findings or add
certain language in our findings that he wanted (Ex. 149 at 27-28.)

Mr. Lehrich may have used a critical tone when dealing with audits, but zealousness is not
wrongdoing. An IG must resist being “in the pocket” of the agency and should not be shy to
criticize responsible agency leaders when the agency’s operations are failing or performing
below acceptable standards.

Third, the Report includes a section about Mr. Lehrich’s actions with respect to management
alerts and a transition memo. This allegation should be removed. As the Report concedes, “the
management alerts and transition memo were not subject to the same standards as audits.” (Rep.
at 41) If they are not subject to the audit standards, then they are not relevant to this finding
about how Mr. Lehrich supposedly “influenced audit reports.”

With regard to the management alerts and the transition memo, the Chair of the Commission is
the head of the agency, not_ Exhibit 53 at 28 demonstrates that the Chair
found these products helpful and appropriate and used them for the other members of the
Commission. He also emphasized that he had a very positive relationship with Mr. Lehrich:

Q: How would you generally describe your relationship with him at the Commission?
A: A Positive, very positive.

Q: Can you sort of elaborate a little bit more? Were there any particular aspects of that
that struck you as very positive?

A: I found his reports to be a helpful roadmap on some key issue. I felt I understood how
to use his reports both to drive some needed changes in the Commission and to garner
support in our budget proposals and our congressional proposals. It is often a useful tool
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to point to an IG report as a means to accomplish a needed objective. I also saw
opportunity to try and pivot the focus —

The head of the Agency elaborated in Exhibit 53 at 33 about the value from the transition
memo.

Q: in thinking again of the transition memo that we were just looking at from October
2020, I believe there’s a sentence in there at the beginning that said, quote, “OIG joins
other oversight reporting organizations who reported on the varied and significant
management weaknesses,” end quote. Do you agree with that statement?

A: Yes.
Q: And the varied and significant management weaknesses relate to stewardship?

A: They certainly happened under_ stewardship. How much we want
to relate it to. stewardship against a lack of resources, a lack of funding, growing
expectations, split priorities, lack of direction from members of the Commission, there’s
many things that were going on.

The transition memo was helpful for the agency head in hiring - and no actions
were taken against any senior main agency staff, as seen in (Exhibit 53 at 33):

Q: Did -- you end up taking any actions based on the transition memo that were driven by
it?

A: When I became Interim Chair, I put tremendous focus on stewardship as one of the
kei thinis. I mentioned earlier I focused on bringing in ﬁ and

emphasize responsible stewardship.

Also, from Ms. Porter’s interview (Exhibit 5 at 136):

Q: Do you recall for this transition memo to - the Chair, whether Mr. Lehrich
said anything about wanting to try to make those senior staff changes by highlighting
these management problems to _?

A: No. Meaning the management problems were communicated because that’s why the
IG is there....

In addition, the main agency had requested GSA perform a review and investigation into the
problems with the main agency management of the financial platforms, and GSA issued a report
of multiple and systemic issues with the main agency financial platform and proper application
of appropriations. The OIG issued a memorandum to the head of the agency (see Exhibit B) that
supported a balanced approach to helping the main agency improve financial management.

The AbilityOne OIG audit reports complied with appropriate standards, and there is no showing
by a preponderance of the evidence that Mr. Lehrich undermined or compromised the
independence and objectivity of the office.
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Mr. Lehrich worked closely with the head of the agency (Chair of the Commission) and Vice
Chair but, like the Commission members, Mr. Lehrich did not have a high opinion of agency
senior staff. As stated earlier, the OIG experienced issues with veracity early on with senior
main agency leaders related to the financial platform, the IT department functions, and the
concealment of the spoofing incident and resultant loss of agency funds.

The Report fails to mention that the agency contemporaneously contracted for its own
separate financial statements audit

Another glaring omission from the Report is related to the discussion of Mr. Lehrich’s alleged
interference in the Financial Statements Audit. Although the investigation did not substantiate the
allegation that Mr. Lehrich influenced the Financial Statements Audit, the Report does not
discuss that the OIG arranged this as the first such audit to be transitioned to independent OIG
oversight at AbilityOne. The agency did not like the way that this Financial Statements Audit
was going, as a negative opinion was in the offing.

Without telling the OIG, the Commission members, or even the head of the agency,_
violated audit procedure and contracted with a
different audit firm (one they had used before) and had a different audit report produced to
replace the first one that contained a negative opinion. This was the type of systemic problems
with which Mr. Lehrich and his staff were routinely confronted. OIG staff spent time explaining
to the outside auditors, so they were aware of the agency’s history with its financial statement
audit, including this round of deception. Subsequent completed audits by IPAs managed by OIG
found multiple problems with the agency’s financial statements, and the reports on the finances
by subsequent outside auditors found multiple Anti-Deficiency Act violations. (See Exhibit B.)

AbilityOne OIG passed its first audit peer review

The Report fails to inform the reader that all OIG audit products complied with appropriate
standards and the AbilityOne OIG’s Office of Audits passed its first audit peer review conducted
through CIGIE. Passing a first audit peer review for a new audit organization is impressive and
rare. The positive first peer review demonstrates that the audit environment was intact,
independent, and followed applicable standards. In a Semiannual Report to Congress (see
Exhibit A, the OIG detailed the results of the audit peer review under GAO Yellow Book
Standards. Influences or attempts to influence audits that would rise to a level of misconduct do
not exist in the audit workpapers. The Semiannual Report to Congress reported:

Other Audit Matters — Peer Review

Auditing organizations that conduct engagements in accordance with Generally
Accepted Government Auditing Standards (GAGAS engagements) are required to
establish and maintain a system of quality control and obtain an external peer
review at least once every three years. The Council of the Inspectors General on
Integrity and Efficiency (CIGIE) is tasked to manage, oversee, and provide its
OIG members with standards and policy guidance on the implementation of
generally accepted government auditing standards (GAGAS) requirements for the
peer review process. The CIGIE peer review program provides OIGs and their
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stakeholders with an assessment of (1) the system of quality control over the audit
organization and its compliance with the established system of quality control,
referred to as an External Peer Review; or (2) established audit policies and
procedures, if applicable, to determine whether they are current and consistent
with applicable professional standards, referred to as a Modified Peer Review.

The choice of type of peer review needed is dependent on whether the reviewed
OIG audit organization’s work, performed in the three years since its last peer
review, included GAGAS engagements. The objectives of the two peer reviews
are different, and the reviewed OIG needs to ensure that it obtains the appropriate
peer review type according to the work it performed. The External Peer Review is
applicable to OIGs that conducted GAGAS engagements in the three-year period
since the prior peer review or since the organization started its first GAGAS
engagement. The Modified Peer Review is applicable to OIGs that did not or do
not conduct GAGAS engagements but may maintain audit policies and
procedures in anticipation of conducting the work. At the request of the Inspector
General, the U.S. AbilityOne Commission OIG received its first-ever peer review
pursuant to these aforementioned standards. The OIG received a modified peer
review because our Office of Audit did not conduct GAGAS engagements during
the reviewed period but maintains audit policies and procedures.

Modified Peer Review Report on the AbilityOne Office of Inspector
General’s Audit Organization (July 15th, 2022)

According to CIGIE practice and scheduling, from March to July 2022, The
AmeriCorps Office of Inspector General (OIG) conducted a modified peer review
of the AbilityOne OIG’s Office of Audits (OA). The team from AmeriCorps OIG
reviewed (1) the OA’s established audit policies and procedures in effect for the
year ended September 30, 2021, and (2) the OA’s monitoring of Government
Audit Standards (GAS) engagements performed by IPAs. Established policies and
procedures are one of the components of a system of quality control to provide
AbilityOne OIG with reasonable assurance of conforming to applicable
professional standards. The components of a system of quality control are
described in GAS. The AmeriCorps OIG peer review team independently
determined:

* The OIG OA’s established policies and procedures were current and consistent
with applicable professional standards, as stated within the Council of the
Inspectors General on Integrity and Efficiency (CIGIE) Guide for Conducting
Peer Reviews of Audit Organizations of Federal Offices of Inspector General
(Guide), Appendix A: Policies and Procedures.

* The OIG OA had controls in place to ensure that IPAs performed contracted
work in accordance with professional standards.

(Exhibit A at 27.)
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In addition, all audits during Mr. Lehrich’s tenure were performed by contracted IPAs, and
outside audit firms follow their own system of controls. It is not credible that Mr. Lehrich’s
actions triggered any departure from an IPA’s own standards without a paper trial or a formal
complaint by the IPA about it. There is not a preponderance of evidence that his activities related
to audits constitute an abuse of authority or compromised objectivity. The only thing the record
demonstrates was a desire to improve management, which was why Congress installed an IG in
the first place.

This is shown in Exhibit 6 at 11, in which [{S}{SHIERSESIN s-id muttiple times that Mr.
Lehrich was always independent in the audit programs and did not influence audits:

A: And I do want to quantify that in the time that I was at AbilityOne OIG we had a
number of public accounting firms, so they all were responsible for different things.
Allmond & Company you’re talking about the financial statement, correct?

Q: Correct.
A: Yes, okay.

Q: Did [redacted] or [redacted] or anyone else from Allmond & Company ever express to
you concerns they had regarding Mr. Lehrich’s I'll say oversight for lack of a better
word? I know they’re independent, but Mr. Lehrich, I’ll say Mr. Lehrich’s impact on their
audit of financial statements?

A: No.

. However, Mr. Lehrich would provide comments or feedback whenever there was a
need to brief him on updates or our responses before they were communicated to the
agency. So the first level of course was . but there was feedback provided by Mr.
Lehrich as the IG because ultimately he was the one releasing the report.

skekesk
(Exhibit 6 at 11:6-14):

Q: So I'll ask the question a different way. Did any Allmond & Company employee ever
express to you concerns they had with Mr. Lehrich’s review or comments of their, of their
draft work?

A: No.

Q: No, okay. How about concerns they had with Mr. Lehrich’s bias towards Commission
senior staff?

A: No.
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In Exhibit 11 at 45, _ emphasized Mr. Lehrich’s objectivity:

Q: Sure. I guess let me ask you a different way. Did you find any of the -- did you find
the conclusions in the management alerts to be objectively accurate?

A:Yes, I -- I did. I think it was -- it was not I felt like the -- the underlying findings were
objectively accurate. I felt like the -- the tone of these things and -- and you really have to
-- and you can probably read it and you’d never know. but like the tone was maybe a little
like -- was -- was influence and you - by the history of the interactions, right?

And he felt like he needed to go more aggressive with -- with the tone

In addition, the VA OIG did not appear to understand the predicate for the management alerts
(discussed above), and it does not have the authority to replace its business judgment for that of
another OIG. The agency head had asked the OIG to provide an analysis for the Chair regarding
whether there was fraud in the program that they implemented. As a result. Mr. Lehrich met with

or advice on how to design a pro uct on risk given the concerns
agency had with the nisk areas in the main agency’s management of the program. Exhibit 172
shows the beginning of developing a management alert on risk.

In Exhibit 165 at 40, an outside Auditor, who was the head of the FISMA review, defimitively
stated that Mr. Lehrich did not attempt to or otherwise influence audits:

Q: Sure. And so ultimately, you didn’t feel as if Mr. Lehrich was in some way influencing
your report or attempting to influence your final decisions?

A: No, I don’t think he was. You know. there’s no secret that there were times where he
would poke at [redacted] organization. You know, he was very professional about it and
tactful. But he -- no. he didnot ......

(Exhibit 165 at 34):

Q: Do you recall if during those few calls he ever made any requests or suggestions for,
you know, language in an audit report, anything like that?

A: He did not. Not with me.

Q: Thank you for looking at that with me. But along those lines, did you ever feel with
respect to either that draft or any of the other years that Mr. Lehrich was attempting to
improperly influence an aspect of the report or the findings?

A No, I never felt pressured. I'll say it that way.



In Exhibit 164 at 27-28, another FISMA auditor working on another fiscal year FISMA audit
supported this:

Q: Soif I'm -- so I don’t want to put words in your mouth, but -- but if I’m understanding
you correctly, there’s a -- a difference between an IG engaging in a constructive
conversation with you as opposed to directing you to make a change. Is that an accurate--

A: Yes.
Q: --characterization of your testimony?

A: Yes, that’s an accurate characterization, and that’s -- and that’s a good distinction
between like I don’t -- I don’t recall ever feeling so much pressure from Tom where, you
know, I needed to call and say, “Hey, I'm feeling the heat,” you know. He really wants it
to be this way versus that way. I don’t recall ever feeling like that with Tom.

Q: Great. Well, thank you. Thank you for answering those questions. That’s all I have for
right now.

Allegation 3 — Reduction in Force

The Report finds that Mr. Lehrich engaged in an abuse of authority when he oversaw a reduction
in force (RIF) as part of the decision to organize the AbilityOne OIG’s Office of Investigations.
The plan to organize the Office of Investigations aligned with longstanding plans, including
ensuring that the office was staffed with 1811-series investigators. ﬂdid not qualify as
anl811-series employee

As an initial matter, neither the VA OIG nor the IC have jurisdiction to challenge or assess the
decision to implement a RIF. That decision is the role of the Merit Systems Protection Board. See
e.g., Alder v. Tennessee Valley Auth., 43 F. App’x 952, 956 (6th Cir. 2002) (party’s “challenge to
the reduction-in-force decision itself” is “a fundamental employment claim subject to MSPB
review.”); Yerke v. U.S. Postal Serv., 70 E. App’x 536, 538 (Fed. Cir. 2003) (“Under the RIF
regulation, ‘[a]n employee who has been furloughed for more than 30 days, separated, or
demoted by a reduction in force action may appeal to the Merit Systems Protection Board.’”)
(quoting 5 C.ER. § 351.901 (2003). apparently did not bring an MSPB challenge, yet
that fact goes unmentioned in the Report. VA OIG is not qualified to evaluate the propriety of a
reduction in force.

Beyond the lack of jurisdiction and the lack of expertise, the Report is missing key context to the
decision to move to a law enforcement model H This had been identified
as a goal of the office before- joined the agency. From the inception of the office, Mr.
Lehrich and his office were transparent in their desire for an Office of Investigations with law
enforcement authority and demonstrated a commitment to doing it correctly. In the October
2017-March 2018 Semiannual Report, the AbilityOne OIG highlighted,”[b]ased on the

investigative needs of the program, the OIG is planning to seek law enforcement authority,
pursuant to the IG Act.”! h did not start at the OIG until June 2019—well over a year

! https://abilityone.oversight.gov/reports/semiannual-report/semiannual-report-congress-october-1-2017-through-
march-31-2018 (page 11).
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after the OIG had decided to seek law enforcement authority. (Ex. 8 at 9:2) It was also covered
in their publicly available OMB budget submissions. As AbilityOne OIG began operations,
almost all of its mvestigations were with DOJ or conducted jointly with other OIGs using 1811s
to do the mvestigative work. To suggest that the decision to seek law enforcement authority was
“personal” toH or that Mr. Lehrich “targeted” (Rep. at 55) 1s directly contradicted
by the fact that this decision predated- joining the organization and the way the office
ran its investigations from the beginning.

Exhibit 11 at 82 shows that_ knew this was part of a long-standing business
plan for the office:

Q: Do you know when the discussions began to -- to have the Office of Investigations as
an 1811 cnminal mvestigator office?

A: It was certainly -- that was always the goal since I started in May of 2020. They
wanted to furn into an 1811 model law enforcement Office of Investigations. And -- and

from what I understand, that has sort of always been the plan.

Q: So did you -- so did you have any discussions with Mr. Lehrich or Stefania about, you
know, their belief regarding the necessity of 1811 to --

A: Yeah, I mean, 1t’s mostly like a business, you know. It’s a business case, right

In addition, they asked_ about standards. (Exhibit 11 at 144-45; see

also id. at 153-54):
Q: -- did you have concerns about him violating CIGIE standards or, you know —
A: No.
Q: -- any laws or -- okay.

A: No, I did not.

In addition, mcorrectly believed could be placed 1n an 1811 role at AbilityOne
1d not qualify under the regulations due to il age. requested that Mr.
in an 1811 role, and Mr. Lehrich declined to do so because there was no
support to do so. “attended the Federal Law
Enforcement Traming Center Criminal Investigative Training Program for the standard three
months. And I graduated with honors. And that qualified me to be an 1811. It had been my
understanding that I would be converted to an 1811.” (Ex. 8 at 7:12-18 was not, however.
made an 1811 by I
The 1811 regulations provide that a person cannot enter service after turning 37 years old. (See
Exhibit C at 4.)* did not meet this age restriction, and the Report includes no evidence
that AbilityOne had a policy to waive the age restriction.
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In addition, DOJ’s policy is to grant waivers for employees eligible for veteran preference, in
cases of especially qualified individuals, in areas with a shortage of highly qualified applicants,

or in other narrow circumstances, none of which applied to this situation. Nowhere does the
Report mention this fact. sponsoredh‘ CITP attendance at FLETC. That
came to AbilityOne OIG with no time in

agency chose not to employ as an 1811. E

ractical experience in the 1811 series other an! training, which would necessarily disqualify
i as an especially qualified individual worthy of an age waiver. In light of this information, i
mcorrectly represented to the OIG was eligible to be in the 1811 series.

The Report also relies heavily on the fact that the OIG sought outside legal advice about what
could count as a “competitive area” for the RIF. (Ex. 109) The very fact that Mr. Lehrich sought
outside counsel advice is evidence of good faith and an effort to comply with the law and ensure
the reorganization was completed properly. Likewise, the record is clear that he (and Ms. Porter)
sought the advice of multiple human resources professionals about the conversion to a law
enforcement model and the RIF. This, too, is evidence of good faith, care, and diligence rather
than affirmative wrongdoing or abuse of discretion.

For example, in Exhibit 106 at 23, Mr. Lehrich spoke with_ that had done
complex reorganizing:

F: So I did get a lot of outreach from a lot of IGs. Tom was one of those, one
of those shops, right? And, you know, we were always happy to help a fellow IG’s office
to share perspective, and that’s what 1t was. I think I used that word. It was -- it was a
perspective.

So, you know, I know these are always — these are always tough situations and sensitive

things. but hopefully if you do reach out to [redacted can give you some more, you
know. clarity on that because I think the details of it il would probably. you know recall
Just with. background.

Ultimately, the OIG decided that since the OIG was divided into different offices (investigations,
audits, legal), then it was appropriate to use the Office of Investigations as a “competitive area.”
This decision was based on the OPM regulation’ and experience with other OIG offices of
mvestigations.

In addition. the OIG legal staff on which Mr. Lehrich relied for the RIF analysis were highly

The advice delivered by these lawyers was also based on the structure of the IG
Act for OIGs often not understood by agency HR specialists and even mature OIGs that have not
had to stand up new offices. The VA OIG nor the IC cannot unliterally place itself in the position
of deciding that the legal and HR advice provided to Mr. Lehrich was wrong, that he should have
known so, and that he should not have followed it. The VA OIG has neither the authority nor the
expertise to do so. No legal body, including the MSPB, has ever found the RIF to be improper.
As far as Mr. Lehrich knows, it has never been challenged anywhere. If the whistleblower did
not think. case was strong enough to survive MSPB review-—which has expertise in these
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matters—then it is hard to understand why the VA OIG believes it alone should determine the
RIF’s legal propriety.

The OIG had discretion to follow OPM rules. OPM reinforced the broad agency discretion in
RIFs when it issued a rule about the competitive area in the context of pay banding. That rule
stated:

Because each agency-specific RIF situation is unique, OPM believes that the
agency conducting the RIF has the best information to make RIF-related decisions,
including the definition of what is an appropriate competitive area or competitive
areas for its competing employees. ...

The Report cites no regulation that permits the OIG to overcome this required deference to the
RIF determination made here. If that decision is not arbitrary or capricious—and the Report cites
no legal reason why it was—then the Report cannot substantiate this finding. By substantiating
this finding, the IC is substituting its judgment for that of Mr. Lehrich when, in fact, IGs have
wide discretion. The IC is not authorized to second-guess a reasonable exercise of judgment
without finding that it was arbitrary and capricious.

Along the same lines, the Report questions AbilityOne OIG’s decision to seek law enforcement
authority in the first place. (Rep. at 58-59) As the OIG community is aware, 5 USC § 406(f)
provides the authority for OIGs to seek law enforcement authority. Certain OIGs have statutory
law enforcement authority. Other OIGs are authorized to seek deputation from the Department of
Justice. As a statutory IG, Mr. Lehrich had an obligation to set up an Office of Investigations and
seek law enforcement authority in order to operate it appropriately. Further, nothing in CIGIE’s
authority permits it, the VA OIG, or IC to question an agency’s management decisions in this
way. Yet the VA OIG concludes that there was no “bona fide management objective” for the
reorganization simply based on its disagreement with this decision. Seeking law enforcement
authority from DOJ was a step in the process of establishing the Office of Investigations. A more
established OIG, such as VA OIG here, likely does not have an appreciation for the tremendous
amount of work required to compile and submit the application to DOJ. It was completed as soon
as this startup OIG — with only a handful of employees — could.

described
the investigative environment with the state of the office under

(Ex. 10 at 10):
Q: I think you mentioned a civil matter. Were there any civil, civil investigations open?
A: Yes, there were.
Q: Do you recall about how many?
A: It was about five, basically all nonstarter cases, very poor recordkeeping, poor note
taking. We had -- they had a very -- they procured orH procured a

case file management system and did not procure all the parts of it. So, it could only do

3 https://www federalregister.gov/documents/2008/08/11/E8-18447/competitive-area
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certain things. There were no policies in place on what should be reported. There was no
compliance with CIGIE requirements for quality standards of investigations. Looking at
documents and records, they were working with some civil DOJ attorneys, and when
documents were received, there was no analysis or no records of what was done. So
coming in was a very sad state of the Office of Investigations, and it put me in a tough
position because they, quote, unquote, these cases were open and ongoing, but they were
in a poor state. And it took us about six months to really get a good, solid foundation of
where they were, what relationship we had with those DOJ attorneys. I’ve had a lot of
conversations with DOJ on the civil side is that communications with- were
lacking. They were empty....

skekesk

(Exhibit 10 at 86):

Q: Are you aware of any AbilityOne OIG investigations that did not adhere to CIGIE
quality standards for investigations?

A: Yes.
Q: I know you told us a little bit about that. Which one specifically?

A: The one that -- the structuring case. There’s no documentation. I mean, I can’t -- I
mean, [ don’t know when people were talked to. I don’t know what the contents of that
conversation were. I don’t know. Okay. We have a grand jury subpoena. Do we have an
MOA saying we requested one? Do we have an MOA saying we received the documents?
Do we have a chain of custody for the documents that received? Do we have an analysis
or review of those records? You know, what’s, you know -- were any interviews done? I
don’t know.

skeksk

(Exhibit 10 at 104):

Q: Did that drama relate to _?

A: Un-huh.

Q: And so what were the -- what did people say about the Work- was or was not
doing?

A: Just it wasn’t quality, and you know, yes, _ wasn’t helping out

the junior investigators, like the new people. Like there was no direction. There was no
leadership. There was no mentoring. There was no coaching. Hey, what am I supposed to
do? I'll just figure it out, just figure -- you’re a GS-9. You don’t know what to do. You’ve
never been to a training program. You’ve never been to a course. You graduated law
school. you’re just told to go out and
do something with no knowledge.
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It’s embarrassing. It really is, and that’s why I think, you know, I have -- T have built such
a great relationship with . because they’re actually getting training.
They’re getting guidance. They're learning of what’s expected of them to do.

Finally. the Report includes the finding that was “removed. at least in part, in
retaliation for il protected disclosures about investigations not conforming with CIGIE
standards for OIG ivestigations.” (Rep. at 60) Given that the plans to convert to a law
enforcement model were in place by March 2018, then* supposed protected disclosure
m September 2019 was made after the decision—and cannot qualify as a protected disclosure. In
addition, there is no basis to use run-of-the-mill discussions among members of an OIG about
how an investigation comports with CIGIE standards as a “protected disclosure.” In fact,

:1mailed Mr. Lehrich on August 4, 2020, that Mr. Lehrich had told to “ensure that CIGIE
investigative standards are met.” (Ex. 65). If discussions about ensuring that reports meet CIGIE

standards are “protected disclosures,” then every member of every OIG in the country would be
considered a whistleblower. In the end, did not have a reasonable belief was
reporting a violation of law, rule, or regulation; was having discussions with il

supervisor in the course of their work.

In addition. the Report cites case law supporting that “the agency must establish that it would
have taken the same personnel action in the absence of the protected disclosure.” (Rep. at 61)
First, there was no protected disclosure. Second, the above discussion establishes that the OIG’s
plan all along was to have . which supports the notion that
yes, the agency would have taken the same personnel action m the absence of a disclosure.

Allegation 4 — Appearance of Conflict related to Emplovment

I'he Report does not question that Mr. Lehrich sought and obtained the approprnate recusal from
* matters. (Rep. at 65) Instead. it relies on the statement by one witness that Mr.
ehrich “mstructed that the audit o be removed from
the audit plan.” (Rep. at 65) What said was that Mr. Lehnch “tabled” the audit and that
Ms. Porter (who had no recusal or possible conflict of interest) agreed with that decision. (Ex. 70

at 43:13-16) (*Oh, absolutely, [Ms. Porter] was providing feedback on, iou know, the areas that

we needed to audit, and she agreed with Tom that we needed to table this one
particular audit right here.”). The evidence shows that another member of OIG leadership
reached the same conclusion to wait to audit until a later cycle. This suggests that
there was a legitimate basis to delay the audit that did not arise from Mr. Lehrich’s alleged
apparent conflict. And at all times Mr. Lehrich followed the ethics advice provided.

CONCLUSION

As the first statutory IG of AbilityOne, Mr. Lehrich was a proactive leader in an agency where
the staff leadership had serious lapses in judgment and accuracy of its representations to the OIG.
He treated his staff fairly and ensured that the work conducted under his leadership was
thorough, objective, independent, and in compliance with all applicable standards, which was
validated by (1) the fact that the Office of Audits he established passed its first peer review, and
(2) the testimony of numerous OIG staff and IPA employees in connection with this matter. The
VA OIG’s investigation lacked objectivity. Its report suggests a pre-determined conclusion in
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search of support with little to no consideration given either to the specific, and often
exculpatory, facts. It ignores the larger context of Mr. Lehrich’s work as part of a new, small,
startup OIG granted the necessary autonomy to make its own organizational and management
decisions.

Mr. Lehrich provided two key documents to CIGIE for the VA OIG. The Report does not cite
these documents. If the full IC reads these two reports they will understand why so much
appropriate attention was spent by the OIG on the financial statement audits and other issues.

The first document Mr. Lehrich provided was a forensic report completed by the Postal OIG,
which looked at complaints made fromi that manipulated testing
protocols during a FISMA review to deceive the contractors. Postal OIG’s analysis looked at

) and created the predicate for the

manipulation of the IT system (alleged by _
credibility of i on which this Report so heavily relies.

The second document was an investigation and report by GSA on Anti-Deficiency Act violations
by AbilityOne related to the agency’s use of the financial platform. This report is important
because GSA provided services to AbilityOne to support its financial operations, and the report
demonstrated why Mr. Lehrich had a serious concern about the financial statements.

According to the IC’s own standards, even if the evidence showed that Mr. Lehrich arbitrarily or
capriciously exercised his authority (which it conclusively does not), the Report abjectly fails to
prove that anyone’s rights were adversely affected or that Mr. Lehrich or anyone else
experienced any personal gain or advantage as a result of his conduct. The Report fails to prove
by a preponderance of evidence that Mr. Lehrich abused his authority or undermined his
independence, integrity, and objectivity in his office’s audits or investigations or in effecting a
RIF. The Report also failed to prove by a preponderance of evidence that his office’s RIF was
not undertaken for bona fide management reasons, and the Report goes too far by even
suggesting it “might be considered” retaliation without offering any plausible evidence in
support of this speculative conclusion. The OIG had discretion to follow OPM rules and the 1G
Act. As discussed earlier OPM reinforced the broad agency discretion in RIFs when it issued a
rule about the competitive area in the context of pay banding. That rule stated:

Because each agency-specific RIF situation is unique, OPM believes that the agency
conducting the RIF has the best information to make RIF-related decisions, including the
definition of what is an appropriate competitive area or competitive areas for its
competing employees...(See supra note 5)

And the Report fails to establish even an appearance of a conflict of interest where Mr. Lehrich
sought advice and implemented appropriate recusals. Neither the IG Act nor the IC’s Policies and
Procedures provide for making this Report public. A 2022 Notice of Modified System of Records
publishes a new routine use of the Integrity Committee Management System “to the news media
and/or public when...the IC Chairperson determines that there exists a legitimate public
interest....” In addition to the unsubstantiated findings in the Report and the absence of any
recommendations, Mr. Lehrich is retired from over two decades of untainted federal service and
has been a private citizen for over three years. There is no public interest served by publishing
this report; rather, the public interest mandates the closing and dismissal of this matter.
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Lastly, Exhibit 125 (Rep. at 52) identifies by name. The name of

was not redacted in either the Report or the exhibit list. Failure to properly redact is a
violation of the Privacy Act. _pis not part of these allegations or implicated in any
way, the inclusion of the exhibit is gratuitous and unprofessional, and the VA OIG offers no
justification for including this collateral information in the Report.

kg
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Message from the Inspector General

“Organizational renewal”
The theme of this fall’s Semiannual Report to Congress (SAR) is “organizational renewal.”
In the reporting period, the OIG and the U.S. AbilityOne Commission underwent new and exciting changes.

I am humbled by the selection as the permanent Inspector General. Inspector General is a position that I assume
with great sense of duty, with awareness of the authority it carries and the responsibility that it comports.
Quoting from the Commission’s press release, “It is a great pleasure to welcome Stefania as the Commission’s
new Inspector General,” said Commission Chairperson Jeffrey A. Koses. “Stefania’s leadership and expertise
will ensure that the Office of Inspector General continues to build trust in the AbilityOne Program by detecting
and preventing fraud, waste, abuse, and mismanagement. That work is especially critical at a time of
transformation and modernization for the Program.” After serving as the Acting Inspector General and now in
the permanent role, I am looking forward to continuing to work with Congress, the Commission’s Chair Jeffrey
Koses and ViceChair Chai Feldblum, and all the AbilityOne stakeholders.

Bringing organizational renewal to the Commission are the recent appointments by the President to new
Commission members. On Oct. 12, 2022, the President announced his intent to appoint the new members,
whose appointments became effective October 18. They are Matthew R. Beebe, Commissioner, Department
of Defense, Angela Billups, Commissioner, Department of Veterans Affairs, Megan Dake, Commissioner,
Department of the Army, Carol L. Dobak, Commissioner, Department of Education, Robert D. Hogue,
Commissioner, Department of the Navy, Tara M. Jamison, Commissioner, Department of Justice, Malcom A.
Shorter, Commissioner, Department of Agriculture.

About the recent appointments, Chairperson Jeffrey A. Koses stated “The Commission is honored to welcome
these seven new Federal members,” “Their contributions will be essential to continuing the modernization of
the AbilityOne Program, ensuring the Program remains a trusted source of supply and services for Federal
customers, and increasing and improving employment for people who are blind or have significant disabilities.”
The Commission is authorized 15 Presidential appointees. As of October 18, all sat but the Air Force are filled.

ommission has filled another important position for the AbilityOne Program. “It is a great pleasure to welcome
Kim as the Commission’s new Executive Director,” said Commission Chairperson Jeffrey A. Koses. “Her deep
knowledge of the AbilityOne Program, and her leadership and vision, will be critical as the Program continues
on its path of modernization. Kim’s expertise, enthusiasm, and commitment to that effort will help ensure its
success in the coming years.”

Regarding a time of transformation and modernization for the Program, in June 2022, the U.S. AbilityOne
Commission issued its Strategic Plan for FY 2022-2026 as the road map that will guide the steps over the next
five years. The strategic objectives Strategic Objectives anchored in the new plan are: Transform the
AbilityOne Program to expand competitive integrated employment (CIE) for people who are blind or have
significant disabilities; Identify, publicize, and support the increase of good jobs and optimal jobs in the
AbilityOne Program; Ensure effective governance and results across the AbilityOne Program; Engage in
partnerships to increase employment for people who are blind or have significant disabilities within and beyond
the AbilityOne Program.

After the Commission issued its new strategic plan, assessing the new areas of focus, the OIG designed a new
performance audit. In September 2022, the OIG announced its initiation of an audit of Data Reliability,
Availability, and Accessibility. The overall objective is to determine if data that is generated to monitor and




report on program growth and program employment is reliable, available, and accessible by the Commission
to better inform decision-making and ensure achievement of strategic objectives.

Regarding OIG investigations, following a development in September 2022, I want to congratulate OIG team
members for being recipients of the DOJ United States Attorney’s Award in recognition of superior efforts in
the investigation and prosecution of AbilityOne NPA CW Resources, Inc. I also take the opportunity to thank
special agent Steven Burke for his leadership in the OIG office of investigations and for the professional and
dedicated support that he provided to me and the office in his role of Acting Deputy Inspector General, during
my tenure as the Acting Inspector General since July 2021.

The Commission and the OIG have relocated to new office space in Washington DC. I want to thank Congress
for their support for the oversight work of our OIG and making this move possible and thank the Commission
Chair and the Chief of Staff for working with us to bring the project to successful completion.

Organizational renewal. Looking forward to what’s ahead.

Stefania Pozzi Porter
Inspector General
U.S. AbilityOne Commission
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Frequently Used Abbreviations

Central Nonprofit Agency (CNA)

Committee for Purchase From People Who Are Blind or Severely Disabled (Commission)
Coronavirus Aid, Relief, and Economic Security Act (CARES)
Council of the Inspectors General for Integrity and Efficiency (CIGIE)
Department of Justice (DOJ)

Department of Veterans Affairs (VA)

Federal Information Security Modernization Act (FISMA)
Fiscal Year (FY)

Government Accountability Office (GAO)

Generally Accepted Government Auditing Standards (GAGAS)
Independent Public Accounting (IPA)

Inspector General (IG)

Inspector General Act of 1978, as amended (IG Act)
Information Technology (IT)

Javits-Wagner-O’Day (JWOD)

Memorandum of Understanding (MOU)

National Industries for the Blind (NIB)

Nonprofit Agency (NPA)

Office of Inspector General (OIG)

Office of Management and Budget

(OMB) Procurement List (PL)

SourceAmerica (SA)

Semiannual Report to Congress (SAR)




Introduction

On December 18, 2015, the Consolidated Appropriations Act of 2016! amended the Inspector
General Act of 1978 (IG Act),? creating the Inspector General (IG) for the U.S. AbilityOne
Commission. The Office of Inspector General (OIG) is responsible for conducting audits,
investigations, and preventing fraud, waste, abuse, and mismanagement in the Commission’s
programs and operations, and recommending policies and procedures to promote economy,
efficiency, and effectiveness. The IG Act requires the IG to keep the Commission, Chairperson, and
Congress fully and currently informed about problems and deficiencies of the Commission and its
operations. OIG reports on the most significant management and performance challenges facing the
Commission. Our Top Management and Performance Challenges Reports reflect on and seek to
assist in the challenging environment facing the Commission and its Program.

During the reporting period, OIG issued our most recent Top Management and Performance
Challenges Report in draft to the Commission for comment in September. The Commission included
OIG’s final report in its FY 2022 Performance and Accountability Report (PAR). In this year’s Top
Management and Performance Challenges Report, we identified the top management and performance
challenges facing the U.S. AbilityOne Commission as:
1) Implementation of the Strategic Plan
a) Modernization and Enhancement of Oversight of NPA Compliance
b) Implementation of new Cooperative Agreements with Central Nonprofit Agencies
¢) Successful Implementation of the Section 898 Panel Recommendations
d) Use of an Enterprise-wide Risk Management (ERM) Framework
2) Enhancement of Program Compliance (as currently executed, before implementation of the
new Strategic Plan, as well as new challenges as a result of the Strategic Plan)
3) Breakdowns in Internal Control over Financial Management and Reporting
4) Growing List of Unimplemented OIG Audit Recommendations

In the report, the OIG removed three previously identified Top Challenges of:

1) Higher Level of Transparency Needed to Enhance Program Confidence

2) Implementation of Cooperative Agreements with CNAs (as they existed before the Commission
issued its new Strategic Plan)

3) Program Erosion

In the report, the OIG maintained the presence of the Watch Item of:
1) Program Growth and Resulting Risk

In the report, the OIG removedone previously identified Watch Item of:
1) Watch Item: Accessibility

"' Pub. L. No. 114-113
25U.S.C. App. 3.




The Committee for Purchase From People Who Are Blind or Severely Disabled, operating as the U.S.
AbilityOne Commission (AbilityOne, or Commission, or Agency), is responsible for administering
the AbilityOne Program pursuant to the Javits-Wagner-O’Day (JWOD) Act (41 U.S.C. §§ 8501—
8506). The Commission is an independent Federal agency composed of 15 presidential appointees:
11 represent Federal agencies, and four serve as private citizens who are knowledgeable about
employment barriers facing people who are blind or have significant disabilities. The AbilityOne
Program facilitates the use of government procurement to provide employment in the United States
for people who are blind or have significant disabilities. Approximately 40,000 individuals, including
more than 2,500 veterans, are employed nationwide at approximately 450 nonprofit agencies from
Maine to Guam. AbilityOne provided nearly $4 billion in products and services to approximately 40
Federal government agencies in FY 2021.

AbilityOne designates Central Nonprofit Agencies (CNAs) to facilitate the employment of people
who are blind or have significant disabilities through nonprofit agency (NPA) employers. The
Commission administers the AbilityOne Program with the assistance of two CNAs, National
Industries for the Blind (NIB) and SourceAmerica.?

As the previous Semiannual Report to Congress went to press, the U.S. AbilityOne Commission
finalized its Strategic Plan for FY 2022-2026 in June 2022.*

341 CFR Part 51-3.
4U.S. AbilityOne Comm’ Strategic Plan for Fiscal Years 2022-2026 (June 30, 2022).
https://www.abilityone.gov/commission/documents/AbilityOne%20Strategic%20Plan%20FY %202022-2026%20Final.pdf




Statistical Highlights from Audits and Investigations

The following statistics summarize OIG’s audits, investigations, and findings and recommendations
that are covered in this report. The AbilityOne OIG oversees the AbilityOne Commission’s programs
and operations.

Office of Audits (OA)
— Completed Projects:
<l 0 Audit

7 — Audit Engagements Announced
2 — Quarterly Audit Recommendation Status Report
1 — Top Management and Performance Challenges Report

Findings Issued / Recommendations Given / Recommendations Closed:

gt —
. | No Findings Produced / No Recommendations Made /
One Recommendation Closed
Audits in Progress:
&=
__: 7 — Performance Audits

Office of Investigations (OI)

11 — Allegations Received

'

~ 0 — Investigations Closed / 9 - Allegations Closed
-~

Q

N

31 — Open Matters at End of Reporting Period




Audit Findings & Recommendations

Examples of OIG audits completed during the previous semiannual reporting period are:

Audit of the Commission’s Compliance with Provisions of the Digital
Accountability and Transparency Act of 2014 (March 17, 2022)

OIG contracted with RMA Associates, LLC (RMA), to conduct the Audit of the Commission’s
Compliance with Provisions of the Digital Accountability and Transparency Act of 2014 (DATA
Act).’ The objectives of the audit were to assess 1) the completeness, accuracy, timeliness, and
quality of the Q2 FY 2021 financial and award data submitted by the Commission for publication
on USASpending.gov, and 2) the Commission’s implementation and use of the government-
wide financial data standards established by the Office of Management and Budget (OMB) and
the U.S. Treasury (Treasury).

The auditors concluded that opportunities exist for the Commission to improve compliance with
the DATA Act. Specifically, the auditors identified opportunities for improvement with the
Commission’s DATA Act process in three areas: roles and responsibilities, error/warning
reconciliation, and quarterly assurance.

The auditors provided six findings along with six recommendations to assist the Commission in
strengthening its internal controls and processes relating to the DATA Act.

5 Audit of the Commission’s Compliance with Provisions of the Digital Accountability and Transparency Act of 2014 (March 17,

2022) https:www.oversight.gov/node/197221




Investigative Accomplishments

Examples of AbilityOne OIG Investigative Accomplishments during this semiannual reporting period:

Investigations Completed:

During a previous reporting period, working closely with the Department of Justice, the Assistant
United States Attorney (AUSA) Office for the District of Connecticut, and interagency law
enforcement partners, OIG conducted an investigation of CW Resources Inc, an AbilityOne
Nonprofit Agency (NPA) based in New Britain, Connecticut.

On October 13, 2021, the Department of Justice (DOJ) announced in a press release® that CW
Resources entered into a settlement agreement to resolve allegations that it submitted claims that
falsely certified compliance with AbilityOne Program requirements and failed to maintain adequate
medical documentation of significantly disabled employees pursuant to the AbilityOne Program. To
resolve the allegations, CW Resources has agreed to pay the federal government $600,000 and enter
into a heightened compliance agreement.

The DOJ settlement press release that concluded OIG’s investigation includes the quote by the U.S.
AbilityOne Commission’s Inspector General (Acting): “This settlement represents the government’s
commitment to hold any AbilityOne contractor accountable for non-compliance and ensure that
federal dollars intended to employ workers who are blind or have significant disabilities are indeed
used for that purpose. Working with the United States Attorney’s Office and our investigative and
law enforcement partners, the AbilityOne Office of Inspector General protects the integrity and
public trust in the largest employment program in the nation of blind and significantly disabled
workers.”

Infrastructure Accomplishments:

In the reporting period, OIG increased workforce output with the addition of an entry level
investigative attorney. This followed the acquisition of the first 1811 job series (special agent)
Assistant Inspector General for Investigations (AIGI) in a previous reporting period. The additional
staff and resources enabled OI to advance our case portfolio, launch proactive investigative
initiatives, and increase collaborative efforts with our investigative partners within DOJ and OIGs
of other government agencies. OI continued to further its technological capabilities in relation to its

6 Connecticut Employment Contractor Pays $600K to Resolve Federal False Claims Act Allegations
https://www.justice.gov/usao-ct/pr/connecticut-employment-contractor-pays-600k-resolve-federal-false-claims-act-allegations;
https://abilityone.oversight.gov/reports/202 1/connecticut-employment-contractor-cw-resources-pays-600k-resolve-federal-false-
claims




case management system and acquiring an interactive, shared document review software platform
that enhances collaboration and efficiencies in conducting IG investigations.

COVID-19

The coronavirus’s new variants continue to challenge health, daily habits. and the economy, having
a substantial impact on the AbilityOne Program. OIG has continued in telework status for the entirety
of the reporting period, and it has maintained a high level of engagement and productivity.

OIG 1s engaged with the federal government's response to the pandemic. The Inspector General 1s
mvolved with a CIGIE-wide domestic and international effort to protect the public and the
government from fraud stemming from the global pandemic. OIG is a member of a COVID-19
working group that keeps up to date on legislation, agency responses, and medical and scientific
information, while addressing the legal 1ssues unpacting OIG community.

.k“

Pandemic Response Accountability Committee _% .
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The Pandemic Response Accountability Committee (PRAC)’ was established as a committee of
CIGIE by the CARES Act which was signed into law on March 27, 2020. PRAC was created to
promote transparency and prevent and detect fraud. waste, abuse, and mismanagement as it relates
to the Coronavirus Response. Robert A. Westbrooks oversees PRAC and helps execute its
responsibilities.
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In previous reporting periods. OIG delivered presentations to the CNAs on the PRAC and the

7 Pandemic Response Accountability Committee website https://www.pandemicoversight gov/




CARES Act, sharing available information and strategies the government is using to address the
challenges posed by the pandemic. The head of the PRAC, Bob Westbrooks, personally joined in
one of our OIG presentations to the CNAs, adding tremendous value by providing first-hand
knowledge of PRAC’s responsibilities and activities.

In the current reporting period, OIG has kept up to date on PRAC developments by participating in
related meetings and programs in the IG community.

The PRAC provides several resources including: publishing oversight reports created by federal
OIGs overseeing their agencies’ response to the coronavirus pandemic; hosting a hotline where
individuals can submit fraud, waste, and abuse allegations; and maintaining a list of pandemic-
related work by OIGs.

OIG conducted two virtual visits of NPAs during the reporting period. Among the goals of the visits
is for OIG to deepen its knowledge of the several NPA business models, and educate the NPAs on
the government’s response to COVID-19 and to learn how the NPAs are adjusting to the new and
more challenging environment.




OMB OFPP Memorandum

On October 30, 2020, OMB’s Office of Federal Procurement Policy (OFPP) issued a memorandum
outlining five measures agencies should take to boost the participation of people with disabilities in
federal contracting through the AbilityOne Program. OFPP guidance called for agencies’ senior
procurement executives to designate an AbilityOne Representative (“ABOR”) that promotes federal
procurement in compliance with required source-contracting procedures and engages with personnel
to advance the use of the AbilityOne Program. In FY21, the ABOR Program grew quickly. Now
ABORs are present in 18 of the 24 Chief Financial Officers (CFO) Act agencies, plus an additional
seven (7) ABORs are located within DoD, including the military services.

The Commission is preparing for a multi-year 50% increase in sales through the AbilityOne Program.
This sales growth is an anticipated result of OFPP’s call to increase spending on AbilityOne contracts
to 1.5% of the total amount of procurement dollars obligated during FY 2022 and the use of ABORs
under OFPP’s oversight and direction. The Commission anticipates that Federal agencies will reach
this aggressive new percentage goal over time. For instance, the Department of Defense has a five-
year plan to achieve this goal.

Over the past year, the ABORs have been developing strategic plans based on a data-driven approach
and a procurement pledge for growth in AbilityOne Program participation.

The Commission expects future activities to include sharing practices for increasing opportunities
for people with disabilities and assisting with the development of legislative changes and
regulations that promote job opportunities for persons with disabilities. This may further boost the
percentage of government spending on services and products from the procurement list, employment
increases, and Program growth.

The ABOR Program was recognized as one of 10 initiatives implementing Executive Order 13985,%
“Advancing Racial Equity and Support for Underserved Communities Through the Federal
Government” in the Defense Equity Team report to the White House, ‘“Department of Defense 200-
Day Equity Assessment Progress Report, Advancing Racial Equity and Support for Underserved
Communities.”

8 Exec. Order No. 13985, 86 FR 700p (2021).




OIG Outreach

As a part of a continuous effort to deepen its understanding of the AbilityOne Program that
it oversees, our OIG conducts NPA visits, attends and regularly presents at conferences, routinely
meets with, and briefs the Commission, and speaks with industry experts. This outreach is
designed to inform the AbilityOne Program community of the function of the IG in a government
agency, the benefits of IG oversight, and to promulgate the IG’s message of promoting integrity
and efficiency, and preventing waste, fraud, and abuse.

NPA Educational Visits

In the reporting period, OIG continued its practice of meeting with NPAs. After conducting over a
year of virtual visits, OIG was briefly able to resume in-person visits in the summer of 2021.
However, OIG transitioned back to conducting virtual visits, in light of changing travel advisories.
When visiting in person, OIG utilized appropriate safety protocols in accordance with the Centers for
Disease Control and Prevention recommendations at the time.

In the reporting period, OIG conducted the virtual visit of two NPAs: The West Texas Lighthouse
for the Blind, part of the NIB network, and New Ventures Enterprises, Inc., part of the
SourceAmerica network. After planning and coordination, these virtual visits took place between
OIG and the NPA and the different operating units in the NPA itself. During the visits, OIG
successfully connected with NPA managers and Program participants using videoconferencing
software, effectively conducting OIG outreach during a pandemic.

West Texas Lighthouse for the Blind

NPA Visits New Ventures, Inc.

NCSE Senior Leadership Forum

Conferences NIB Annual Conference

Commission Meetings
Congressional Stakeholders Meetings

Briefings




West Texas Lighthouse for the Blind
Based on information provided by the NPA:

Established in 1963 in San Angelo, Texas, West Texas \
Lighthouse for the Blind started with a few people who identified

a need in the blind or visually impaired community. Driven by

the motto: “Creating Jobs and Changing Lives,” West Texas /
Lighthouse expanded from selling mops and brooms to
becoming an industry leader in assembling and providing
security products to the Federal Government. West Texas
Lighthouse opened satellite locations in 2017 and 2018 in two
other small cities in Texas to meet the growing employment

needs for blind and visually impaired community of West Texas.

FOR THE BLIND

During the virtual visit, West Texas Lighthouse walked OIG
through the expansive new facilities opened in 2021. Pausing at
workstations, OIG heard several employee testimonials. Though
the stories of coming across West Texas Lighthouse for the Blind
varied, each employee echoed the sentiments of gratitude and
renewed hope because of the meaningful work they do.

New Ventures Enterprises, Inc.
Based on information provided by the NPA:

Founded in 1971 in Troup County, Georgia, New

Ventures Enterprises, Inc. was initially formed to #
create work programs and leisure activities for adults ﬁE w E N T U R E S
with developmental disabilities. Today, the program

has expanded to serve individuals with a wide range of

barriers to employment, including disabilities, homelessness,

lack of education, criminal history, and others. In recent years, New Ventures Enterprises has served

up to 400 people a year, and its job training programs have trained participants to do janitorial,
production, and lawncare work.

During the virtual visit, OIG learned about New Ventures Enterprises’ Procurement List products and
services such as hardware pin assembly, lawncare, and janitorial contracts with Georgia airports, and
water distribution on behalf of the state from the beginning of the pandemic. New Venture Enterprises
shared about their initiative to create a shelter where participants in the program are provided with
beds, showers, and meals while they save money to afford their own accommodations.
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Forum Presentations

During the reporting period, OIG presented at the NIB’s Annual Compliance Conference,
SourceAmerica’s National Conference, and the National Council of SourceAmerica Employer
(NCSE) Senior Leadership Forum. The OIG presentations provided the AbilityOne community with

an overview of oversight work, including the functions of an OIG, recent OIG audit results, and
projections for the future.




U.S. AbilityOne Commission Meetings

OIG presented at the U.S. AbilityOne Commission public meetings, informing on its mission,
oversight model, and accomplishments.

OIG Creates Content in the Commission’s Annual Report for the President:

The JWOD Act requires the Commission to publish an
annual report to the President and to Congress. The report
currently covers four major areas:

e COVID 19 Response: The AbilityOne
Essential Workforce

o Effective Stewardship

e Prioritizing Initiatives to Grow the Program

o Office of the Inspector General

A previous Report included details of OIG reports,
recommendations, and oversight for the Program. In 2022,
OIG issued a Semiannual Report to Congress and several
high impact audit reports to the Commission.’ Since the
inception of its first Inspector General, the OIG’s work
products have contributed to enhancing confidence in the
Program, improving economies and efficiencies, and
promoting Program growth. OIG’s oversight ultimately
preserves jobs for Americans who are blind or significantly
disabled and promotes integrity in the Ability One Program.

Knowledge-Based Center and its Operations

OIG implements operations of the Knowledge-Based Center as a part of its organizational structure.
The resource needs for OIG far exceed current staffing levels. The Knowledge-Based Center’s
operations provide a vehicle, under organized direction, for acquiring needed additional OIG
staffing and support. The Knowledge-Based Center operates through the execution of MOUs with
other government agencies, procures internships, rotations, details, Council of the Inspectors General
for Integrity and Efficiency (CIGIE) Fellows, and devises the utilization of shared services,
leveraging positive synergies of agency cooperation within the wide federal government network

° https:www.oversight.gov/node/213647 (May 31, 2022); https://www.oversight.gov/node/206002 (May 4, 2022);
https://www.oversight.gov/node/215705 (July 12, 2022); https://www.oversight.gov/node/228952 (September 22, 2022)




Knowledge-Based Center
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CIGIE Fellowship

OIG participates in the CIGIE Fellow program and its multi-phased process. CIGIE Fellows provide
experience and expertise in management, as well as in other knowledge areas of strength for OIGs.
In the reporting period, OIG participated in the CIGIE Fellow initiative and selection process. and
provided direction based on its experience of having hosted a Fellow from the EPA OIG in the
recent past. AbilityOne OIG’s Knowledge-Based Center values the CIGIE Fellow model for
enhancing OIG capabilities as well as providing the Fellows with experience with new
environments, challenges, and diverse work platforms for the building of their own professional
development and advancing in their career

Internship Program

AbilityOne OIG has a strong history of offering developmental internships to both undergraduate
and law interns from diverse backgrounds and at various stages of educational development. During
the reporting period. a 3™ year law student from George Washington University Law School
returned to our OIG to complete a spring 2022 internship after completing highly successful summer
and fall 2021 internships in our OIG. Consistent with the President’s Executive Order 14035,
seeking to promote the availability of paid internships, AbilityOne OIG was one of the first federal
agencies that successfully undertook steps to utilize the hiring authority available under the August
18, 2021 OPM rule encouraging pay for the time-limited appointment of post-secondary students.

In previous reporting periods, through the Washington Center, college students from all over the
United States participated in the OIG’s audit and pre-law internship programs. The undergraduate
interns assisted with work projects such as the development of end-of-year reports and support
with the production of Semiannual Reports (SAR), along with developing content and assisting
with web design and other OIG work and publications, including research on legislative topics.
Each student 1s assigned a mentor that guides the student through a successful academic internship
experience, providing exposure to the work of the government, and leveraging their academic
background and skills.




The OIG Webpage

In 2020, OIG participated in a CIGIE work group to enhance and further build the capabilities of
oversight.gov for the IG community and launch a pilot website on oversight.gov. Our co-leader on
the project, the Department of Justice OIG, took its own new website live in that same reporting
period as our OIG’s. Our work on the IT project partly helped other small OIGs to stand up their
own webpages on oversight.gov. '

In the reporting period, OIG increased website content production, creating valuable resources for
AbilityOne stakeholders. The current OIG homepage depicts the President Franklin Delano
Roosevelt (FDR) Memorial, located in Washington D.C. In 1938, FDR signed the Wagner-O’Day
Actinto law, creating what would later become the AbilityOne Program.

The OIG website reports news and updates in its home page and features a tab for Reports. Under
the tab, OIG publishes the latest oversight products, from audit announcements to audit reports for
the mandated and discretionary IG work. OIG maintains its previous years’ publications on the web
site, providing a searchable archive of the OIG work going back the past 5 years, when Congress
created the OIG of the U.S. AbilityOne Commission.

10 https://abilityone.oversight.gov




AbilityOne OIG Home Page—Oversight.gov

Website Sample from FAQs




Co-Location Success: Reducing the Federal Footprint and Maximizing Economies

The IG Act requires each agency to provide its OIG “with appropriate and adequate office space at
central and field office locations of such establishment, together with such equipment, office
supplies, and communications offices, and provide necessary maintenance services for such offices
and the equipment and facilities located therein.”!!

At its inception the OIG has been responsible for the OIG rental expenses, for FY20 Congress
appropriated $1.35 million to the Commission for one-time costs associated with a move of the
headquarters office with an additional $350,000 appropriated for FY21 specifically identified for
OIG co-location. With the beginning of the pandemic, in March 2021 OIG moved out of its
Alexandria office, terminated its lease, and begun working remotely. In the reporting period,
working in concert with the Commission, OIG has effectively finalized and completed the move to
its new office in Washington, DC. In the co-location with the Commission the OIG now occupies
a 1,692 square foot office space, situated at 355 E Street SW, Suite 335, Washington, DC 20024.
The new office space, on the same floor and adjacent to the Commission’s suite, is a separate space
with its own separate entrance, allowing for a secure space to conduct sensitive and independent OIG
business.

OIG’s Office of Audits

Through its Office of Audits, the Inspector General provides audit oversight to a Commission
responsible for administering the AbilityOne Program, which comprises nearly $4 billion in
annual procurement spending by the federal government. During this semiannual reporting
period, the Office of Audits engaged Independent Public Accounting (IPA) firms to help fulfill
the IG mission, and provided oversight as required by the IG Act of 1978, as amended. Following
the IG’s audit plan'? that identifies key areas of risk, the Office of Audits completed one risk
assessment, announced seven new engagements, and released two quarterly audit
recommendation status reports (2" and 3" Quarter FY2022).

Completed Audits

The Office of Audits did not issue any audit reports during this semiannual reporting period.

1IG Act, 5 U.S.C. App.3 § 6(d).
12 Biennial Audit Plan for Fiscal Years 2022-2023 (June 30, 2021) https://www.oversight.gov/node/159892




Other Completed Products

Fiscal Year 2021 Risk Assessment of the Commission’s Government Charge Card (May 4™, 2022)

OIG contracted with RMA Associates, LLC (RMA), to conduct a risk assessment of the
Commission’s Government Charge Card Programs. Our overall objectives were to 1) assess,
identify, and analyze the risks of illegal, improper, or erroneous purchases and payments; and 2)
determine whether the results of the risk assessment justify performing an audit in compliance with
the Government Charge Card Abuse Prevention Act of 2012. To answer our objective, we assessed
relevant data as well as applicable procedures, certifications, documentation, and internal controls.

Overall, the Commission’s charge card programs had a low risk of illegal, improper, or erroneous
purchases and payments during the period of review. As such, RMA concluded that an audit of the
charge card programs was not warranted. There were also opportunities for improvement within
the charge card programs. For example, the Commission did not provide a Federal Managers'
Financial Integrity Act of 1982 (FMFIA) assurance statement, nor did they develop a risk profile
related to the purchase and travel card programs. Furthermore, the Commission didn’t sufficiently
identify training requirements within its Charge Card Management Plan and did not document its
controls over key charge card processes.

Quarterly Audit Recommendation Status Reports (May 4™, 2022, and August 26", 2022)

Audit follow-up is an integral part of good management and is a shared responsibility of agency
management and auditors. In addition to providing high-quality audit recommendations to mitigate
the risks to the achievement of strategic objectives, OIG is also committed to working with
Commission staff who will implement them to ensure they realize intended benefits. To that end,
OIG provides audit recommendation tracking and reporting services.

As part of this initiative, the OIG identifies, tracks, and assesses corrective actions taken by
Commission staff as well as assess supporting evidence provided in response to performance audit
recommendations to determine if corrective actions sufficiently meet the intent of the performance
audit recommendations and close recommendations where the evidence supports closure.

The quarterly status reports for the 2" and 3™ quarters of FY2022 can be found on our website at
https://abilityone.oversight.gov/reports. We provide the results of the 4™ quarter FY2022 status
report (released after September 30", 2022) in the “Open Audit Recommendations” section in
Appendix V in this report.




Audits In-Progress
Audit of the AbilityOne Compliance Program

OIG contracted with CLA to perform an audit of the AbilityOne Compliance Program.'® Our
overall objective is to determine whether the Compliance Program has been implemented
effectively to provide reasonable assurance of nonprofit agency and central nonprofit agency
compliance with applicable laws, regulations, and policies. To answer our audit objective, we
will 1) review laws, regulations, policies, and procedures applicable to the Compliance Program,
2) conduct interviews with key personnel, and 3) analyze data, reports, and other supporting
documentation related to compliance reviews. Expected completion: 1*' quarter FY2023.

Audit of the Quality of Products in Support of Meeting Government Requirements

OIG contracted with CLA to perform an audit of the Quality of Products in Support of Meeting
Government Requirements.'* Our overall objective is to assess the reliability, validity, and
relevance of the quality control process employed by Central Nonprofit Agencies (CNAs) and
Nonprofit Agencies (NPAs) to correct product deficiencies prior to delivery. To answer our audit
objective, we will assess the effectiveness and transparency of the quality control process
employed by the Commission, CNAs, and NPAs, as well as obtain an understanding of relevant
internal controls. Expected completion: 2" quarter FY2023.

Fiscal Year 2022 Evaluation of the U.S. AbilityOne Commission’s Information Security Program

OIG entered into a contract with McConnell and Jones, LLP, an independent certified public
accounting firm, to conduct the audit of the Commission’s information security program pursuant
to the Federal Information Security Modernization Act of 2014 (FISMA).!> The overall objective
is to determine the effectiveness of the Commission’s information security program and practices.
The review will assess information security program controls to support OIG’s reporting of
FISMA metrics into the Department of Homeland Security’s (DHS) CyberScope application.
Expected completion: 4™ quarter FY2022.

Fiscal Year 2022 Audit of the U.S. AbilityOne Commission’s Financial Statements

OIG entered into a contract with Allmond & Company, LLC, (Allmond) an independent certified
public accounting firm, to conduct the Financial Statement Audit of the Commission.'® Allmond

13 Audit of the AbilityOne Compliance Program (December 16, 2020) https://www.oversight.gov/node/102316

14 Audit of the Quality of Products in Support of Meeting Government Requirements (September 29, 2021)
https://www.oversight.gov/node/187863

15 Fiscal Year 2022 Evaluation of the U.S. AbilityOne Commission’s Information Security Program (March 10, 2022)
https://www.oversight.gov/node/195260

16 Fiscal Year 2022 Financial Statement Audit (March 30, 2022) https://www.oversight.gov/node/200641




will consider the Commission’s financial statements and balance sheet as of September 30, 2022,
to determine whether the Commission’s financial statements were fairly presented, in all material
respects, in accordance with the U.S. generally accepted accounting principles. Expected
completion: 1*' quarter FY2023.

Audit of the Commission’s Contract Administration Process

OIG contracted with CLA to perform an audit of the Commission’s Contract Administration
Process.!” Our overall objectives is to determine whether, and to what extent, the staffing
shortfalls in the Office of Contracting Policy impacted the ability to manage and administer the
contract administration process. To answer our objective, we will 1) review laws, regulations,
policies, and procedures applicable to contract management, 2) conduct interviews with key
personnel, and 3) analyze data, reports, and other supporting documentation related to contract
administration. Expected completion: 4™ quarter FY2023.

Audit of Third-Party Service Provider Agreements

OIG contracted with CLA to perform an audit of Third-Party Service Provider Agreements.'® Our
overall objective is to determine the extent to which the services provided by third-party
organizations align with the terms of existing service agreements. To answer our objective, we
will 1) review laws, regulations, policies, and procedures applicable to third-party service
provider agreements, 2) conduct interviews with key personnel, and 3) analyze data, reports, and
other supporting documentation related to third-party service agreements. Expected completion:
4™ quarter FY2023.

Audit of Data Reliability, Availability, and Accessibility

OIG contracted with RMA to perform an audit of Data Reliability, Availability, and
Accessibility.!” Our overall objective is to determine if data that is generated to monitor and report
on program growth and program employment is reliable, available, and accessible by the
Commission to better inform decision-making and ensure achievement of strategic objectives. To
answer our objective, we will 1) review laws, regulations, policies, and procedures applicable to
the data collection, management, and reporting 2) conduct interviews with key personnel, and 3)
analyze data, reports, and other related supporting documentation. Expected completion: 3™
quarter FY2023.

Open Audit Recommendations

17 Audit of the Commission’s Contract Administration Process (July 12, 2022) https://www.oversight.gov/node/215705
18 Audit of Third-Party Service Provider Agreements (July 12, 2022) https://www.oversight.gov/node/215702
19 Audit of Data Reliability, Availability, and Accessibility (September 22, 2022) https://www.oversight.gov/node/228952




OIG obtained comments from Commission staff on the status of all open recommendations. The
OIG considers a recommendation “Open” or “Closed” on the basis of actions that management
takes or plans to take in response to the recommendation. OIG considers a recommendation
“Closed” when 1) the responsible Audit Follow-Up Official (AFO) completes actions necessary
to implement the recommendation and provides OIG with evidence of the final completed actions
or other justifications and 2) OIG reviews the evidence provided and determined that no
additional action is required.

As of September 30, 2022, there are 70 open recommendations, 10 of which were reported as
implemented by management but remain open pending OIG/IPA review of corrective actions and
supporting documentation, and none of the remaining 60 were considered “Overdue.” The last
column of Appendix V represents the assertions of Commission management and not of OIG.
We will perform periodic follow-up audits and reviews to verify management’s assertions of
implementation.

Other Audit Matters — Peer Review

Auditing organizations that conduct engagements in accordance with Generally Accepted
Government Auditing Standards (GAGAS engagements) are required to establish and maintain a
system of quality control and obtain an external peer review at least once every three years. The
Council of the Inspectors General on Integrity and Efficiency (CIGIE) is tasked to manage,
oversee, and provide its OIG members with standards and policy guidance on the implementation
of generally accepted government auditing standards (GAGAS) requirements for the peer review
process. The CIGIE peer review program provides OIGs and their stakeholders with an
assessment of (1) the system of quality control over the audit organization and its compliance with
the established system of quality control, referred to as an External Peer Review; or (2) established
audit policies and procedures, if applicable, to determine whether they are current and consistent
with applicable professional standards, referred to as a Modified Peer Review.

The choice of type of peer review needed is dependent on whether the reviewed OIG audit
organization’s work, performed in the three years since its last peer review, included GAGAS
engagements. The objectives of the two peer reviews are different, and the reviewed OIG needs
to ensure that it obtains the appropriate peer review type according to the work it performed. The
External Peer Review is applicable to OIGs that conducted GAGAS engagements in the three-
year period since the prior peer review or since the organization started its first GAGAS
engagement. The Modified Peer Review is applicable to OIGs that did not or do not conduct
GAGAS engagements but may maintain audit policies and procedures in anticipation of
conducting the work. At the request of the Inspector General, the U.S. AbilityOne Commission
OIG received its first-ever peer review pursuant to these aforementioned standards. The OIG
received a modified peer review because our Office of Audit did not conduct GAGAS




engagements during the reviewed period but maintains audit policies and procedures.

Modified Peer Review Report on the AbilityOne Office of Inspector General’s Audit
Organization (July 15%, 2022)

According to CIGIE practice and scheduling, from March to July 2022, The AmeriCorps Office
of Inspector General (OIG) conducted a modified peer review of the AbilityOne OIG’s Office of
Audits (OA). The team from AmeriCorps OIG reviewed (1) the OA’s established audit policies
and procedures in effect for the year ended September 30, 2021, and (2) the OA’s monitoring of
Government Audit Standards (GAS) engagements performed by IPAs. Established policies and
procedures are one of the components of a system of quality control to provide AbilityOne OIG
with reasonable assurance of conforming to applicable professional standards. The components
of a system of quality control are described in GAS.

The AmeriCorps OIG peer review team independently determined:

e The OIG OA’s established policies and procedures were current and consistent with
applicable professional standards, as stated within the Council of the Inspectors General
on Integrity and Efficiency (CIGIE) Guide for Conducting Peer Reviews of Audit
Organizations of Federal Offices of Inspector General (Guide), Appendix A: Policies and
Procedures.

e The OIG OA had controls in place to ensure that IPAs performed contracted work in
accordance with professional standards.




OIG’s Office of Investigations

Through its Office of Investigations (OI), the Inspector General provides investigative oversight to
a Commission responsible for administering the nearly $4 billion AbilityOne Program. During this
semiannual reporting period, the Office of Investigations helped further the OIG mission of
providing oversight as required by the IG Act of 1978, as amended. OIG is responsible for detecting
and investigating fraud, waste, and abuse within the U.S. AbilityOne Commission and its
Programs. Investigations may be criminal, civil, administrative, or of a contractual nature. Fraud,
waste, and abuse within the AbilityOne Program leads to the loss of jobs for Americans who are
blind or have other significant disabilities, many of whom are veterans, and hinders law abiding
AbilityOne contractors.

While the Program is administered by the U.S. AbilityOne Commission, the 4 billion of dollars a year
in goods and services are contracted for by over 40 federal agencies working directly with the NPAs.
Contracting with NPAs for these goods and services is mandatory under the JWOD Act. The U.S.
AbilityOne Commission oversees a mandatory Procurement List of products and services. Once a
product or service is on the Procurement List, the named federal agency must buy it from the
AbilityOne Program’s NPA designated by the Commission, without competition. As a result, OIG
investigative oversight spans over much of the federal government. Therefore, OI investigations are
often conducted along with partners from the Offices of Inspectors General at the federal agencies
that hold the AbilityOne contracts at issue.

OI made progress during the reporting period. OI achieved milestones in investigations, continued
to process allegations, increased its support of interagency investigations, completed planned
rollouts of investigative infrastructure, and deployed a proactive approach to investigations.

Investigative Efforts and Settlements

During the reporting period, OIG conducted significant investigative activities. OIG continued to
work actively and closely with the Department of Justice. As a recent example, AbilityOne OIG
worked with the District of Connecticut, U.S. Attorney’s Office on the investigation of an AbilityOne
NPA. At the conclusion of the OIG investigation, in its press release?’ on October 13, 2021, the United
States Attorney’s Office announced on that CW Resources Inc. (CW) a Nonprofit Agency (NPA)
based in New Britain, Connecticut, entered into a settlement agreement with DOJ. NPA CW entered
into the settlement agreement to resolve allegations that CW submitted claims that falsely certified
compliance with Program requirements and failed to maintain adequate medical documentation of
significantly disabled employees pursuant to the AbilityOne Program requirements. The allegation
was that CW Resources certified to the federal government that its direct labor hour figures were true
and accurate when, in fact, the direct labor hours actually worked by individuals with significant
disabilities were much lower than the hours reported and were not supported by adequate medical
documentation. To resolve the allegations under the False Claims Act, CW Resources agreed to pay

20 Connecticut Employment Contractor Pays $600K to Resolve Federal False Claims Act Allegations https://www.jus-
tice.gov/usao-ct/pr/connecticut-employment-contractor-pays-600k-resolve-federal-false-claims-act-allegations; https://abil-
ityone.oversight.gov/reports/2021/connecticut-employment-contractor-cw-resources-pays-600k-resolve-federal-false-claims




the federal government $600,000 and enter into a heightened compliance agreement.

AbilityOne acting Inspector General’s quote from the Department of Justice’s press release:

“This settlement represents the government’s commitment to hold any AbilityOne contractor
accountable for non-compliance and ensure that federal dollars intended to employ workers who are
blind or have significant disabilities are indeed used for that purpose. Working with the Umited
States Attomey’s Office and our investigative and law enforcement partners, the AbilityOne Office
of Inspector General protects the integrity and public trust in the largest employment program in the
nation of blind and significantly disabled workers.”

Awards to OIG

Our OIG received recognition by the U.S. Department of Justice for the work done on the CW
Resources, Inc. case. In October, the United States Attorney’s Office for the District of Connecticut
recognized OIG for its superior efforts in its investigation of CW Resources and the resulting
settlement and presented OIG with a 2022 United States Attorney’s Award.

Hotline

OIG’s office of Investigations manages the hotline, which features contact email, a 24/7 live call
center, and a fillable web-form by which the public may reach OIG to report allegations of fraud,
waste, or abuse. Dunng the reporting penod, the office received 11 allegations.

ALLEGATIONS RECIEVED EACH PERIOD
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Allegations Processed and Closed

Allegations of waste, fraud, and abuse received by OIG are subject to an initial review. The graph above
shows the number of allegations received, while the graph below shows the number of matters
closed each reporting period. This reporting period, OIG closed 9 allegations.

ALLEGATIONS CLOSED EACH PERIOD

24| |24

Investigations Completed
OIG did not close any mvestigation during the reporting period.
Infrastructure Accomplishments

OIG continues benefit from an increased work force's output with the addition of an entry level
investigative attorney and the acquisition of the first 1811 job series (special agent) Assistant Inspector
General for Investigations (AIGI), who were both onboarded during a previous reporting period.
Additional staff and resources enabled OI to advance its case portfolio, launch proactive investigative
mitiatives, and increase collaborative efforts with our investigative partners within DOJ and other
agencies. OI added technological capabilities within its case management system and acquired an
interactive shared document review software platform to further enhance its work, collaboration and
efficiencies.

Investigative Outreach and Fraud Awareness

OI worked with the General Services Admimstration (“GSA”) OIG, U.S. Postal Services OIG,
Department of Defense (“DoD”) OIG. OIG., Department of Labor (“DOL™), Federal Trade
Commuission OIG, state law enforcement partners, and other government entities to build processes to
improve coordination of mvestigative referrals and matters of interest to multiple agencies. Given that
AbilityOne contracts are held by over 40 federal agencies. OIG leveraging resources and partnerships




with other OIGs and other government entities helps increase efficiency and fosters enhanced
oversight.

Challenges

Office of Investigations Takes on the Challenge of a nearly $4 Billion Program by Engaging Partners
and Maximizing Efficiencies

The AbilityOne Program is unique. Where most OIGs have a distinct area of investigative jurisdiction,
the AbilityOne Program’s contracts are used by most of the federal government across departments
and agencies. For efficiency and synergy of efforts, AbilityOne OIG works with many partner OIGs
and counterparts in investigating cases involving AbilityOne contracts.




898 Panel and Activities by the IG Subcommittee

898 Panel

1G Chair | Ot StufTew D l=led Completed

: Waste, Fraud. and Subcommittee Reports
IG Subcommittee Abuse Subcommittee with Recommendations

Section 898 of the National Defense Authorization Act for Fiscal Year 2017 (P.L. 114-328) required the
Secretary of Defense to establish the “Panel on Department of Defense and U.S. AbilityOne Contracting
Oversight, Accountability and Integrity” (“the Panel”).

After several years of intense activity, in December 2021, the Panel sunset when it issued its fourth
and final annual report to Congress, reflecting over four years of efforts that included research,
debate, and stakeholder engagement by a diverse set of actors, comprised of senior executives and
staff from 10 Federal agencies.”!

Pursuant to Section 898(a)(2). a representative of the Inspector General of the Department of Defense
and the Inspector General of the AbilityOne Commission were statutory members of the Panel, among
others. The primary mission of the Panel was to identify vulnerabilities and opportunities in DoD
contracting within the AbilityOne Program and recommend improvements. The Panel established seven
subcommuttees to fulfill its duties as determined by Section 898(c). Since its inception, in previous
reporting periods, the AbilityOne Inspector General led the Panel’s IG subcommuttee. In addition to
leading the subcommittee. the Inspector General provided support and advice to multiple Panel
subcommuittees dealing with the effectiveness and internal controls of the AbilityOne Program as it
relates to DoD contracting, including to the DOJ-led subcommittee on Waste, Fraud and Abuse.

The 898 Panel’s IG subcommittee was tasked with reviewing the progress by the Department of Defense
in addressing the DoD IG’s recommendations from the 2016 audit report, DODIG-2016-097. The 1G
subcommittee previously found that the DoD had made progress with the report’s recommendations: 1)
to implement existing DoD policy requiring contracting officers to check the AbilityOne’s Procurement
List (PL) to verify whether a product or service is on the mandatory List, and 2) to improve training for
procurement personnel the AbilityOne Program procurement. During its work, the 898 Panel found that
1ssues of non-compliance with the AbilityOne Program still were occurring with procurement officers
outside of the DoD. The AbilityOne IG made recommendations that additional training be conducted to
reach federal entities outside DoD, and that training content be regularly updated by the U.S. AbilityOne
Commission in coordination with the Defense Acquisition University (DAU).

Like it did in the past when the Panel was still active, the AbilityOne IG will continue to report on the
progress on the implementation of the 898 Panel recommendations through the Top Management and
Performance Challenge Reports that the IG issues annually, in the fall, regarding the challenges facing

?! Panel on Department of Defense and AbilityOne Contracting Oversight. Accountability and Integrity: Fourth and Final Annual
Report to Congress (December 2021) https://abilityone. oversight.gov/sites/default/files/reports/Fourth?620and%20Fi-
0al?%20898%20Report_0.pdf




the U.S. AbilityOne Commission.??

The 898 Panel goals included prioritizing and refining the actionable recommendations to improve
oversight, accountability, transparency, and integrity in contracting with the AbilityOne Program.
Execution of these recommendations will have a positive impact on the employment opportunities for
individuals who are blind or have other significant disabilities.

The final 898 Report to Congress demonstrates the positive work of the Panel that will continue after its
sunset. To facilitate this activity, the final report includes mini-reports directed to the organizations that
are accountable for completing the Panel’s actionable recommendations. There are mini-reports for the
following organizations: the U.S. AbilityOne Commission, Defense Acquisition University (DAU), and
the Office of the Under Secretary of Defense for Acquisition and Sustainment/Defense Pricing and
Contracting.

This fourth and final 898 Panel Report also discusses progress on the 24 recommendations outlined in its
third 898 Report to Congress. Thirteen recommendations are tracked as complete, and the remaining ones
are in various stages of implementation.

As the 898 Panel Chairperson, John Tenaglia, wrote in issuing the fourth and last 898 Panel’s report to
Congress: “Although the Panel officially sunsets with the submission of this final report, the results of
the recommendations will be enduring and have a positive impact for the AbilityOne community and the
Federal contracting workforce.?”

22 Top Management and Performance Challenges Report (2021) https://www.oversight.gov/node/179578; Top Management and

Performance Challenges Report (2020) https://www.oversight.gov/node/94074; Top Management and Performance Challenges
Report (2019) https://www.oversight.gov/node/21240; Top Management and Performance Challenges Report (2018)
https://www.oversight.gov/node/17380; Top Management and Performance Challenges Report (2017)

23 Panel on Department of Defense and AbilityOne Contracting Oversight, Accountability and Integrity: Fourth and Final
Annual Report to Congress (December 2021) https://abilityone.oversight.gov/sites/default/files/reports/Fourth%20and %20Fi-
nal%20898%20Report_0.pdf




Council of the

INSPECTORS GENERAL
A on INTEGRITY and EFFICIENCY

Activities with the Inspector General Community

AbilityOne OIG has worked with the CIGIE Diversity, Equity, Inclusion, and Accessibility (DEI&A)
workgroup. OIG headed the strategic plan chapter in its beginning and has been active in the workgroup
since. In the reporting period, OIG facilitated the engagement of AbilityOne Commission’s Vice Chair
Feldblum as a key-note speaker. Feldblum talked about how to achieve DEIA in the workforce and
with additional focus specifically on disability.

Besides being an active member of the DEI&A workgroup, the AbilityOne Inspector General is a
member of CIGIE and serves on CIGIE legislative committee.

The Inspector General and the Acting Deputy Inspector General contribute to the law enforcement
community. They serve as adjunct faculty instructors for the CIGIE Inspectors General Criminal
Investigator Training Academy for the instructions program of the Essentials of Inspector General
Investigations, at the Law Enforcement Training Center (FLETC) in Brunswick, GA.

OIG regularly participates in CIGIE working groups designed to focus on areas of IG interest, sharing
best practices, and addressing topics of pertinence specifically to smaller size OIGs. This includes
participation in the Council of Counsels of Inspectors General and in the smaller OIG” Counsel Group.

The Acting Deputy Inspector (DIG) / 1811-Assistant Inspector General for Investigations (AIGI) serves
as the Chairperson on the CIGIE Technology Committee’s Investigation Subcommittee. The Acting
DIG is also a member of the Investigations Committee, Assistant Inspector General for Management
and Administration Committee, Small OIG Shared Services Subcommittee, Special Agents-in-Charge
Working Group, and Data Analytics Working Group. The Acting DIG is a regular moderator and
speaker at several CIGIE Committees and activities.

The Assistant Inspector General for Auditing (AIGA) participates in subgroups of CIGIE with emphasis
on audit operations and serves as the Contracting Officer Representative (COR) for the OIG-contracted
audit work. The Assistant Inspector General for Investigations (AIGI) participates in the AIGI quarterly
meetings and initiatives.

The Deputy Counsel served as the Chair of the CCIG Summer Law Clerk Program. A program that
mentors law students interested in the work of the Federal Government and its IGs.




Appendix I: AbilityOne Organization Chart




Appendix II: Commission Member Composition

Presidential Appointees

e The Commission, whose composition is defined by statute and appointed by the President.
consists of 15 members.”*

e Eleven members represent government agencies. The agencies designate the length of their
service.

e Four members are private citizens knowledgeable about the employment problems of people who
are blind or have significant disabilities, including those employed by nonprofit agencies affiliated
with the AbilityOne Program. They serve for five-year terms and may be reappointed.

Committee Member y ' Position
- Jeffrey A. Koses- Chairperson General Services Senior Procurement Executive
Administration
' Chai Feldblum- Vice 7C7i1aii'person ' Private Citizen | N/A
' Bryan Bashin ' Private Citizen 'NA |
Christina Brandt ' Private Citizen N/A |
' Gabe Cazaes ' Private Citizen \ N/A
Jennifer Sheehy Department of Labor Deputy Assistant Secretary,
Office of Disability Employment
Policy
' Virna L. Winters 7 Department of Commerce ' Director for Acquisition Policy
and Oversight in the Office of
Acquisition Management
' Matthew R. Beebe  Department of Defense | Director of Acquisition
" Angela Billups ' Department of Veterans Executive Director, Office of
| - Affairs Acquisition and Logistics ,
‘ Megan Dake ‘ Department of the Army Deputy Assistant Secretary of the
L _ Ammy (Procurement)
' Carol L. Dobak ‘Department of Education Acting Commussioner for the
Rehabilitation Services
. - Admimstration (RSA)
' Robert D. Hogue Department of the Navy Acting Assistant Secretary of the
Navy for Manpower & Reserve
' Affairs
- Tara M. Jamison - Department of Justice Deputy Senior Procurement
Executive and Director of the
: | - Office of Acquisition Management |
Malcom A. Shorter ‘ Department of Agriculture Deputy Assistant Secretary for
; Admunistration
Vacant Department of Air Force \ N/A

4 41 US.C.A. § 8502(b)(Composition).




Appendix III: OIG Organizational Chart
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Appendix IV: Audit Recommendation Status Report (as of September 30, 2022)

Office of The Chief Financial Officer (CFO)

FY2020 Financial
Statement Audit

Continue to gain knowledge of OMB
Circular A-136 and other authoritative
guidance relating to financial reporting
requirements to better oversee the
performance of its shared service
provider and to ensure that its reporting
requirements are being fulfilled.
mcluding those relating to the
submission of interim financial
statements and footnotes and the proper
recording and reporting of loss
contingencies (Repeat finding from 2019
Financial Statement Audit).

10/24/2023

Open

Implemented

FY 2020 Financial
Statement Audit

Advise the service provider that
outdated/superseded guidance was used
in the preparation of its financial
statements and footnotes so that this
issue can be addressed by the service
provider in the future (Repeat finding
from 2019 Financial Statement Audit).

10/24/2023

Open

Implemented

FY2020 Financial
Statement Audit

Request that the service provider
enhance its current review procedures to
identify errors and omissions in the
required financial statements and
footnotes and to ensure that all required
presentation and disclosure requirements
have been met (Repeat finding from
2019 Financial Statement Audit).

10/24/2023

Implemented

FY2020 Financial
Statement Audit

In accordance with generally accepted
accounting principles (GAAP), ask the
Commussion’s General Counsel to
identify loss contingencies relating to
legal matters that should be recorded in
the agency’s general ledger and/or
disclosed 1n the notes to the financial
statements and instruct the service
provider to record these entries and/or
disclose these amounts, as appropriate
(Repeat finding from 2019 Financial

10/24/2023

Implemented




Statement Audit).

FY2020 Financial
Statement Audit

Continue to implement management’s
corrective action plan. including the
filling of vacant positions.

10/24/2023

Implemented

FY2020 Financial
Statement Audit

The Commission should continue to
implement the actions identified in its
corrective action plan relating to
employee payroll and benefits, dated
September 30. 2020.

10/24/2023

Open

CAP in place

FY 2020 Financial
Statement Audit

The incoming Chief Financial Officer or
other Commuission personnel
knowledgeable in accounting and
finance should work with the service
provider to identify, at least quarterly,
upward adjustments that have been
offset by downward adjustments in the
general ledger so that manual
adjustments can be recorded to properly
state the ending balances of both
accounts.

10/24/2023

CAP in place

FY 2020 Financial
Statement Audit

Commussion management should work
with its service provider to design and
implement policies and procedures
which enhance the internal review
process for upward and downward
adjustment transactions and includes a
reconciliation of the UDO balances with
the supporting documentation to ensure
that transactions have been recorded
correctly.

10/24/2023

CAP in place

FY2020 Financial
Statement Audit

The incoming Chief Financial Officer or
other Commission personnel
knowledgeable in accounting and
finance should independently verify the
amounts recorded for reimbursable
activity by its shared service provider or
participate in the calculation of the
recorded amounts.

12/31/2022

Implemented

FY2020 Financial
Statement Audit

The incoming Chief Financial Officer or
other Commuission personnel
knowledgeable m accounting and

12/31/2022

Implemented




finance should develop a procedure to
identify accrued liabilities for
reimbursable expenses which should also
be recorded as accrued accounts
receivable.

FY2020 Financial
Statement Audit

Commission management should
develop written policies and procedures
for the financial reporting process,
mcluding procedures to identify and
perform (or assist its service provider in
preparing) year-end entries to the general
ledger that are required by generally
accepted accounting principles.

10/24/2023

Open

Implemented

FY2021 Financial
Statement Audit

Develop a procedure to identify and
track all on-top adjustments, worksheet
adjustments, and other corrections for
prior year transactions that were
processed during the prior fiscal year,
evaluate their effects on current vear
balances and record them timely (during
the first quarter of the fiscal year) in the
general ledger.

10/24/2023

CAP in place

FY2021 Financial
Statement Audit

Review the posting logic that was
apphed within Pegasys for each
correcting entry and record
reclassification journal entries in the
general ledger using the appropriate
general ledger accounts for the
correction of errors, m accordance with
generally accepted accounting principles.

10/24/2023

Open

CAP m place

FY2021 Financial
Statement Audit

Develop a procedure to validate the
agency’s beginning balances that are
rolled forward from the prior year to
ensure that valid balances are not
eliminated either before or during the
closing process.

10/24/2023

Open

CAP in place

FY2021 Financial
Statement Audit

Verify that current Treasury and OMB
financial reporting requirements and
other authoritative guidance 1s obtained
and followed during the preparation and
review of the financial statements and
footnotes, including all mandatory and
presumptively mandatory provisions, as
defined in those sources.

10/24/2023

CAP in place




FY2021 Financial
Statement Audit

Reconcile the trial balance to subsidiary
or supplementary sources, such as the
capitalized expenditure and accrued
expense worksheets to the general ledger
to validate the balances reported in the
trial balance.

12/31/2022

CAP in place

FY2021 Financial
Statement Audit

Increase the precision of existing
checklists and variance analysis tools so
that changes from known and expected
results can be detected and corrected.

10/24/2023

CAP in place

FY2021 Financial
Statement Audit

Request and obtain the legal
representation letter from the Office of
the General Counsel (OGC) or consult
with the OGC prior to the close of the
reporting period so that any required
entries can be recorded, and the
Commutment and Contingencies footnote
can be prepared and reviewed timely.

10/24/2023

Open

CAP in place

FY2021 Financial
Statement Audit

Verify that the information included in
the Commitment and Contingencies
footnote 1s clear, concise, accurate,
complete, and properly classified
according to generally accepted
accounting principles and federal
reporting requirements and that all
contingencies reported in the footnote
exist as of the reporting date.

10/24/2023

CAP in place

FY2021 Financial
Statement Audit

The Commission should correct and then
regularly update a detailed listing of the
assets that are reported in the agency’s
trial balance and financial statements to
enable the agency to verify the
capitalized property balances reported in
the agency’s financial statements are
correct and are reported in accordance
with generally accepted accounting
principles.

12/31/2022

CAP in place

FY2021 Financial
Statement Audit

The Commission should regularly assess
all capitalized property for assets that are
no longer in service or to which the
agency no longer has legal rghts and
ensure that these items are removed
timely and proactively by Commuission
management.

12/31/2022

CAP n place




FY2021 Financial
Statement Audit

The Commussion should accumulate all
expenditures for the leasehold
improvements for its new lease, report
them as construction in progress, and
adjust the balance at the end of each
reporting period to reflect the work
completed until the project is completed.

12/31/2022

CAP in place

FY2021 Financial
Statement Audit

The Commission should ensure that the
date of service is entered into the
Pegasys property module so that
depreciation is properly calculated and
recorded for all capitalized assets.

12/31/2022

Open

CAP n place

FY2021 Financial
Statement Audit

The Commussion should update its
financial reporting policies and
procedures to include the recording of
new capitalized purchases, disposals of
capitalized property, and
depreciation/amortization in accordance
with generally accepted accounting
principles.

12/31/2022

Open

CAP in place

FY2021 Financial
Statement Audit

Commussion management should
develop a procedure to review
disbursements made early in the
subsequent reporting period to identify
items which should be included in its
year-end accounts payable or develop an
alternative procedure which
appropriately estimates the amount of
these liabilities at year-end (Repeat
Sfinding from 2019 Financial Statement
Audit).

12/31/2022

Open

CAP in place

FY2021 Financial
Statement Audit

Commission management should
independently verify the amounts
recorded for accrued liabilities by its
shared service provider or participate in
the calculation of the recorded amounts
(Repeat finding from 2019 Financial
Statement Audit).

12/31/2022

CAP in place

FY2021 Financial
Statement Audit

Commission management should
develop written policies and procedures
for the financial reporting process.
including procedures to identify and
perform (or assist its service provider in
preparing) year-end entries to the general
ledger that are required by generally

10/24/2023

Implemented




accepted accounting principles (Repeat
finding from 2019 and 2020 Financial
Statement Audits).

FY2021 Financial
Statement Audit

Commission management should
develop wrnitten policies and procedures
that define the roles and responsibilities
of the service provider and Commuission
staff in performing financial reporting
functions (Repeat finding from 2019
Financial Statement Audit).

12/31/2022

Open

CAP in place

FY2021 Financial
Statement Audit

The Chuef Financial Officer or other
personnel knowledgeable i accounting
and finance should independently verify
the amounts recorded for accrued
liabilities and examine the entries that
the service provider has recorded in its
general ledger to ensure it agrees with
the information the Commission has
provided (Repeat finding from 2020
Financial Statement Audit).

12/31/2022

CAP in place

FY2021 Financial
Statement Audit

Commission management should
enhance its existing policies and
procedures to require a more thorough
review of its year-end accounting entries
to ensure that all required information
pertaining to accrued liabilities has been
received from all sources and has been
recorded in the general ledger in
accordance with generally accepted
accounting principles.

12/31/2022

CAP in place

FY2021 Financial
Statement Audit

The Commuission should perform routine
reviews of employee benefit elections
and Official Personnel Files (OPFs) to
ensure they are complete and accurate
and address this issue with its shared
service provider to ensure that OPM
guidance is appropriately followed with
respect to the Commission’s personnel
records (Repeat finding from 2019 and
2020 Financial Statement Audits).

10/24/2023

Open

CAP in place




FY2021 Financial
Statement Audit

The Commussion should obtain
replacement copies of missing records
that have been i1dentified and either
provide these documents to the service
provider so that the information can be
maintained in the e-OPF or consider
developing and implementing its own
repository of documentation to ease the
retrieval and response process (Repeat
finding from 2020 Financial Statement
Audit).

10/24/2023

CAP in place

FY2021 Financial
Statement Audit

At the end of each pay period or at least
monthly. the Commission should review
reports of employee benefits election
changes made through the employee
self-service portal and retain the
documentation for all changes in the
emplovees’ e-OPF.

10/24/2023

CAP in place

FY2021 Financial
Statement Audit

Fulfill the requirements of 31 USC
§1517(b) by reporting the FY 2019 and
FY 2020 violations to the President,
Congress, and the Comptroller General
of the United States (Repeat finding from
2020 Financial Statement Audit).

10/24/2023

Open

CAP in place

Office of the Chief Information Officer (C10)

FY2020 FISMA

The Commission should follow their
vulnerability remediation policies.

12/31/2022

CAP in place

FY2021 FISMA

Scanning should be run on a monthly
basis, however if there are medium, high
and/or critical vulnerabilities, then they
should be remediated, and the scan
should be repeated and run again (Repeat
finding from 2020 FISMA Audit).

12/31/2022

Open

CAP in place

FY2021 FISMA

Update the configuration settings on the
servers to be in compliance with
Commission IT Policy and ensure only
essential capabilities are being provided.

12/31/2022

Implemented

Audit of
Procurement List
Addition Process

Complete in a timely manner the
implementation to update the
middleware software to facilitate the
upgrades of the outdated vendor
software and implement system patches
or security updates as warranted.

12/31/2022

Open

CAP in place












































































































































































